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1. (1) Introilm liitn 

u 

(U TOUO) IV I cdnal lhurati of Investigation (I 111) immls anil operates i onfldentul Inuiun 
souiccs (CHSs) lo obtain mtrlltprnrr twin h advam rs investigative piogiant pnoutirs meets 
national and FBI intelligence collection irqtmnnniK ami through dissemination supporti 
objectives of tV l Imlrd Stairs (US) government s intelligence anil law rnfou emenl (LF) 
romnnmitirs IV Dueilmate ot Intelligent e (1)1) maintains lesponsitality fnt thrsr artivitirs 
through tV drvelopnirnl and oversight of tV Mil s CHS pi opt am 

(S NET Tins policy putdr (PG) applies lo thr use of thr C IIS Program in all investigative and 
intelligence collation activities condnctrd by thr FBI tn thr l Jnitrd Statrs its terntoiies ontsirir 
tV tmitones of all cotmtncs and in foingn cotmhtrs 

(IT) TV CHSPG is foi intrmal putiLmcr It is not iiilmdril to nratr an rnfourablr legal npjit oi 
a private right of action by a CHS in anv otha jtrison Any conflict between thrsr ptiidrlmrs and 

thr .-Irfo.njm Qgfgrol \ Guideline! [ACtCis] Regarding the l \eoJ FHI ( 'onfuientiai fhirmoi 

Soi.’ .n [U*. t I1SJ or tV • • • • • < i ’• ‘ 

Dotn] must V trsohrd in favoi of thr AGGs 
1.2. (t'l Purpose 

(U) TV purpose of this PG is to standardize C HS Program policies so that tliey air consistently 
and unifctmlv applied to thr extent possible m all FBI investigative programs This will 
promote compliance with relevant AGGs and facilitate thr development of C’HSs to engage in 
cross program reporting 

(U TOUO) TV critical components of the CHS Program addressed ui this PG are as follows 

• (U TOUO) TV roles and responsibilities of FBI personnel and task force officers (TFOs) 
with regard to CHS Program activities 

• (U TOUO) Thr identification evaluation and recruitment of potential confidential 
human sources (PCHSs) 

• (U TOUO) The administration and operation of CHSs supporting anv of the FBI s 
investigative programs and. or other authorized information collection activities 

(U) This PG also emphasizes the importance of oversight and self regulation to ensure that CHS 
Program activities are conducted within Constitutional and stahrtorv parameters and that civil 

liberties and pnvaev are protected 

1.3 (V) Intended Audience 

(U) This PG applies to all FBI emplovees TFOs FBI contract employees and FBI detailees 

14 (V) Authonries 

(U TOUO) TV provisions in this PG are governed bv the authorities set forth below 

• (U) Arronm General's Guidelines Rggardmz the L'se of Fb ' 

S ounce: December 13 2006 

• fU) .-fOarngi General ; Guideline: for Demesne FBI Ope * Septembei 29 2008 
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• W) Attomry f «rt»niJ ( >rdn No *019 /WH f 'mfnrmmy tha Afksmay fim 

(tuuialmtr, ffaynnlmr, tha (J\a of KM ( 'mftdmltal ftumem **mar to rt» A unarms 
(immral i (ruidaimm fur iMmtmlk KM ffpmattrm: Sov f nd* r M AJOf 

(U//FOUO) Other jidhonties tub a* -Aitutrs nuntMur ordm (M#», r*- fMfa dw s art 
(imivx Indians of uukr starring fMOUl) «*• irfoenrrd i® flu Pf , 

1.5 (1 ) Apprmil l/ffb md l)rlf{4(mi' 

(U) Approval Irvrls spe* ified in dm P(» mav be delegated o 
lrvrl at to a drsipyi re unless specifically prohibited in the PG TV 4 
writing if must specify raih activity or fas* delegated and rinfcf . V super ,->tor. p 
which the* approval authonf is delegated UrU-pjli'wi .f authorr*. lor a-nsor rxe^i* 
and delegation. of aufhontv f/» q 
A firld offk e fTO/ ret 

rjmrmau^auo® «no (V krai Hj e 


imdrr I 
under | 

of antbonty must file the delegation of authnrii 
(hr above ■ MQ CMC file (r p 
(U) Ail supervisory authority for approval of an ar’i . r . ned a d» 
dulv authorized actinp supervisor or bv a supervisor hr: id.- 
in this PG 

(U) References fo the special agent in 'bar pr S V i 
assistant director in charpr (ADK > position eve r. • 


Kj oaarv be praard V a 


1.5.1 


fl ) AGO CHS and VGG Dom Lirepno® and In pure Re- 

* A DfC 


(U TOUO) Whenever an FBI assistant duector AD, : r- - 
prosecutor (CFP) or his or her respectr.r de :zner~ <. - - 
exist that warrant an exception to an - , pr i<jo of w jr * beor-er there * a itepar 

between or among the FBI and other Department of *- DO rr»ivs 'eeardtoe the AGG- 
CHS an exception must be sought £rom--or the dispute nx* ■ < -e-v i aed V* the DOT s 
assistant attomev general (AAG) 1 or his or her designee for is • rrmaial Divuacu or (hr 
National Secuntv Division <NSD ) whichever i ippr opriatr 

(U FOUO) Whenever there is a dispute with the AAG fee either fer (mnii Dr.tsiou or VSD 
of the DOJ the dispute must be resohed bv the depur artcenes general DAG or Vs nr her 
designee 

(U FOUO) Any departure from a provision o? the AOG Pom nx&t be p 
accordance with DIOG Section 2 

(U FOUO) .Anv exception to a provision of the AGG-CHS must be requesaed via m d 
communication iEC > with prior approval of the SAC and sect le the AD EM far imrw TV AD 
must coordinate the request for the exception with the appropriate DOJ o gyoo em 
(U FOUO) The exception granted or dispue resoGrd must be dorumeoaed m the CHS Delta Sir 
1.5.2. (I*) C HSPG and DIOG Exrepnoas and Dispute I 

(U FOUOi Wbenesrr an ADK or an SAC beheves that e 

w anant an exception, or when there is a dispute oxer dr auerpfrtarson of anv provtaou of tVs 

Si 


SECRET NOrORN 


SEC RET//NOPORN 

(U) (onfidmtial Human Soutrr Polic y (tuidr 

PG an rxrrption must hr >wupht ftnra at Ihr disputr irsotvrd by Uir Al). 1)1 lhr irqurst fen 
rxrrphon 01 ifcvputr resolution must hr madr vu an h(' appinwd by thr SAC and Al). 1)1 
(U'-T'OUO) Any drpaitiar (torn a irlrvanl provision of dir l)ICXi mist hr rrqurstrd and madr in 
arcocdanrr with DUX'. Srrtion ? 

(U/'TOUO) Thr decision rr paichnp an rxrnqrtion irqurst in disputr addirssrd in this subsection 
must br donmentrd m thr CHS’s num filr 
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%tx KKI//N Off rtf > 

(If) ( 'inMmbjl Human Sower Pofe y (* 


2. (0) Rolfs and KrsponNibililir^ 

2.1. (If)flLS Prngjaw Mnipara) urf f * rrughi 

2.1.1. (U) Atwlial DirKtor^ is < bir(r. Sp^ul Afrtto a ( karp Ahmw 
A gent % ia < barge (AS AC »), end Sapmiwm S penal Agent- fSSA •) 


(U//FOUO) IV SAC of each FO is irsponubJr for rtwurmf Ih* V FO k» j CHS profai i 
contributes to thr Mil & rolkrtivr bivnan mwlligrnre (HUMWT) bar ADK» SAC* mA 
mroibcrs of thr FO f in vest i gab vr and inlrfligrnrr operation atanagerantf staff i 
ASAC s and SSAs must ensure that thr FO fulfills its a 
dissemination responsibilities in romplianrr with FBI protorofe rain « 
those contamrd in this PG Although thr SAC is charged with tkr uitimalr rc s pqo U bthfv for for 
FO . f MS program daily oversight respowbihry for PCHS* aad CHS* roadn nft At S8A. 
who must review all comnuucations rrgarduig thr CFISs aa ha* or her squad and supervur Ae 
special agents (SAs) operating those CHSs 


(U) SSA program management irsponsibrlmes may not be deferred to now agent povawwel 
(Supervisory intelligence analysts [SIAs] do however have critical aversion irymthilan 
with regard to the identification and evaluation of PCHSs as vet forth in • t 
Identification F. valuation and Recruitment of ( onfidentiai Human Sources m Tvpe - 
Assessments ") 


2.1.2. (U) C onfidentiai Human Source C oordmator (C BSC • 


(U) Each FO must have at least one SA serving as the FO $ fuOtnr CHSC The CHSC ■ 
responsible for addressing all dunes and tfaomliitoBqfhrOfiaomi The CHSC M 
be assigned to the FO s HUMINT squad J " ~ :•* 7 "~ J ■ 

At least one alternate CHSC wlio need no^^SsiOT^^Se^^PuJMlNT or wadhgewcr 
squad must also be designated Thr SAC thr orhrr lirrrrtmn mnrhnT iiktowd pi i nil 
assigned to these duties as appropriate 

(U) The CHSC is responsible for overseeing the FO s CHS pr o gra m mcludznf thr p roper 
administration of CHS files and associated documentation Because of these overall 
responsibilities the CHSC oust not be assigned as erffaer (he case a gem (C A • or co-case aassa 
(co-CA) for any CHS assigned to the FO This restriction does not apptv to thr altenr CHSC 
However w hen the alternate CHSC is working m that capaa^. he or she any nor review any 
i omnium cation generated for or about CHSs for winch the CHSC is thrCA or co-CA These 
communications must be forwarded for review to thr HUMINT and or^HsSA who supe rvi se s 
the C HSC 


(U FOUO) Each CHSC must designate a space within foe confidential file roam < CFR; to hone 
all legacy and ament CHS files and other CHS reiaied material such as an - phvsacal aft 
received from a CHS that is Dot considered evidence In order to guarantee thr confidesmhrv of 
CHS information onlv personnel assigned to the CHS program mav be located msadr the CFR. 
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(IH < unftdrntial Itimun Samir Polu v ( .iimIi- 
1.1 J (in Department afiMln < nitAdenlial Human Soane < .m.i.Imhi.m 

(IJ) Tbr Uv MIN define a C1ISC aa a taper wwxy I rdeial Pimrtuiing Office (FPO)' attorney 
designated by Ihr (TP In facilitate » ttupli.it* r will) the AGO CIIS Matins routinely handled liy 
the IK)I CHSC int hide < n»*i diluting Ihr IT!) s irvponvihtlilirs main thr A(JG ( IIS. sn vmj» as 
an Mil point o( runbal (POO fr* nut Ins main tlr AGO CHS appmvnig matins ivatn the 
A(JG (i(S ou hrhalf of thr I PO vshni no othn I PO atfcxnry is assigned m available and 
assist inf in handling dnrovnv matins barb FO CHSC must establish and maintain contact with 
thr DOU CHSC(») in h» oi hn trmtorv ( ontarts with thr IX)J CHSC must br documented and 
maintained in the CHS pntgrani file 

2.2. (V) CHS Op*» atkin 

2.2.1. (t r > Case Vgrni and ( 0 -Case Agent Roles 

(U FOUO) Ihr ( A or a PCHS or a OIS must br an FBI SA Fach SA with thr exception of the 
CHSC has a rote responsibility to crratr and nuinlatn a CHS base to piovidr vital information 
supporting FBI investigative and national intrlhgmrr pn on ties Thr SAC mav pi ant an 
exception to this responsibility when an SA is assigned to duties that logically piecludr CHS 
opnation This exception must be documented in a written F.C maintained in the FO CHS 
program management file 

(U TOUO) In addition to an assigned ( A every CHS must have a co CA assigned and 
identified A co CA has all the same duties responsibilities and file access as the CA If a TFO 
is assigned as co-CA. bourvo their air limitations to his or her duties as set forth in subset tun) 
Task Force Officer as Co-Case Agent The frequency with which the co-CA meets with 
the CHS is determined by tbr impact and significance thr CHS s reporting has on FBI 
investigations If thr CHS contributes significantly to an FBI investigation the co-CA must meet 
with the CHS moir frequently Thr frequency that is considered appropriate should br 
determined bv thr CA coCA. and thru SSA but in every case thr co-CA must meet with thr 
CHS at least every six months The meeting must be documented in the CHS file This 
requuement may be met through the documentation of a CHS program related activity through 
winch the co-CA s meeting with the CHS is evident for example a source reporting document 
an admonishment form, or a payment receipt bearing the co-CA s name 

(U FOUO) If the CA and co-CA are unavailable the SSA mav designate on a temporary basis, 
another co-CA to handle PCHS matters or operate a CHS Regardless of such temporar. 
designations how ever the CA is responsible for the maintenance and accuracy of PCHS or CHS 

files assigned to him or her 

(U FOUO) No member of the FBI s management staff may serve as the CA or co-CA The only 
exceptions to this rule are as follows 

• (U FOUO) Legal attaches (LBGATt > and assistant legal attaches ( ALATs) are permitted 
to operate CHSs as CAs under a modified approv al process as set forth in Section 10 


FPO» laelode at of rW follow w« DOJ component Sut»- Alto nm > Offic* (US AO). tfac C nmaul 

Dr.vxa rha NSD aid aat otfcai Irtiyjooc ccmpoani of DO) wilt rotfaorm to pto-^mw fodaul rmmnal offw.*. 
raWvaat vacOoBJ. of dw Aattinut Diw-coe Civil Divukml Civil Rigbi-* Diw.ion EmtooniMtil and 

Mtttnl Ka ovur*; Ditnua aad Tax Dmaa# 
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(Uj ( fjfifwWidj] IftciHb Vm</ Mryf/wdr 


"hxbJtnnlonal Operation* However an FBI %r»or JbMritfnr fayws "'A S > nr*-*** 
assigned a» ihr I UGAT nay nut hr awtgprd aa (hr C Am 'a f A 

• (U//POUO) Ail aOing SSA nay < ontiair la br assigned a* aCA or j r o ( A pr IfS* 
4iu1 f HS* fin up In I HO days While fhr m dog S r >A n J M i g y d mmC A r nmmmar jttam 
irlatrd f« PUP* and CUH • for wb* b tbr SSA i* the CA mol br jp pwwd by far AW 
at 4ii SSA whom ihr AS AC designates A fin I SO day* have 'Upird far AW 
approving tfiosr rommun* ations mud another SA *. far f A or c© CA of faw* 
PC.'HSs and CHS* I hr rrassi pjuimi may 1# madr however a a*y fane befarr |»d»w. 
have elapsed an drrmrd appropriate by (hr ASAC 

2.2.2. (U) I ask t orrr flffim as Co C aw Agent 

(U//FOUO) Although Ihry arr non agmt prTsoonr J TFO» who have rer/md far rrqw^ar 
clraianrrs lo br drtailrd on an FBI task force may br avurprd as ro ( As for PCHV and CHS* 
An SSA may assign a TFO as a co CA by appcr/ing (hr aprnu* omne-nflon far Ohrr a 
PC7IS oi a CHS. in whiHi (br TFO is named as thr no* A Tbr SS * approval ate nova at 
Ihr authonty lo disclose ihr PCHS s or CHS s identity to (hr assigned TFO 


(U//FOUO) Any TFO assigned as acoCA musi br advaed of and follow ail reirnae FR! 
policies regarding the identification evaluation and rrcriatmra* of PCHS* a 
and operation of opened CHSs as described in this PC and xhn relevant pouraea i 

AGG.Ppni. AQG C HS and the DIOG 


(U//FOUO) A TFO co-CA has the same duties and * r to the PCHS or CHS file a* far CA 
except as described below The TFO co-C A mav use the Pf HS approach methods described a 
subsection 3 7 2 ( Methods of Approach > meet with a PCHS and drtrirf ac opr* C HS wfair 
unaccompanied by a CA provided that each c on tact is fully ctor-jmented . far TFO aad placed 
in the file of the PCHS or CHS for whom die TFO has been approved as co-C A 


(U//FOUO) A TFO co-CA is not permitted to 

• (U/TOUO) Open a Type 5 assessment 

• (U TOUOj Prepate tbr source-opening omaaBBcabon or opea a CHS sfi Deto 

• (U FOUO) Proside admon: HS Tbr TFO mav be preset* as a aaca 

when admonishments are renewed with a CHS however (he admaadanenis tmm a be 
provided by an SA 

• (U ^ TOUO^a^^T^mles^^^Ws present as a witness whe* CHS praonae 

made . submitted bv an SA 

2.2.3. (I - ) Non-Agent Investigative Staff 

(U FOUO) Non-agent FBI investigative staff are net pemnned to be assigned as C As or co-C As 
for PCHSs and CHSs unless specificallv stated otherwise in faz^ secnoc A supervisor may 
assign non-agent investigative staff Sentinel case participant respensibiimes that do not rayte 
interaction with a PCHS 

2. 2.3.1. (V) Non-Agent Linguists 

(U FOUO) Non-agent linguists are nor permmed to be assigned as CAs or co-CA* far PCHSs 
and CHSs Non-agent FBI linguists are also prohibited from contacting a PCHS or a CHS 
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(If) l unfrdenfial I It nun N«u*rr INiIm v (luidr 

without thr pn^rwr of a ( A a ro CA ot a TPO who ha* hrrn assigned * a ro CA A ( A at a 
co CA mav rrqurst m wilting (r g muil EC), that a non agrnt I HI kflgUMt * nanpiMiy him <* 
hn to a CRS drbnrfrng ca hr pirsml riming a PCI IS mntat I Ihr SSA of thr squad with If IIS 
oi CHS ovrtMghl and thr *upnvi«w of thr nun aprtf I III linguist irspoiul to tlr irqursi by 
approving or dmvmg it in wilting 

(U TOUO) Thr following information must hr inrhidrd til tlr irqursi 

• (U//POUO) A drsmption of thr irqurstrd sn vices 

• (U TOUO) Thr sprcifir invrrtipationfs) bong vuppoitrd 

(UTOUO) Thr following, factois should hr roasidnrd pm* to apptovmp a irqursi 

• (UTOUO) Thr length of timr thr snvicrs will br nrrdrd 

• (U/TOUO) Thr propose of thr services 

• (U TOUO) Thr potential oprtahoiul <* pnsonal smmtv nsks trsulting from thr non 
agent linguist tntnacticni with thr PCHS oc CHS and thr strps to nutigatr any idrntifird 
risks 

(U TOUO) Urn written rrqurst and wnttrn approval must only br irtainrd in thr CRS s niam 

file 

2. 2.3.2. (V) Intelligence Anahits (LAs) 

(U TOUO) LAs are not permitted to br assigned as CAs or co CAs for CHSs A supervisor mav 
only assign LAs case management or case participant responsibilities that do not require 

interaction with PCHSs 

(U TOUO) LAs are prohibited from contacting CHSs w ithout the presence of a CA. a co-CA. or 
a TFO who has been assigned as a co-CA A CA or a co-CA may request in wilting (e g email 
EC) that an LA accompany him or her to CHS debriefings The SSA of the squad with CHS 
oversight and thr LA s supervisor must respond to the request by approving or denying it in 

wntmg 

(U TOUO) The following information must be included m the request 

• (U TOUO) A description of thr requested services 

• (U TOUO) The specific investigahon(s) being supported 

(U FOUO) The following factors should be considered prior to approving the request 

• (U TOUO) The length of time the services will be needed 

• (U TOUO) The purpose of the services 

• (U TOUO) The potential operational or personal security nsks resulting from the LA s 
interaction with the CHS and the steps to mitigate anv identified nsks 

(U FOUO) This written request and wntten approval must only be retained in the CHS s mam 

file 

(U TOUO) .An LA mav be assigned as a case participant or a case manager to identify and 
evaluate PCHSs as pan of a Type 5 assessment (see Section 3 Identification. Evaluation and 


7 

SECRET NOFORN 


Sf'RM tfwowmw 




engage PC 1 H* or fltr pubfa m jtiand leitmg? dunaf ter 'o«y «f 4 f rp momma 
um hiding in unlmr vrours as drvidjrd n iy* 1 ,tr of ter < overt Affii irb by 

I As on Puhbrly AurvsiWr Web Sites ’ 

2.3 (I 1 ) Piniiitiilion «n t HI RwmimH is (W MraoftrsOsc. I >Hmm arf 

Krrruilaeai of Pf HSs sad iW bni bpu l sad Operation of f H' 

Hi) For 1 hr purposes of this srrbun FBI priwimrl inrJudrs TFO» »% ap as o*CA* and aar 
olln drtailer patty ipatinp m tlr aprraUoa 'jvrtvfts analysis or wrnmrnm of aa FBI CHS * 


PCHS 





• (U)Opra another FBI employee as a( H‘> or a PC HS 

• (U) Open an FBI contractor at a CHS unless (hr fa fcsnaf a*ra met and 
documented in thr main file 


(U) In the prrf ormancr of his or bn dunes under ter context ter 'cateador t 
association as a contractor with thr FBI toidd not irasocabt - br teconl <w 
somronr in the subject s position unless thr subject t knowVdpr of ter rtteteoate 
is relevant to thr assessment or predated irr.esriraooe ta ntesch ter CHS «nL’ hr 
used 


o 


(U) Thr use of the contractor as a CHS will not caafhct waft hu or her caateaeate 
obligations 


o 


(U) The contracting officer s representative COR a ppr ov e s ter ax of ter 
as a CHS 


o 


• 1V1 Have anv role in the operation or overagfe I of a CHS or a PCHS who » ter 
employees spouse significant other relative or other pervaa tear reLanoodap to ter 
miplovrr could aeate the appearance of a personal or profe-aonal confer of mam 

• (U) Engage m sexual or undulv familiar social rriaboterinpa any CHS or PCHS 



operational reasons Such socialization must be documented a ter CHS or PCHS file 
Meals w ith a PCHS for the purposes of evaluation recnnuaaf or wnt a CHS <hmng a 
debnefmg are considered appropriate 

• (U) Entertain or meet a CHS or a PCHS at anv FBI cm pfc m ee sreadence 

• (U) Pav a CHS with personal funds use a personal credo card ter CIB ithnd opr— 

or pav with other personal items of value ie ^parchate of i rtep h nx wate pmnd hate, 
or with anv mooes not obtained through The i mem request process, except x 

exigent circumstances with oral approval of the SSA If payment a nude inH axam 
cuaanstances the oral authorization must be documented x the CHS 1 present tar- file 
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(IF) Confidential llunun Souirr I*oIk v Ciuidr 

at soon a practicable tnd no mar than fur businrvs days ftoni Ihr ilatr of oial approval 
iruntxuvrmrnt must be sought m at rtHdanrr with suhso turn J / / J Payment Kripirsl 
Intiies at subsection 1 7 6 V Equipment " 

(U) Allow a OIS a a PIUS to distribute contraband (e g illegal chugs Of stolen 
property) into the market unless authorized to do so 

(U) Authorize a CHS to participate in an ad of viok-nrr except in self defense during an 
emergency to piotrcl his oi hrt own life or the hvrs of others against wrongful force 

(U) Authorize a CHS to participate in an ad designed to obtain information for the FBI 
that would be unlawful if condudcd by law enforcement officer (LEO) (e g breaking 
and entering illegal wiretapping illegal opening or tampering with the mail or trespass 
amounting to illegal search) 

(U) Interfere with influence or impede any criminal investigation arrest prosecution or 
mil action m which the CHS or PC'HS is a party or a witness However an SAC may 
submit a Imer containing fads tegardmg a CHS s relationship with the FBI to a 
prosecutor ot a court for consideration Disclosures must be documented in accordance 
with Section 16. Administration of Confidential Human Sources 
(U) Make any promise of immunity to a CHS or a PC'HS make anv commitment l imi t ing 
the use of anv evidence bv the government or give the impression that he or she has the 
authority to do so However an SAC mav preside a letter to the prosecutor or court 
stating the fads regarding a CHS s relationship and assistance to the FBI 

(U) Disclose FBI investigative information to a CHS or a PC'HS (e g information 
relating to electronic surveillance [ELS UR) search warrants indictments and other 
charging documents or the i dentin of other actual or potential subjects ot PCHSs or 
CHSsV other than what is stndlv oecessarv for operational reasons 

(U) Reveal to a CHS or a PCHS anv information relating to anv federal state or local 
pending os closed investigation of the CHS or PCHS or his or her friends or relations 
including confirming or denvmg the existence of an investigation unless authorized to do 
so bv the CTP or his or her designee after consulting with the SAC In national security 
matters the SAC or his or ha designee must consult with the appropriate operational 
division at FBfHQ and obtain CFP authorization 

(U) Exchange gifts with a CHS or a PCHS except as provided for in subsection 2 3 1 

Gifts 

(U) Provide the CHS or PCHS with anuhing of more than a nominal value except 
pursuant to an approved CHS pavment as authorized by Section 17 . Confidential 
Human Source Financial Marten or pursuant to a Tvpe 5 assessment expense as 
authorized by Seclion 3 Identification Evaluation and Recruitment of C onfidenti.il 
Human Sources in Type 5 Assessments 

(U) Recenr anuhing of more than nominal value from the CHS or PCHS 
(U) Engage in any business or financial transactions with the CHS or PCHS 
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(U) ( -mfvSrntul Human Samrr Fairy <**ir 

(U) FBI prisormrl who air dnr« ting or ovrrvrmf (hr dif ntum of a PTFfS « a CHS ■■■* Ml 
discuss operational matt m irlalrd to I hr fBfs leUttonrtnp wito (hr WHS or CHS mto amv 
rise unless their is a nerd lo vhair thr infrrnubon 

(U) When in in a >1mp with WHS and CHS* all FBI employer* ortodmf TFO rgyf A* md SA 
( As must ( ondun thrrmrfvrs p»ofrs*»onally Mid in arrordanrr wito FBI Mad tad* and 
pindanrr for FBI employer rondurf inr lurfcng those *n forth a thr FBI Fjh* . end bu«&r,'. 

Program Policy Dirmlt\» and Jtytcy Gwfa.O I'tADPb 

2J.I. (U)Gifh 

2J.I.1. (l r ) («ifts Offered by a CHS or a PCHS 

(U//FOUO) If a PCHS of a CHS offers a gift to a CA a to-CA or at hn FBI tor CA 

co ( A or olhn FBI employer should ool arrrpt (hr item If dr WHS or CHS » a» are of thr 
CA or caCA s FBI affiliation (hr CA or co-CA should use (hr opportunity to dytom a to r afty 
advise the WHS of CHS that thr relationship is a professional onr and dm rear, men* apply to 
thru into act ions The offer and refusal of a gift must be dor-unruled ts dr WHS t filr or 
CHS s validation sub file Gifts should be refused even from WHS* ref ju rtrd toruurfc a 
nonaffiluted approach (see t u bw clM J Nocuffihatod Approach Thai grnmi mlr 

applies berause among other issues when (be C A or co-CA eventiaOs reveals hn or her FBI 
affiliation to the PCHS the previous acceptance of a (oft mas became as obstacle to a arersriat 
recruitment 

(U FOUO) In some verv limited arrumstanres accepting a gift from a PCHS or a CHS bbv be 
justified The CA s SSA must approve thr acceptance of such gifts m accordance wtth toe ndm 
set forth in this subsection If the ( A or co-CA takes dr gift and the SSA does not approve the 
CA or co-CA must return the gift to the PCHS or CHS 

(U FOUO) If acceptance of the oft is nrcessarv and appropriate for operational reason* and tor 
refusal of a gift would irreparably damage The relationship and -eoparchae the vUmgarsv of a 
PCHS or a CHS to cooperate or continue to cooperate an SSA nuv after :oon*iencr of tor 
chief division counsel (CDO (considering the legal and ethical issues associated with reummf 
the gift) authorize the CA or co-CA to accept the gift The SSA > authorization for toe 
acceptance of the gift the results of the consultation with dr CDC a description of toe gift and 
the justification for its acceptance must be docimemed in toe WHS s file or toe CHS s 
validation sub-file The SSA must provide authorization in advance if the CA or co-CA k aware 
that a PCHS or a CHS will offer a gift Otherwise the CA or co-CA nma obtain authonzanon 
and document the gift in Delta as soon as practicable but no lain dan five bosons daw from 
receipt of the gift This communication also should be used to document the disposition of toe 
gift (discussed below i and the reason whs that particular method of disposition was chosen 
(U FOUO) The SSA must approv e one of the methods described below to s tore or duporr of an 
accepted gift Under no circumstances mav the gift be kept bv an FBI empiovee The disposition 
method will depend on the r.pr of gift and its prospective operational use or ne a ement as 
evidence 

• (V FOUOi If the item ls perishable it must be destroyed Pnor to tor dErtnenon of a 
perishable gift, a photograph must be taken of the item and placed m dr mam folder of 
the CHS file with documentation noting the destruction method and a bnef rvpiananon 
of wfcv the item was destroyed 
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(ll)( onfidrntial Human Smm r IViIh y Guulr 

• (IJ RXX)) lr thr gift is not perishable ami will rail lr healed as evidence llr ( A of ro 
C A must submit it to tlr (TR to Ik m i m t ainrri as pan of thr ( I IS filr (r g Hr gift nuy 
hr placed physically in a serialized I A envelope a< ■ otdinn foldn 01 a pit sub file ran 
be created from the main file) foi appiopnatr stoiapr If on a tair occasion Hr pill 
needs to be wont ot shown to the WHS « ('MS so as not to iropaidm- Uir irlalionship 
dining a subsequent contact 01 drbirfinp the piH must lr offit tally chaiged out of Ur 
file I Jpon conclusion of Hr CHS meeting thr pifl must lr rhaiprd back into Hr CMS 
file Upon closing the CMS file tlr pifl must follow tlr Nalitmal Air luves and RrroiAs 
Administration (N ARA) appiovrd final disposition sr liedule established foi Ur CMS file 

• (U 1 (M 't M It llr pitl in ItU^iralrjCi^^dcii^^niiusUnllmMli^inMjiiiM css ,is ,m v 
other evidence See Hr 

(U EOUO) If an FPO is paihcipatinp in an lnvrstipation or a piosentfion nsinp the CMS written 
notice must be provided to Ur FPO attorney in advance whenever possible —if an SSA 
approves the acceptance of a gift A copy of the FPO notification must be retamed in the CHS 
validation sub file 

2.3.1 .2. (V) Gifts Given to C HSs and PC HNs 

(U TOUO) Gifts offered to PCHSs and CHSs niav be provided in accordance wiUi subsection 
} 0 Evaluation and Recruitment Phase Funding and sub hon 1 7 13 Gifts in Lieu of 
Monetary Payments 
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(tf)( onfidryitoal I Itvrun So«*re Pol* y < *oAr 

.V (( ) I «l« ‘iilifi' alion, Kvalualion, »n>l Kerruitini nt of ( orifirif-nfial 
Human Sonrrrs in lype SAwNsim-nh 
VI (Uf/HHJO) P ( IIS KjskyfWfif Aulysk 

(U/ffOUO) Ihr Hll has «utr«.*>fully vetted and rcrjudrd ( MS*, .itvr its irrepnon A CHS w* 
tiadiliurully and still is often identified during fir course of an 'Agoing ivttvuaat or 
predicated investigation 01 through routine liaison As of Decrarixr >W/8 thr ' f// (>/*■ as 
implemented by thr IJKKj provided an additional tool known as thr 1 xmmmnt 
for thr identification r valuation and irr nutinrnt of CHS* In addrbon tr. dr DKX# that stok* 
in conjunction with Section Roles and Responsibilities povrms thr irtpmive roles of SAs 
and IAs in thr idratific alion rvahution and rrrrurtmrat of PCHV. under rhr T vpr r.'r- rurrH 
Ibr purpose of this section is to givr further drtails regarding thr implementation of DfOG 
subsrction S 6 1 4 howrvrr in thr evert of a conflict thr DIOG is thr 'oottottop authority 
(IJ//FOUO) Inherent in each Type 5 assessment or prior to oprmn? m . f HS r thr 'lemert of 
determining the potential benefits to be pained through the identification evaluation and 
ircnutmmt of tlr PCHS balant inp them apamsi the possible operational and Xhei cuts 
associated with the PC. HS and ensuring that the benefit ourwn vh the 'a? gjvr» dr known 
infoiiiL.it i or i and thr circumstances involved If a PCHS u ultimate! opened he or she enter 
into a relationship with thr FBI and that rrlat ’.ship Adi t ej *:> • *br iife f locksdual 
The PCHS will be either an FBI source or a former FBI >our e and to rum his or her 
conduct or misconduct will reflect on the FBI Fairly or unfair! y tlie FBI * ;1! be .irwrd tt the 
light of that reflection Therefore it is important to re- PLizr that Jr- -.iot. <A ar>i .vss 
undertaken ui the identification evaluation and reaurtment phase arerxrr tve* m nsk 
management 

(U//FOUO) Once the PCHS ls open be or die is subjet t ■ thr ?ui dance p? cr. ided ts - ' 

C oafidential Human Source Vahdation Pn^r » ipening e.y h PC HS i gent. and anaJvsrs mas? 
be aware of die need to assess and weigh the nsk-, associated with the PCHS 

(U FOUO) There is a number of factor 1 to be . ieted hiring the idennfkaion r.ahianor. 
and recruitment of a PC HS Donmientrd past activities and observable characteristics can 
provide insights that point to future control or handling issues rehabihr. problems or lack of 
credibilitvonthepartoftbePCHS Likewise the Pf lues and allegiances may 

reveal motivational platforms that alliance exist uig benefit- and are ctittcai criteria for the a*enr 
and analyst to define thr ougboutthe Tvpe a - tnerr These fa ton a; out hoed in the six 
bullets below should then be assessed in then totalir. against the backdrop of each of the five 
CHS entena to determine whet ha the risk m ultunatelv reoumnp the PCHS source is low 
medium or high and what steps can be taken to mitigate identified risks A similar evaluation 
should then be conducted on the potential benefits the CHS n reasonably expected to deliver 
Tlie final step is to detanune whether the potential benefits ourwagb the potential risks and act 
accordingly 

(U FOUO) The factors below must be used b’. analysts and agents to weigh the ask. aeamst dr 
benefits involved during the evaluation and recruitment of PCHSs Each of the factors and m 
turn the CHS entena cannot be weighted equallv ,mce for example a PC HS s access to 
relevant intelligence or information may outweigh a particular suitability or secunn nsk. 
especially if such concerns can be adequate!', mitigated When evaluating benefits versus mis 
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analysts and agents must drtrrminr wbrlbn thr IH1IS s pl» rtnrtil anti a iru to nrrrird 
mfmnution 01 intelligent r air sufficient lo outweigh (hr nsk(s) aasoi tatrd with onr cm nur of 
thr fi\r factors listed brkiw l artms to hr rmsidrtrd inctudr 

• (U TOIJO) Thr imminrol operational nrrd and unpot lance of thr drsnrd infiMiiution 

• (U TOUO) Thr likrhhood that thr W HS will rnfonn othns of thr FBI s intriest in thr 
WHS 

• (TJ TOUO) IV likrhhood that anv ir\rlabon about thr FBI's intnrst in thr W1IS will 
havr a minimal adverse afTnl 

• (U FOUO) Thr likrhhood that thr intelli genie oi infoinution will br lost 

• (U- TOUO) Whether and how a nsk ran br nuligated 

• (U TOUO) Whrthrr thr FBI will br ablr to rontrol thr WHS thionph rxistinp handling 
procedures and verify thr trustworthiness of thr information piovidrd tlnoupji the 
existing validation processes 

(U TOUO) Thr WHS cntma air 

• (U FOIJO) Access: thr individual s placement and sustain'd ability to arqinir 
information of oprrational and or inlrlhgmcr inter rst (In some instances this may br a 
mattrr of potential access to high value information ) 

• (U TOUO) Suitabilm : thr individual s character intrlligmcr and competence as thrv 
relate to his or bn potrntial to provide authentic accurate and rehable information This 
helps to answei thr question Does thr individual havr the appropriate attributes to 
perform as a CHS° 

• (U TOUO) Susceptibility : the likelihood that thr individual will accept rrenutment as 
an FBI sourer and provide information on a confidential manner This aspect requires an 
analysis of possible motivations and biases, life experience and other factors relevant to 
the willingness of the individual to become a CHS 

• (U TOUO) Accessibility : thr FBI s ability to gam access to thr individual for the 
purpose of assessment and evaluation as a means to move toward recruitment 

• (U TOUO) Security : the FBI s assessment of operational security and 
counterintelligence nsks associated with the PCHS This means evaluating the individual 
and the operational circumstances related to the following questions 

o (U TOUO) What if the individual rejects recruitment bv the FBP 

o (U TOUO) What if the individual becomes aware of the FBI interest and objectives 
but his oc her loyalties are elsewhere'’ 

o (U TOUO) Are there possible lifestyle oi professional vulnerabilities that might 
create reliability issues or invite exploitation bv others'’ 

3.2 (t TOI O) PC HS Operations Introduction 

(U TOUO) The Type 5 assessment consists of three phases The identification phase is opened 
without a specific named individual for the purpose of identifying persons with placement and 
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trim* I'M m i j pool erf unknown indivirhuh TV evaluation ph**r » opened on * ^rr ife named 
i nth virtual Vlirvrd Id tovr appropriate plarrmnO and arrrw lor tor pwrpo*r of dla*| 
information Ui lirdn awntain Ihr nahnr and ndrnl of lu or bn ar/ r» a-r •»* f rwk wattodrft 
4 < • rssitnhly and/or *u« rptilahly to brr urrunp a CHS IV rrr juiban* pkarr vfedl m a 
< unit nuat ion of Ihr evaluation phasr lira SAs. involve*. tor SA * effort* lo ototan i a iprr rf* 
natird individual a agtrrmml lo vuhnlafily nun a relationship wrtb tor F HI ■ cadn to pn idi 
opnalional assistance and/or irtrJbgfnrr IVsr phases are adder wd ■ detail « tor wdnertianr 
that follow 


(U/fFOUO) IV FO rofcr bon 

cooidinatoi (CollM( ) must br assisted as ■ asr participant- m ever < ypr 


(U//FOUO) A 1 ypr "> assessment in any phase may not br opmrd on a nrfnrr- rf a prwdag 
Hll pirdiralcd investigation hi addition a pervious! v opmrd CHS mav art br opened a* a I-rpr 

S assessment Srr DKK. Clas sified Appendix O for a ipenfir exerptun lo Vs rrqnreana 

3.3. (II) Idmiificaiioo Pbasr 

(U/TOUO) TV purpose of thr identification phase of thrTvpr ‘ mnsnrt » to idntrfy a 
PHIS with plarrmmt and access fiom a pool of unknown individuals 

3.3.1. (II) Opening the f spe 5 Assessment to the Idrnrtfkaoon Phase 

(U//FOUD) TV approv al requurments to open a T vpe assessment in tV idntt& anon phase 
m specified m subsection 3 5 . "Basic Approval All Phase TV T vpr 5 annoarh 
identification phase is oututed with the submission of a CHS idntofiraboc plan, winch mam 
support an existing predicated investigation ar a nriam rto TVptaw — I be doc— M ted s a 
i nr a successor fbnu w Delta) using the appropriate TV 
identification phase mav be undertaken by an SA a^sirawi to nthei a HUMINT x an 
investigative squad or bv an LA assigned to an FO or to FBIHQ who wishes to open a Type 5 
assessment in the identification phase These files mav be assigned tomlh to SAs and 1A> TV 
819 classification consists of thr following restricted alphas winch specif, the operananal 
program area to be supported by the CHS identification plan 



(U FOUO) The contents of the identification plan EC must include tbr following 


• (U FOUO) C ase ID: the designator for the appropnair^^lasaficatoto 


• (U FOUO) Title: C HS Identification Plan 

• i U FOl O i Synopsis : the authorized purpose and clearlv defined objectives) of tor CHS 
identification plan 

• (U FOUO) Details 
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o (IV/FUIJO) Mr patn iibit pUnnrtit ami arm* hi inhumation that Itar I III 11 
vektug and why (hr 11)1 is seeking a prison with such pi* mmil and a ma IV 
ukmtifii alum plan must in Inlr (hr hie muiil«n(s) and title(*) of IV assrwnniKs) in 
pirdu air'd mvrMigation(<.) IV I'ypr n assessment snp|Nitts 

< < (IJ/'TOl K>) Common i haia< loistu s <* trairh mlnia of individuals hrlrvnl lo liavr 
thr dr \urtl plat rmnil and arms drsmbrd above anil thr basis ftw srtn tuig IV 
paitniila i haia« imstn s m srau h intnia IVir must Ir an atu ulatrd irasiai to 
believe that tV rhaiartnistus and srarh mini a will yield IV individiuK likrly In 
have IV drsunl plarmirnl and au ras anil dir srln ted < haartrmta s musl ml V 
hasrd solely on mr ethnicity national (Nigin irlipum. at livilirs piolrt trd untln IV 
Fnsl Amendment or a t ombmalton of only Ihrsr fat lots 

o (U"TOUO) IV investigative methods IV I A or SA anticipates using (r p, datahasr 
and ooltnr srairhrs sin veil lance of physical locations 01 attmdaiu r al pailit ulaa 
events only as authorized in thr DKV .) and tV irasons why thrsr mvrstipativr 
nirlbods air rxpn lrd lo virld prisons wlio air likrly to havr Ihr nrrdrd placement 
and access associated with IV common chaiartmstics or search cutnia srl forth 
abovr 

(U TOUO) In developing thr identification plan the focus should br lo understand thr activitirs 
associated with thr thirat based upon rxistinp mlrlliprnrr 01 infonnation ircnvrd and tV type 
cn characteristics of people who logically intersect with those activities From this pioup 
charactenstics or seatch aitetu can be refined and investigative methods identified to yield 
specific prisons with tV appropriate placement and access 

3 .3.2. (I*) Modification of the C HS Identification Plan 

(U FOLIO) If an 1A or an SA seeks to utilize additional charactenstics 01 investigative methods 
that were not documented in the identification plan EC then use must be requested in an EC (or 
a successor farm in Delta) addressing thr following 

• (U TOUO) ( asc ID the designatoi foi the appropnate^^rlassification 

• (U FOLIO) Title: Modification of CHS Identification Plan 

• (U TOUO) Synopsis : To request modification of CHS identification plan created to 
(reslate the authorized purpose and clearlv defined objectives) of the original CHS 
identification plan] 

• (U FOUO) Details: the additional characteristics, the reason for selecting them and the 
additional investigative methods to be used with an explanation of how these methods 
are expected to vield persons with the charactenstics specified 

(U FOLIO) For more information regarding the definition of the individuals and groups that 
quahfv as sensitive PCHSs it is important to also refer to Section 5 of the DIOG on Tvpe 5 
assessments and Section 10 of the DIOG on sensitive investigative matters (SIMs) in Type 5 

assessments 
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(U//POIKJ) If » ( IIS idmlifif am* plan lead, 
who apprai w> have Hr dnuird *» <r*» and pU 
anri/of to nuliimi «mr of thr fulkfwmf. *trp* 

• (IJ//KJUO) If Hr I ypr Jvrwnr* * 

Hr IA must nprn a rp*j Ir I ypr 
with uinrrtKMi I 4 below) to evaluate Or 


(U//FOIK)) If Hr I ypr S a 
onr of Or following ptorrun n 



it br uard 


3.4. 


o (U//H)UO) The SA may floor Or I vpr Mnartf 
individual as a CHS m acre* dm r with Vrfiua 4 'tp 
( unfidmtial Human Sowre provided that Or SA brbrwrs tel Hr a 
suilahlr Hr individual a^ers to br a f HS and a 
CHS within 90 days of opening 

o (U//FOUO) llr SA may opm a 1 ypr 5 aurw tana a. Hr « 
phase fin accordanrr with suhsemoc i 4 below j if additional r 
rrmnfinml efforts beyond 90 days aar reqiarrd 
l Pkasr. 


(17/TOIO) I valuation and Rmuita 

(U//FOUO) Thr approval rrqunrnmts to open a Type 

recniitnrat phases which focus on identified individuals »e specified a Htaee&o* 

Approval All Phases These individuals mav come to thr anrrtian r* 1 and SA* ■ 
of wavs including the identification phase of a Type as* 

methods used by SAs m othn assessments and predicated invesfcHftom and research «f 
historical information in ousting records as set forth m -toserta 
Investigative Methods in Tvpr s .Assessments All Phases 

3.4.1. (U//FOTO) Evaluation Phase 

(U//FOUO) The purpose of the evaluation phase of the Tvpr as session* b to o 
background information regarding a known individual to better asc -ram- It * bn pU me® 
access security risk suitability and or susceptibility to breammg a C HS Tims phase mar. be 
used bv LAs and S.As assigned to HUMINT or investigative squads and bv LAi a 
FBIHQ SAs mav be assigned jomth with LAs to T’.pr 5 assessmests m ttu : pin 

(U TOUO) A Tvpe > in the evaluation phase is not a prerequisite to open® g an 
CHS rather the Tvpe 5 provides additional tools that may be awed tc r.ahiaar i 
mav open an individual as a CHS if the SA has sufficient knowledge to bebrve 
individual has access to valuable information is susceptible to becoming a CHS 
given admonishments within 90 da vs of opening However if an SA focuses 
a PC HS and the SA requires more than °0 da vs to evaluate the individual or 
investigative methods to further ev aluate the individual an evaluation phase i 

(U TOUO) LAs and S.As must open an evaluation -phase Tvpe : assessment i 
whether fbr individual was identified through an identification -phase Type 5 
through other means If an LA develops information during Hus 
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should tv* imurtrd thr IA should pirpair a sourer identification package (SIP) foi use hi tlir 
imuitmmt of this individual by an SA an thr appuifwialr 111 (MINT tv investigative squad A 
SIP it dr fmrd as a written produrt diaftrd fm Um* puipnsr of ptoviduip inhumation lepaiding an 
individual that will hr iwrd m otdri to drtonunr cn trlay thr individual s |Mitrnlial at a CHS 
Drafting a SIP is lecomu vndrd twit not mandated y brcau.se a SIP may not tv nrrrssai v in all 
cmnmstanrrs Howrvn as stain! ahmr an evaluation phase Typr s assessment must tv 
opened brtoir a SIP may hr diaftrd even if thr uiftmiuhon used foi diafhnp thr SIP was 
obunird pursuant to an alirady opm pmhcatrd vasr on tlv tndiv idiul hrfoir thr fonts on him 
01 hn was as a PCHS A CHS laigrting package is a SIP howrvn tlv hllr SIP must hr used 
instead of thr taiprtinp package in oidn to pi on dr consistent v anoss thr FBI Once thr SIP is 
completed thr Type S assessment (in thr imuitmmt phase) must hr trassipvd to thr 
appropriate HUhflNT or mvestipatnr squad foi irmutnvnt 

(U"FOUO) If thr information developed dnnnp this plusr indicates dial tlv individual should 
not hr rrvnutrd as a CHS thr Type S assessment must be closed in accordance with tlv DUX. 
and Mibsoctioo JJQ. Duration and Closure of a Type S Assrssnvnt 
(U' TOUO) SAs may open evaluation phase Type 5 assrssnvnts on individuals identified 
through identification phase Type s assessments pirdicated investigations or olliei means but 
have the additional authontv to engage in recruitment activities undo the recnutmrnt phase 
which is described below 

3.4.2. (I’l'/FOl O) Recruitment Phase 

(U TOUO) The purpose of the lecnutment phase of the Type 5 assessment is to obtain a PCHS s 
agreement to voluntarily entei a relationship with the FBI and provide operational assistance 
and or intelligence Only SAs assigned to investigative oi HUMINT squads may engage ui the 
irmutnvnt phase Non agent professional staff may be requested to assist with tlv recruitment 
phase in accordance with s ubsection 2 J? 3 Non Agent hivestigative Staff If the recruitment is 
successful the Type 5 assessment must be closed in accordance with the DIOG and the 
indmdual must be opened as a CHS ui Delta Tlv Type 5 assessment must also be closed if the 
recruitment is not successful eitho because the individual declines to bee cm v a CHS or a 
decision is made not to continue the recruitment 

3.4.3. (l~) Opening the Type 5 Assessment in the Ei aluation and Recruitment Phases 

(l* TOCO) A Type 5 assessment ui the evaluation or recnut mrnt phase m ust be opened with ai 
EC (or a successoi form in Delta) containing tlv appiopnate file niutiber The 

IS is a set of restricted files consisting of nunvneal classifications conesponduig to specific 
progiam areas which thr PCHS based upon placement and access to uifounation on a potential 
oi existing threat is expected to support if opened as a CHS These file classifications are set 
forth in the following table 



(U< TOUO) The contents of the opnuiig EC must include tlv following 


• (V TOCO) C as* ID : the designator for tlv appropnate^^|file 
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• (U//FOIK)) littr (hr am of the PCHS 

• (liMFOUO) Syoopw (hr ludini/rH pvprj%r and < learlv drfmrd «A(rflivf<»j 

• (U//FOUO) Details 

.. (U//FOUO) l-ilr dassiftf ationfs; or <iime piibb i tnkrMta jCFI) r ndr<\; of fee 
oprr almna] program of dural (hr PCHS it rxprrtrd to support 
o (IJ//FOUO) liar W HS a runr date of birth and all odm available baofy^tar al data 
o (U//KMX)) Synopsis of any information collerird irp,»duig dir PCHS purvtuatf id an 
i drt it i fit all on piiasr I ypr S jssrvimrrt ra a prior asvrvanrnt or prrdwabad 
invrstipaUon in which (hr PCHS was imtially identified a* a whyrrt 
(U//FOUO) The information fot whirh thr PCHS has pUcnnrat mmA ar rrw and why 
such a CMS would br of value to thr FBI 
3.5. (U) Basic Approval: Al Phases 

(U//FOUO) A Type S assessment fof any pliase must br approved by thr apptapnaar super. war 
and opened with an EC (oi a successor form in Delta; Notwithstandmc any other pr c rvtMon m 
die DK Ki. a Type 5 assessment cannot be opened based on oral approval An SA opera nr a T vpr 
5 assessment must obtain SSA approval an IA opening a Type 5 assessment must otxam 
approval from the SLA and the SSA on the HUMINT or investigative squad winch would 
eventually recruit any individual identified as a PCHS 

3.5.1. (U) Additional .Approvals 

(U/TOUO) In addition to the approvals set forth m subsection 3 5 above additio n al approvals 
aie required if dining the identification phase at least one of the characteristics m die 
subsections below is being used to identify individuals with placement access or is a 
characteristic of a PCHS in a Type 5 assessment ev aluation or recruitment phase The 
characteristics are presented according to the approval levels required 

3.5.1. 1. (V)CDC Review and SAC Approval for Sensitive PC HSs 

(U' TOUO Sensitive PCHSs must be treated in accordance with DJOo subsection 5 6 3 4 4 2 

(U//FOUO) CDC review and SAC approval are required before a Tvpe 5 assessment mav be 
opened on a sensitive PCHS or if during the identification phase a sensitive characteristic rs M 
least one of the aspects being used to identify individuals with potential placement and access ID 
information of interest If it is determined after opening a Tvpe 5 assessment that a PCHS is 
sensitive or that a sensitive characteristic must or will be added to the PCHS identification plan, 
the assessment activity mav continue but the nurtei must be documented in an EC tar a 
successor form in Delta! and teviewed bv the C DC and approved bv the SAC procnpth i e not 
mote than five business daw after tlie determination is made} 

(U TOCO) Sensitive PCHSs < and sensitive characteristics included as part of a CHS 
identification plan) include 

• (U TOUO) Domestic public officials (other than members of the U S Congress and 
White House staff who require higher approval authority — see subsections 3 5 12 1 and 

3 5 1 2 2 below) 
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• (U//TOUO) lXmirstx political i aixlidatrs 

• (1 H)) hxhvxhuls wIm> air jmmunnit within irhgwiis mpam/atxim 

• (li'TOl X>) Individuals who air piiwiiiiinil within ilomrstn |*oliti< al ntpani/afioiis 

• (U//KHX3) Mmihris of thr nrws media 

• (IVTOIX)) Mmihris of farults « administialxxi of cnUrgrs and universities in tlw 

United States 

SA1.1 (V) SAC and FiNlthr Assistant Direrloi (IAD) .Appioval After C ousultatiun 

\\ ilh thr Office of Ibr ( .ran al < ounsel |(K,( ) 

3.5.1. 2.1. (11 White Housr Personnel 

(U TAH 1 ©) SAC and appiopnatr RAD appioval with a irt onaiimdation fioni thr OCX' air 
i reputed to opm a 1 spe s assrssmmt in which 

• (U//FCXA)) iMutr Housr staff status is onr of thr specified characteristics in thr CHS 
idrntifhration plan (identification phase) 

• (U' TOIX)) A nimibri of thr Wlutr Housr staff will hr evaluated oi i minted as a PCHS 
(r\ all Lit ion and ircnutmml phases) 

3. 5.1. 2. 2. ('ll Members of C ongiess and Ibeii Staff 

(U TOUO) SAC and appiopnate EAD appioval with a ircotimimdation fioni thr OCX and 
pnoi notice to thr .AD Office of Congressional Affairs (OCA) air irquurd to open a Tvpe 5 

assessment in which 

• (U TOUO) Status as a mmibri of Congress or a part of a member s staff is a specified 
characteristic ui a CHS identification plan (identification phase ) 

• (U TOUO) A member of Congress oi a part of a member s staff will be evaluated oi 
recruited as a PCHS (evaluation and recruitment phases ) 

3.5.I.3. (V) SAC and Responsible DI Deputv Assistant Directoi (D AD) Review and 

.Approval 

(U TOUO) SAC appioval |^|trv iew and tlie appioval of thr DI DAD with HUMINT 
program responsibility aie irquued fix CHS ideottfh tfioa pbu uul evahution ad 
recruitment phase activity that involve 

• (V TOUO) The establishment of an apparent oi actual busuiess 

• (U TOUO) The use of emplo vment sites 

• (U TOUO) Anv otliei activity which might liavr an adverse legal uiqiact on a tluid parts 

(U TOUO i Following SAC appioval the irqigsM^ppios^^^iWjeutifiotioi^lajno^tie of 
the above characteristics must be sen t to the l J/- J 

with a copv to the appropriate ^^uut to be piesented to the DI irview conuiuttee 

3.5 1 4. (U) Drpaitmenl of State (DOS) Approval 

(S NT i Pursuant to 
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( S Nl j If the S A < ondurting th r Typr '■ anrc firm d rtn— n tat m Mrnnrw ■ k ktb l» 
l iiliimutr m ■> W imtinnii otln ^ Jml br obu n d prior k>'cdKM|i( 

interview 

M of’Uui^l ^ il»r ( A mud providr thr jpprafiruar FBCHO opeotnari 

mut with an SSA aj^jrovM^^^witaimnp dir following information 

• (S//NF) The PCHS s nationality and rmzniship 

• (S // NF) Thr time hamr of thr approach 

• iS Mi Ike individual s diplomatic or official tfatm 

• l S "NT ) A description of the individual including (be location and namr of fee 
international organizational component or diplomats establishment to winch Ar PC HS 
belongs and a description of his or ba duties within the or eanczanon 

• (S "NF) Whether the approach would be passive or coercne 

• (S NF ) Tlie taieet against whom the PCHS ts expected to report 

• <S NFi Thr probable mottvanoo for thr PCHS » became a CHS 

• i S "NT i If known w bethel the PC HS is bkeh to cooperaw 

(U FOI O) Tlie operational unit must then request thr DOS before the 

CA conducts the initial interview 

3.6. (V ) Authot ued Inv evtigatn e \ letbod in lip* 5 Assessments VII Phase- 

(U) As set forth ui the DIOG only the inv esozanve methods lisaed below mas be wed a a Tvpr 
5 assessment whethei in the ideutificaboa evaluation. or ircruitmraf phase 

llT) All of tlie following investigative methods mav be used bv SAs IAs mas me onh dr fcrtt 
six investigative methods 

• (U TOlOf Use of public information 

• ' l TOt 'O t Use of FBI and DOJ records or intonnatooc 
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(l 1)1 rnilidnitul Human law IS tin v t.imir 

• (1 1 1 Ol *OH V of in mik m whinuhim hum udm Inkul ipni n mmI \UI» lm il 
tiihil m tmnpji fmnmiml apnii trs 

• (\l TUUMI'w nl iwilmr nutn ml irwuat r» 

• (\l TOIXM I V ol infmnuhmt volimUnlv pimidrd 1 »\ pinnnmnilal in |hiv air mtihrs 

• (XJ KXJO) l '» of alias falsr tdnrtifh alimi ( Al ID) m lltr unnl a^noa* Ii I srr 

sub* . timi * llw ol ihr C mnl \ppuui h l»v IA* 1*1 Plddit lv A« i rssilile Wrl» 

Stirs lm I A q««s tin mudaii. r) mils pnnnttrd lm inr ilmmp appmsrd activity 111 4 
1 \pr ' iratinnil 

• (II'HXJOKIR »t*r and iniiutmnil 

• (X’ T\M H'l Inin views ol n mjiirsts lm mtmuulimi hmn dir puhlit uni |*nalr rniiurs 

• (\ ’ TOUO) Physn 4 ] nmtllmr (nol irqim me inul *mln ) 

• (\> >01X5) Pnhpi aph rx unitult.w is 

• (V MM X 5 ) hash covns (1 r seaiihrs dul do nol irquur 4 waitanl m t mat mtln SSA 
approval and consultation widi 1 IX OCX' a irquurd pnm n> usinp dus iurdtod |srr 
DUX. subset timi 18 ft I ? s|) 

(U KHK)) [XXI has opined that V\s air aiithmi/rd In pnfnmi consent srut Itrs in assrssmrnls 

(U HXIOI Imrsbpativr methods usnl dmuip assessments dul nuv irquur hieha dun SSA 
jppiov xl ur set forth ni DKX» subscctimi 18 v 

(U >01X5) In addition 4s spec ifird ui division Plr» thrir nuv br a pi ret units <e p MOCs) dial 
irquur additional . omdiiution and appiov tl pnm to conductinp rntain activities 

(U TOI O) bt thr coww of a ptrdicatrd tnv estimation an apmt nut not utilise iu»dnro\n 

admtjf QparaaaMD 

IX-.V* ‘ ' l ACiG l’CO|) widi the specific purposes of idrolifvmp rvaliutmp c* 

rrcrumne a PCHS Thr apoit must opni a Tvpr S assessment and if drrmrd operationally 
appiopnatr and nrvrssaiv based upon thr . not mist* it rs nuv srrk approv al to utilur thr covrrt 
appioarh Thr fcUowwp example illusoalrs dus rrquurmmt 

(V TXXO» s» rnatio Dump a pirdn atrd tuvrstteaiimi of a violmt auur eioup dir 
FBI CA identifies a prison associated widi thr cnnunal aoup who nuv br a PC HS 
Basrd upon this the C A decides accordins to thr AGG-UCO to use up to "five 
undrrovnn activity " contacts with thr PCHS as a means to rv alualr dir prison as a 
PCHS 

a TOCO 1 Response This is not primmed A Tvpr 5 assessment must hr opened and 
appiovai to utilize thr covW appioach can hr sou eh 1 1 srr C HSPG fm appiov al stand* ds ) 
to furthn evaluate and rrrmit thr PC HS Thr pirdn aird case c*mot br used as a basis 
fm undncovn activity irlaird to cootaci with thr prison since thr actual purpose foi dir 
mtn action is to rv alualr and potentially recruit thr prison as a C HS lathn dun seekini? 
information rrlrvam to a frdnal amir ot nadotul sreunrv due* 
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1 wA a H it". an par? 'if far 


of 

ftf) (an hdrrtfiaJ Hunt* ttm*» / Gudr 

17. fl')W IIS Approaches 

S7| II S|)Hifii l« S^iil A|mS i H H', 

(U/fPOtJO) (Sauif dir * nurse of a Typr i 
arr rvuhlr Writ t!tr> an SA m d\ tmrd m make ikiri n 
evaluation and imwUnnl profess AJU c 
Krjx*tmp Infrairulwm Mui May ftrromr Ihr Sitfddf Tfl 

ilk^l Hlil< ' <* ^ stjr/rwjr fil^iHJrlU; fa place of dte imr now of far FCH®. far 
iiKlmdiu^MHild Itr irfrrrnrrd nt thr^J^^r- PCHS TV verier 4 

on Ihr ^^^^and if ihr PC HS pcwS air idmtaSy 'oflrrtrd uftrihpenr.r hr fife wafer «f 
tlir relevant i r . -rswiirjil <rt prrdv alrd trr. •~.iiyjtinf) to* Ihr almMM or aaHfcgflK* wppaff* 
sliould V me haird as. well 

(U//FOUO) The vtlr purpose of m SA % roourt «nd» a PCHS dump a T ype i wanolHtf 
br to aat ertam thr PC HS • placement access natdnhrv u*rrpdbdtev to beroamp a CHS and 
any sccw itv iwurv that may uuparl (hr PC HS Coctfart with a PCHS oxttf not hr «rd Id tai tor 
PCHS to collect evidenrr or operational rteihpenre (Jmh an open CHS who ha* wonwd hr 
adrnonjslimmts irquurd m Srrtmii ' ( <mftdn/kial Human Sourer Adnoah mo ai. aa V 

tasked with roller! mp evidence or m*r lb pence 

(U//TOUO) In addition in thr rourv of a prrrbrWd invrstipat*oo jd mu nt may mat maker 
undnrovn activity (up to five substantive contacts pursuant to AGG • XXt) ante toe »prrife 
purpose of idniufvmp rvaluatmp or rrmatto* a PCHS Thr agrra rasa imarad open aT ypr 
assessment and if dermrd operationally appropriate and necessary bated upon thr CMcmottmm 
nuy seek approval to utilizr thr r overt approach See - cAmrT.'i** A • Covert Approach 
Usmp True Name and vibvrchpo ' Coven Approach far opwert approach gadrfatei 

(U TFOUO) Srramo During a predicated msettirunoo of a vwfenf erase gro u p itr 
FBI CA identifies a person associated with thr crm a al (group who manr be a WHS 
Based upon this the CA decides n accordance snlh dir AGG-UCO. to use npte "fop 
undercover activity' - contacts with the PCHS at a am* to rvaf 
PCHS 

(UTOUO) Response: Tim is not permtted A Type 5 aaaran 
approval to utilize thr covert approach can br sought to farther rvai 
PCHS The predicated case cannot br uaed at a baas far *i 
contact with the person. since the actual purpose far thr ■ 
potentially recruit thr persoa a* a CHS rather a 
federal crime ot national secuntv threat 


3 . 


Tvpr 


Cl - ) Methods of Approach 

(U TOUCH The three types of approaches discussed bekm are m 

5 assessment The approach selected will depend on thr SA i placard nuumu t stratr r» fmt 
any of the approaches utilized if the SA has bees issued as AT ID the SA mav use far AJTDla 
pav for appropriate recruitment expenses t e e meals or evest ttckr* se a* ast to faariosr fas m 
her FBI affiliation to the vendors or mrrchaars m accordance wtfa DKX - subcecnea It >64 * 
Authorization for incur nnc expenses tn support of : 

'Evaluation aid Recruitment Phase Fuudmg 
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(I II mihilnilul I Inman Smm r IS»li» y I •nub 

(\ MAMA)) All SA contacting Utr IS I IS usuifi thr ikmijIMmU.I i« unnl 4 |h«i>k li must 
kvmmihoiisIs r\ ihiatr i hr nerd t«n continued » milat Is with iIh IS I IS to rosnn that those 
i-ontaHs hnlhn inform ihr rihjrrtim of tin- I vpr S assessment (i r that atbhtional ihnuIIi lull'll 
m covert cnnt*< is |mp\ idr iisrlul and iwvrssai v insight into tlx IS IIS Mims suitability 
siWT|«bibly * msihlily .umI (tosstblr ojmi alimul sn wtl> issursl 

(\l VOIHH I Smug a Ivpr N assessment llir SA nuy i olio I infmmalimi llul is voliuilrnol m 
ptowb-d irkidrotallv b\ ihr IS IIS if «l triairs lo an «»»»»»* *m»* assessment pinlu 4lr«l 

In ndHertMKi irqmmurntn othn isprvi ol Uh- I III s mission Ihr SA musi 
dmianmltliis mlmnutinn in au^^^H lilohn tin q^Nofmalt mvrsliiulivi lil< is well i m 
hlr tm a siHcrssm hk- in I Vital 11 m- SA nuv 4 Im> «sk qursttaris trialed lo 
intmiuatimi ot minrsl lo ihr Ivpr > assessment (i r infmmalimi lot thr pm pose ol asi ntanimp 
thr Pt 'HS s ptarrmml *nt« suitability snscrptibihlv nd armsibtblv « wnnlv cancnns) 
VII (1 I Ol Oi VfYihatol \|i|>i oat It 

(U FAR A)) In tlir affiliated appioacli ihr s \ m 11 O div loses Ins at Iki affiliation with dr I HI 
lo ihr IS. US Ihr SA « TFO has ilk* option of ikH ir\ railin’ tlir tiur |<iu|m<st of Uir contact U* 
llir IS US hi this affiliated appiuc li o|Himi tlir IS IIS is pinvidrd a plausible irason foi llir 
contact o*hn than the FBI s propose of assessing ihr |nvm as a IS IIS If ihr tinr purpose of tlir 
contact is not trvraled ihr SA oi TFO nuisl mstur that llir piupmtrd purpose used would no! 
trasorublv be expected lo violatr thr lights o* damage thr irpniatiou of anollirt prison and llul 
ihr purported purpose dors ihm inipls that adv rrsr lrp.il rowrqigncB nuv follow to llir IS I IS 
foi a person dost to ihr IS HM if tlir PA HS declines lo speak with tlir SA oi ITO 

V' 2 1 I (1 FOI Ol Vppi osalfoi Affiliated Appi oath 
(U TOLO) No appiov al is irquiird fiat using thr affiliatrd appt oarh 
' 2.2- (1 FOl'Ol SoeafTilialed Approach 

(V "FOl'Ol In Ihr non affiliated approach llir SA dors not volunteer lo tlir PI HS tlut lie oi she 
is employed bv thr FBI oi odiri LE o* uifelliprucr agency and a TFO dors not volunteer dal hr 
or shr is employed bv ihr patrol LE at intelligence apnx v or tlir particular FBI investigative 
mtirs such as a loot Terrorism Task fotcr (JTTEf Howes n tlir SA or TFO dors not use an 
alias and dors not affirmatively dem affiliation with tlir FBI ot other LE oi uitrlli pence aproev 
wlmi using this approach Affirmauvr denial constmitrs thr use of the coven apptoach and 
uk hides thr use of appai el ot props (e g wranng a phunbn % uniform ot dm tng a cable tiuck I 
to uitnitioiulh nusdurct thr SA s or TFO s affiliation with thr FBI or other LE or intelli pence 
aproev .An SA ot a TFO mas withhold FBI affiliation if based upon tlir operational 
circumstances thr withbolduip i- nrcrssan ot advantapeous to aclurvtnp thr objectives of tlir 
assessment Thr SA max continiir to make contact with thr PCHS wlulr usutp thr noiufftliatrd 
approach as long as thr standards set forth below fot nuintauung nooaffilialion ui thr I vpr > 
assessment are met 

(U TOl’O) If dir PC HS asks whether dir SA or TFO is emploved In thr FBI ot anothn LE or 
intelligence aproev and thr SA or TFO affimutivelv dnurs dir .affiliation dir SA mav complete 
thr contact with no additional authority If thr SA intends while using true name to contumr to 
make these representations in the next substantive contact (meaning a contact that is not nude 
for thr purpose of or irlatrd to scheduling thr next meeting ' thr SA must fust meet tlir 
ifquurmrots set forth in s ubserttoi. Covert .Approach I'smg True Name If howev n 
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(U)( 'irihdmtiaJ Murruai Snmrr Pnfir y '>«dr 

llir SA iiiIhkK U> affiliate (Uutity, H*r ini vtmUUb yr tmtatt H w rm** approorh 
(in riot luvr in br nrl 

(U//I OUO) lnhnmi m utili/mp Ott ndfuffilwted w 1 '** » mmimr *+ tore of 

liw i ontarl with Hm K MS 0 r Hut of nsrvmii? the pn ^n 4 *. a fCHS ) iTmrtt*' * • '*+r* to 
ili> stand* dv fm Hr uv of Hr noiuffiluied approar h SA nut rtma* rh M I hr fmrpnrtrd 
|iiu|K»s<- for (iitiCv tinp lir W MS 

• (U//PCHX)) it pbuuMr 

• m 1 < H 1 1 i ■ i • he nqmedio vtoUlr Hr rttjmm danoprdr 

reputation of atKrtln pnvin 

• (U//POUO ini Mhnene legal ' nraequeaceii flay faflow rf Ae PCM 

(Whirs to sprak with Hr SA 

(U//FOUO) Mor rover wiHiholdinp Mil affiliation e rnnaffilram 1 is prrratBnd rob- rf Vnop 
so would iKit irasotublv be expected to viol^r Hr ngh*v or damage {hr reputation of ano4rr 
prison 01 mlit> 01 luvr a reasonably antK ipaird ads err legal r omrqurnrr 

3.7.2.21 fCV/FOLOj Approval for N>n»frifci(«l Approach 

(L7/FOUO) No supervisory approval is required for unii/mg Hr nonaffiktfed appr'<ar± 

However siucr achirvinp thr assessment objrctivTS marv lake i anr and nosofvr nxMtpkt 
mtn art ions with Hir PC HS the C A must c ontinuaih rvaiuou- the need to wMhM iffskxtom 

3.7.2.3. (i iOi O) ( overt Approach I sure Irr '«» 

(U/ TOUO) Thr covert approach using true name provides a traastfxn neduanm for a SA or a 
TFO to contuiue contact with a PC HS during the rs alliance and or rrrrjmorai phase* baaed 
upon an articulatrd basis for doing so while maintaining a ao n a ffi b ated sura* and at loop as 
withholding the affiliation would not reasonably be expected io MoLne the n*4*s j r damage thr 
irputation of another person or mtrrv or base a rrasooabi » antrzpaied adverse irgal orarquracr 
(U TOUO ) There mav also be circumstances when an SA plans m advance id we dus approach 
prior to contacting the PC HS 

(U TOUO) In either of the above circumstances the requirement* for isms the or. w approach 
with true name must be met 1 see subsection ^ 7 2 3 1 belowi 

(U TOUO) In order to protect the technique if used it ts generafi*. annapawd that when usaea 
tlie coven approach with his or her true name the S A wall act later afekato bs ihsciosms an or 
her employment with Hie FBI but lather will hand off the PCHS to another SA fbi fjrtorr 
ev aluation and an affihated recruitment However with appropriate lua&ffcam and approval an 
SA using the cov ert approach with true name mav affiliate bv rrveakng his or her «ur 
employment if dome so will not hami or undermine the reLanonsinp bunk with the PCHS and tf 
it is consistent with assessment objectives t see ..^secaoc : ~ 2 * * . *T raosinooma Fije the 
Covert Approach Using True Name to the Affiliated .Approach \ 

3.U2 .V1 (I FOI O) Covert Approach l sug True Naur Reqoneweat' 

(U TOI'O 1 Generali v the covert approach usmg true name is jtiii 2 ed ro a simacvce where 
during contact with a PC HS the C A employs the notuffikatrd approach but hods * aecr^arv 
during that contact to represent either affinuatneh or through .Vmai that his nr her 
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(U) Confidential Miuiuii Nounr v lliuclr 

employment « something odin than as a I .FO 01 a pman hi a « onquiablr (nkiImhi iii llir l( In 
this find situation if thr I'A ininuK to « ontinne to nukr dirse ir|»i osculations in thr next 
substantive contact the CA must olitun pnai appioval I’m suliscquail i anlarts diioup.li a wiitlm 
trqursl as set frxth m suKnlion I 7 M ’ below In addition tlw S A must have successfully 
« ornplrtrd tfv .ui equivalent m^ppmvt-d Haininp 

. tMuse Otherwise the SA has llir option ol affiliating dm tin’ iho next meeting will die 
individual 01 PCHS 01 handing off the Pl'HS to anoliin (A foi hut) in evaluation 

(l ’ TOIO) Thr second situation ui which this technique is appiopiiair is wlmi tlir ( A plans in 
advance to use tins approach jinoi to tlie fust contact with the uuiividual oi PCHS In this 
situation the SA nnisl request and obtain pnoi wiitim approval acrotdinp to tlir pioceduies set 
forth in subsection < 7 ? T’ below In addition tlie SA must have successfully completed tlir 
j^m an rqiuv alent ^^^«ppn u ed tiaining course 

t "'.2.3.2. (1 TOIO) Request to l se the ( oveil Appioach Ismg True Name 

(U TOCO) A toques! to use the covetl appioach usuig Oue name must be sulmutted foi approv al 
via EC (or successot form in Delta) as detailed below If tlie SA anticipates die need foi tlie 
ajVto.v h befotr the Type 5 assessment ts opened the request for the appioach sliould be 
included in die Type 5 opetunp document If die need for dus approach arises latet the teqursl 
must be nude in a separate EC' (ot successot form in Delta) Foi example this circumstance 
might occut if die SA utilizes a nonaffihated approach m a pending Type 5* assessment but 
dunng thr contact finds it necessary to represent rtdiei affirmatively ot dirouph denial dial lus 
oi ho enplovmmt is something otho than as a LEO oi a prison in a compaiable position vvidi 
thr Inrted States Intelligence Community ( CS1C ) Hie iei|urst and justification EC must includr 
depending on the situation 

• (U TOCO> Reason! s i why die use of a less intrusive method such as an affiliated 
approach is not feasible and vvhv the coven appioach using true iiaine will benet assist 
tn evaluating die utdisidual s oi PCHS s placonent access suitability and susceptibility' 
to becoming a CHS and possible smutty concous 

• (V TOCO > An explanation of die level of sophistication of die PC HS uurludmg the 
likelihood dial the PC HS will be able to uidependentlv identify die SA s FBI affiliation 
and tlie risk that such a disclostue would cause to operational equities if any 

• (C TO! JO) A description of the proposed C HS identification ev aluation oi recnulment 
strategy uk luduip die SA s plan to Hamilton the telanonslup to another SA and lemove 
oi distance lum oi hetself from die individual oi PC HS 7 Note Multiple liandoffs may 
occui duiin? the evaluation process Tlie offer of recruitment however must be made by 
an SA w!k» lus fully affiliated huuself ot lieiself widi die FBI I 

• (C fOLUi Hie dates of die SA s atlenduice at au^^^ ’i ui equiv alent ^^Hipproved 
course 

3 ‘’ 2.3.3 <1 TOCO) \ppi uv al foi C ov ei t \ppioarb I siug Tiue Name 

• C TOIO i Pnor SSA approv al is irquired for the use of this approach 

3. ".2. 3 4 (l FOI Oj IT aoMtiomug f lorn tlie ( oveil \ppi oacli I sing 1 1 ue Name to 

the Affiliated \ppioa«li 
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(IJWFOUO) If at Ihr outlet »f dir approach strategy <* during dir course of thr mmgwm dir 
SA drtnnufirs that irvraling Mil affiliation » in (hr l*~J nprtabnnaJ miriest of (hr nranot 
llir SA must address thr following items m (hr journal irrfimt 1/ 

• (U//FOIXJ) Thr irasonfs) why tii r SA brlirvrs tiutf affiliation at opposed to 
transitioning thr tndividiuJ 01 W1IS to annlhri SA » oprr*M«iallv sound and wiU not 
compromise thr PCHS irrnntmral rffort 

• a/^OUO) Thr SA s plan to affiliate 

• (U//FOUO) The SA s Irvrl of training 

• (U//FOUO) Thr SSA s comnimts rrgardmg thr SA s ability to tutrrttfullv affiliate m 
tbr particulai CHS identification oi evaluation and m ruitmoit vrrnano 

3.7.2J.4.1. (l'//F0I’0) Approval to 1 1 ansitioa I ton thr ( ©veil Approach I stag 

Tror Name to thr Affiliated Approach 

(U//FOUO) SAC' (non delegable) approval to affiliate aftrr using thr r osrrt approarb with tmr 
name is rrqmrrd 

3.7.2.4. (U//FOUO) Covert Approach 

(U//FOUO) Thr cosrrt approach allows an SA to employ a CHS identification r \ ahuban 
aud/oi leciuitment strategy in which thr SA dors not revral his or her trur idmtirv and represent* 
nthn affirmatively or tlnough dmial that thr SA s employment is somethin? othn than with tbr 
FBI For a TFO thr approach invokes not revealing thr TFO s tmr idrnbTv and representing 
other affirmatively or through denial that thr TFOs miplovmmt is somethin? othrr than wrth 
thr parent li; or mtrlhgrncr agency or thr particular FBI investigative entity such as a JTTF In 
order to protect tlir trchiuqur and am FBI issued AFTD an SA or a TFO using thr covert 
approach must not affiliate by disclosing his or ho true identity or actual onpkmnrnt with thr 
FBI or othrr LE or mtrlligoicr agency but instead must hand off thr PCHS to another SA for 
fiutlio rvaluation and an affiliated ircruitment .An SA or a TFO m covert status nus be 
ponutted to affiliate only in extremely rare circumstances and with appropriate approv als < see 
subsection 3 7.2 4 4 . "Transition From Covert to .Affiliated Approach I 

(U TOUO) The covert approach oitails die use of an FBI issued AFED therefore it requires a 
well devised operational plan to protect the technique and use it effectively while wnrfimg its 
use against less intrusive investigative methods to achieve die assessment s objective! s i The 
factors to consider while crafting an operational plan include die level of sophisucabon of a 
given PCHS target die known or presumed teluctancr of a PC HS to talk to the FBI a member of 
other li: agencies or the US1C and the likelihood of extended contact with and or overhearing 
by durd parties at a anv planned meetings with the PCHS 

(U TOUO) The covert approach used in a Tvpe i assessment is not considered to be undercover 
activity that is subject to die provisions of DIOO subsection 18 6 M The cbstmctKU lies m the 
authorized purpose of the Tvpe 5 assessment which is to seek information to identic es aluate 
and recruit mdiv idiuls as CHSs By contrast, undercover actum includes the use of a false 
identity to obtam intelligence or evidence from a subject or other person of inteiesi Acccsduigls 
die five meetuig mle applied to UCO is not applicable to 1 vpe > assessments 
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(U) l iNifulnituI Human Soiarr Pulley Giudr 

(l> WHO) Iiihnml in utilising thr covert ayipiiMi h is not irveahitg llir linr pivpotr of tlir 
cental with individuals on outlined mtdn a CHS ulnilifii ahon plan m with a IH IIS (i r thr 
pwposr ol idnilifvinp « evaluating llir prison as a 1*0 IS) llm rfoir dir SA must rostur dial 
thr piopotfed purpotr used Urn contacting llir individual in WHS 

• (UWFOUO) Is plausihlr 

• (UWIJO) Would not irasoiuhlv l«r expected lu violalr dir rights in ilaniapr thr 
trpulatHxi of anodin prison m mills 

• (l.V'TOUO) I>ors not unplv that advnsr Irpal tonsopimrrs nuv follow to llir individual 
01 WHS (01 prisons close to diem) if dir individual in WHS drrlinrs to sprak wrth dir 
SA oi TFO 

(UTOl fO) Morrovn dir covnt approach is pnmittrd only *f using il is nol irasonablv 
expected to adversely affivi thr rights in damage thr irputalion of anodin pnson (r p . thr 
WHS oi othn thud patties) oi to have irasonablv anticipated advnsr Irpal r on sequence and its 
use nmst huthn thr obfecUvrfs) of the Type 5 assessment 
3.' , .2.4.1. (I TOl'O) C overt Approach Requirements 

(U TOIK)) Cosm approach irqunmimts nmst hr met when an SA plans in advance to use dir 
approach prior to rontactinp tlir individual oi WHS Covert approach irquumimts nuv also hr 
tiipprrrd in situations \shnr a CA while not revealing his or hn tmr identify dnnnp contact 
with a WHS finds it nrcrssaiv to irptrsmt ndin affimutrvrlv oi through denial that the CA s 
rmplovmrat is vonirthinp odin than with thr FBI and where thr CA lias used or will use an 
FBI issued AFTD Foi a TFO this nirans that thr TFO while not revealing his or hn true 
identity during PCHS contact finds it necessary to represent nil in affirmatively oi througli 
denial that the TFOs employment is something otlm tlun widi the patent LE oi uitelhgeiKe 
agency o» the parbculai FBI mvestigatne entity such as a J I T I The TFO m dus case has used 
cn will use an FBI-issued AT ID 


(U TOUO) In nthn of the above situations if the SA or TFO intends to continue to make these 
representations in die next substantive contact! meaning a contact diat is not made for dir 
purpose of or related to scheduling the next meeting) the SA must obtain pnoi appioval Uuough 
a written request as set forth in subsection T 7 2 4 * below 


(U It )1 O I hi addition m ordet to use die covert appioach the SA or TF O must have 
successfully completed ,ui adv in ~ed D 1 sponsored Hl'MINT course 1 1 e ] 


Succrsstul completion ot equivalent HCMINT trauung provided bv othei ageucies will be 
considg^^^^^^^^^^tasi^id approved bv die Thr ( nitr.il Intelligence Acrm v a 
(CLA) considered rqim almt uauurig and does not irquue 

I Mil III il K n i|ii< i li i^^Bippim il of equivalent training must include die name of 

die aerncc pro\ idinp die tranung tlie course name and the cuniculurn and length of die com se 
and it must be sent to attention of die mtoi approval 


1 1) Since ii^^^i^^K^^wn^l^iMh^V^nus^btim die AFIP ui accordance Mb 
requirements i successot PG Morrovn 

am AFID utilized diump die ev aluation and recruitment process must be official FBI 
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in o|9ii/rH \>* kstopprd >n i Mined rtf* un»mtato*i thtf it fomurfml wt6i &r JLmAmfa set 
in I hr m J f/rwjf Ki 

5.7 2 4 2 fl V/» <1! O) Request to l v»IW( overt Approach 

(U//KMJO) A irqiirsl to usr tin- r ijvrit approach raid br submrttrd via 1/ h* mr/e-wor frttm m 
Drill) foi apptovai is rtrtu Ini Wow II thr SA into ipalr-. t)jr 'jperatoxul nerd for (hr approach 
before tiir I ypr '< assessment is oprrird dir irquevt fra thr approach should hr included m (hr 
I vpr S assessment opening irqursl If tiir nmi lot tiir 'ir.nl approach arises isrt thr request 
must lir nudr in i separate IX (or sur/rsv* fonn » f*-lta., For example this -u> unrsUarr 
imptil of f id wlirjr tiir SA utilizes i rmrufTiliatrd approach m i pending T vpr mmwiirM hid 
duiing Uir rontirt finds it necessary to utilize Ah II) Mid to either afhmiMr . efy or through a 
drtn al that thr SA s employment is vaurtiunp othn than as a IJ-jO or person m a GOMpaoMr 
position m tiir If I hr irqurst must mrhidr 

• l! TO! O) I hr trimii i ilr i f rh iffili itrd nr rritnffihalrd fpnirhi wn^d rt 
hr frasiblr in that pari ku Lai CHS identification evaluation or r^i'irtoinr If thr 
opriatiouaJ nrrd to usr an FBI issurd and bar k stopped AFID arosr durai? thr oprn 7 /pe 
"• assrssmmt and thr SA found it nrrrsvarv to rrprrsrni ritfarr affirmatively a* through 
dnual something other dian an affiliation with IJ: lor IC equivalent dir SA OMMl 
explain thr ruaunstanrrs that nrrrssitalrd this usr of the 'tr. m a pproac h and wrbv futore 
substantivr contact! s) bv thr SA air frasiblr and opnationailv consistent with thr 
purposr and objectives) of thr assrssmmt 

• (U TOl'O) An explanation of the proposed! HS identification evaluation at 
rrcnutnimt strategy operational plan for using thr covert approach and bow usmf $t mil 
assist with further evaluating thr individual s or PC HS s pLacrtamt access suitafeciirv 
susceptibihrv to becoming a CHS and possible secunrv rone eras Factors that should br 
consideied and addressed as appropriate include thr In el of sophistication of a oven 
PCHS tat pet thr known or presumed reluctance of a PCHS to talk to thr FBI or a 
member of another LE or IC agency and thr likelihood of extended contact with and or 
over hear mg bv thud patties at a am planned meetings with the PCHS 

• (U FOL O ) A description of the SA s plan to transition the reiaftonshy to another SA 
and remove or distance him or tier self from the individual or PCHS Note Multiple 
handoffs mav occur during the evaluation process The offer of reaurtranu however 
must be nude bv an SA who has fulls affiliated him or herself rrnh the FBI 

• (U FOI ’O i An explanation of how the AJTID will br < or w as • used *—■ f mh 

the uubvidual or PC HS and w hether the PCHS will observe or has observed the AFID 

• ll' TOl 'Oi The dales of the SA s attendance at an advanced DI sponsored HL"VGNT 
coin sc i or a DI approved training equivalent! as specified in subsection i ~ 7 4 1 . 

X overt .Approach Requuements 

• U TOCO) The date of undercover employee • L'C E unification if received Hthnngh 
undercov ei activ its is not permitted in an assessment and the coven approach is nor 
considered as such UCE experience is a relevant factor to consider m the approval 

piocess 

3.7. 2.4.3. (I FOI O) Appi oval to 1st the C oven Approach 
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(IJ/TODO) Requests lo use the cavnt ^« lUl I' nn*l be approved by tbr SAC (non drlrgablr) 
5.7. 2.4.4. (V FOI O) I riitilion I rom ( overt to Affiliated Approach 

(11/ 'TAX JO) In octio to piotrct thr co\ti 1 appioach. especially since an AMI) is involvrd. an SA 
using thr approach is not permitted to affiliate by revealing his oi ho tnir idmtity Of 
rmplovninit to thr individual oi PCHS Instead thr SA sliould develop a irlationship with tiir 
individual or PCHS to success hill v ascertain thr PCHS plarmmit access suitability 
susceptibility accessibility and possible opnational sreunty conceins to die point wlinr that 
irlabonslup can be transitioned to anotho SA ot SAs if more than one liaudofT is dconrd 
operational Is feasible foi an event ual affiliated leauitnient 

(UTOUO) A rare exception to the irquurmrut to hand off the PCHS when using the covert 
approach ts if it becomes opoalionallv necessary to do so and no other viable option exists to 
successfully teenut the individual or PCHS This circumstance should rarely arise and because 
of the sensitivity associated with the technique the lequest must be given heightened scrutiny by 
the approving official 

(U TOUO) SAC (non delegable) approval to affiliate horn the covert approach is requited This 
approval must be sought whether or not tlie AFID was subsequently piesented to the individual 
or PCHS The affiliation irquest EC duected to the SAC must address 

• (U TOUO) The ieason(s) why the SA believes that affiliation as opposed to 
transitioning the PCHS to another SA is operationally sound and will not compromise 
the evaluation ot lecnutmrut effort 

• (UTOUO) The circumstances of the covert approach (AFID) used 

• (U’ TOUO) The type of AFID 

• (UT OUO) Whether the .AFID was actually presented to the individual or PC HS arid if 

so m what form and manner 

• (U/TOUO) The SA s plan to affiliate 

• (U/TOUO) The SA s level of HUMINT oi otliei relevant operational naming 

• (U TOUO) The SSA s comments regarding the SA s ability to successfully affiliate in 
the particular CHS identification or evaluation and recruitment scenario 

SJ.1A.S. (U/TOUO) . \ppioval to Transition From the C overt Approach lo the 
Affiliated Approach 

(U TOUO) SAC (non delegable) approval is requued to afiihate from the covert appioach 
3. ■'.2.4.6. (U) Use of the Covert Appioach bv LVs on Publich Accessible W eb Sites 

(U 'FOUO) Dunne a Type 5 assessment LAs may access publicly accessible Web sites While 
accessing these W r eb sites an LA need not always affirmatively disclose FBI affiliation oi rev eal 
his or her true identity (e g use an alias) If registration is requued foi access to die publicly 
available Web site the LA may use the covert approach to provide the minimum amount of 
information required for registration Withholding affiliation is permitted onlv if dome so is not 
reasonably expected to violate die rights ot damage die reputation of another person or to have 
leasonablv anticipated adverse legal consequences 
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(U//KMJO) An 1-0 assigjird IA s inr of th r r overt h while jrmstnf piMirally #v xUrfr 

Web sites lequvn prior ASA< or smvx M^jervisory mtrlliyenrr analyst fSSLA; approval fnnn 
delegable) Use of tin* mvnt 44 x 041 li while arresting such Web ules fry jti FBfHQ assigned 
LA irquurs pm* unit < hirf (Ut ) approval <utn delegable) (a addition poor In uv the ah* and 
otlm asvxiatrd alias identifi* ation m£txnuli<xi rimsl be app»o\*-d hr, tlx* I A supervisor and a 
notification its use provided to HIM tracking 
and deronflK-tiori purposes 

(U//FOUO) I Sir irqurst to use the covert approach rnjst br dorurnrnlrd by EC or a successor 
form in I>lta This irquesl may br included in the opening I vpe b assessment EC or a 
subsequent KC The L.C must inrludr the |usbficatxm for using the covert approach mrludhng 

• (U//FOUO) The reason(s) why the use of a less intrusive method for obtaining 
information or conducting the online activity is not feasible 

• (U//FOUO) Details regardinp the alias to be used bv the LA 

• (U//FOUO) The LA s successfully completed bainmp on the use of imsattnbuuble 
systems if relevant 

• (U//FOUO) The Type 5 assessment die covert approach will be used to su pport if the 
request is made subsequently to opening the 7 vpe 5 assessment 

(U TOUO) A separate EC is required for each Type 5 assessment m which the covert approach 
will be used even if die approved AHD is the same for more than one assessment For example 
if an IA would like to use die name Jane Doe e mail address idoe a email com as an alias in 
more than one Type S assessment the IA must request approv al for use of the covert approach m 
each of the Type > assessments atelv F 01 guidance regal isannbo ta ble Internet 




(U TOUO) LAs mav not mteract with anyone online leg bv participating in chat rooms 
t expending to solicitations or providing feedback; In other words LAs mav onlv passively 
observ e Publicly available Web sites mav require registration however tins does not 
necessarily nuke them restricted access Web sites If anyone in the general pubbe mav register 
and set up a username and password the W’eb site is considered public Iv available and therefore 
LAs mav access it during a Tvpe 5 assessment after obtaining covert approach approvals as 
specified above Furdiermoie if a W'eb site tequues the purchase of access, it u considered 
publicly av ailable if anvone in the general public can purchase access However an LA mav nor 
access a W'eb site if it is owned operated administered or run bv a subject of the assessment or 
predicated uivestigation as this mav be considered undercover actmtv which is prohibited 
duruig an assessment 

(U TOUO) LAs nuv access pubbclv available social networking W'eb sites However LAs mav 
not provide anv additional covert identification information brvood the minimum required for 
registration (e g name e- mail address and physical address > Providing additional miornuttoci 
(e g interests photos) is more than mere registration and is not permuted fix LAs during a Tvpe 
> assessment If a Web site restricts access to onlv friends or has other access limitations • e g 
onlv pei sons from a certain school nuv register I then it is not considered public h accessible, 
and access by LAs is not permitted during a Tvpe 5 assessment LAs mav not initiate or accept 
friend or sinuLu social network contact requests during a Type 5 assessment 
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JB (tllllrKr^^ 

0 1 1 tK HM Ihr ( A i m IA « iininliMr *nnuu» utmt pirpair i f ilr imr* rvn y < mnn iilivr 
W das pnmd iminny ««wi«n utisr 00 day priind (IIS mallei ' undri taken l*v p»nhaHnna»y 
employers) IV hlr irvirs* nuirt lw .V« mmnlnl in an It (m a mhi r\s>a limn m I krlta) aul 
maintained m thrJ^^Mib hlr l«a a I vpr ' «>rismnil in ihr idrtililM 44 i«ni |4m\» in hi iIm- 

f™ 4 ' 'V r s assessment in (hr rsaliuti.Nt aul in iiiitnmit phases In Afklili.Ni In 
rmnpliaihr with all DUK. ami I III I IIS poll. irs lla- |»Htils In-Ioss mini In- spr. iIm ally 
aihrvml m (hr hlr irviru 

• (IH ha an nminml m thr Htmlih ahiNi pltasr (la- hlr ir\in» nnisi aklim 

(l' HHW) Wlirthn iiivrslii..ilnr mrtluxh lusr licni inrd |»o|nlv (wr Mil*sr» non 
I 0 Andi.Ni/nl Imrstit’alnr Methods in I vpr S A w vain it v All llusrs ) 
(IV/fOW) Whrtlin (hr ulmlihi ali.Ni plan sm t rsstiillv lunowrd lla- held to a piMtl 
of tndisiduals who nneht luvr appiotHialr plat maul aial arc ms 
(l HHVI \l1irthri irniilnu vihlr nprusrs iim mini hv an SA if am wrir 
trasonahlr anti piapetty aiuhtai/nl (see uil>s.x ikni < 9 1 Idmtifi.ati.Ni llusr 
Pundn|') 

(1‘ HMO) Whethri thr process made in thr CHS identification imtialivr pistihrs 
its rontintuh.Ni ha an additional 90 days (00 days (in piohatitnuis miplovrrs) If 
tonluuulHNi is dmiml tnslifird thr SI A oi SSA must document tla- i ah. male I<n 
keeping thr T>pr s asses si nmi oprti 

• (U) Fcn an assessment in thr rs aluaticm and irmutmmt plusrs tlir hlr irview must 
adcbrss 

o (V TOUO) AATirthn authorised ins rslipatn r mrtluxls has r brm usrd piopn Is 
(IT TOW) NATirthn rrtmhvusahlr rxpmsrs inclined hv an SA if am were 
irasonablr and piopn Is authorised 

o (V TOl'O > Whether a PC'HS was taskrd to provide infomutioti in was paid foe his ot 
ho services oc rxprnsrs 

o (V TOUO) Whetbo a PCHS can ot should be recruited 

(l' TOl’O 1 Whrtho thr Tspe 5 assrssmrnl should rontuiur foe an additional 90 days 
(00 das-s foe prohatiooan employees) If ronhniution is drrnird mstifird tlir SIA o« 
SSA must documrnl thr lahoualr few keeping thr Tspe *> assessment open 

3.9 (l TOI'Oi I undtng fot I vpe 5 Assessments 

(U’TOUO) Funding is available to cosn reasonable costs dimrtlv supporting the identification 
evaluation and ircruitnient phases of a Tspe $ assessment as detailed m the subsections that 
follow Foe die identification phase SAC pasnieni authorm is SI 000 for each assessment 
opened for thr evaluation and reenutmrat phases SAC payment authority is S>.000 fot each 
assessment opened Unlike uiveshgabvr funding SAC pavmrnt authority for Tspe v 
assessments is not automatic alls i messed at the brpuinuip of each fiscal srar (TY) FOs 
however nuv seek addihonal funding authority as set forth beloss 
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(illfi (H) <)) Irt mdn Ui >U u inmr On jpp»'n*i*r h**kne v*«.e Int qr it 

the foiknvmp. rulr* ij/f.ly 

• (I I//I Ot Kjj A fypr ■> utrunwml ttmuk**4by aHiJMOrr mfrntlmi *qp irti « 
IMMillvr fianyji inlr 111 firm r flflj mvrsftgabon MUM *d»/e |f< MfVJ yrtffmt k 

• (U//KJUD)A I ypr Mmnrnl > ,»*h»rlrd by 4 ffl MIOT cqmd ini »yn* a 
\n r An Mrtl irivrstigalvifi nM ulik/r appruprLUr • 


(U//FOUO) A lyjjr jwwTr-tt ' ><ndi* trd by a 
i'isrvsilmil <n pirdiralrd ifivndi^Kiri must i*jkzr 
funding 


ad os •up*'*’ *4 m 


HI (I ) Mmlifu ation Phase I unding 

(U//KHX)) In l Jr irimiifV jluiri j it use apprupr lMt •^pnwkum^ 
fees 4 Svk ulrd with an rvrul or 1 nnfrr mr r M whv b an SA 

plarmml and arrm With prior AS At approval hrfrr rrfminrA for a 90*9 W 
in tins pliasr may be approved for up to SI00 per evrt* or rAbmnf Hur 1 1 f h 'mam Aar- 
includr expenses attributable to tfur SA f«urh at rural* and uridratal o yw* <JrI> a 
miscellaneous expenses) which dnrrtlv support the CHS 

(U//FOUO) If a PCHS is idmtifird duimp tlr tdrntjfirjbon 
will not rover rural and entertainment expenses asvx utni with the SA 
immtmnit activities In order for that funding to be niadr asailaMr at 
t } Identification Wiase a separate Type j asseswi 
pluses must first lie opened 

(U//FOUO) As noted ui ibsectiori < 9 F indmg for T vpe Assessments AC pra« 
authority in the identification phase is SI 000 for rjefa assessment opened ASA C appro* ai • 
irquirrd for expenditures up to or equal to II 000 Requests for enhanced pram* aufcorw 
exceeding SI 000 for anv identification initiative nuis* also be appro*. H bs the ASAf If the 
enhancement request is for a T vpr 5 assessment that is 'ondunrd by m npnMwii wptad or 
supports a predicated investigation other than a PH tbr enhancement request nod hr wt* -.si 
EC to the approptiale FBIHQ operational unit If the enhannrnrs* request h for a Typr 
assessment conducted bv a HI /MINT squad that su pport-, an ^several s a Wl mtsiqnw 
tlie 1 r quest must be sent vu EC . to the appropriate 

3.9.2. (V) l> aluation and Recruitment Phase F uniting 

(V FOUO) Once a Type 5 assessment is opened on a particular mdrvtdual a dr n lfcnPtn* a 
teenutment phase funding mav be used to cover reasonable expenses dr SA h 
direct support of the ev aluation 01 lecruitmeut of the PCTC Thin £1 
teasonable travel expenses incurred bv the PCHS to meet with id SA ■ 
recruitment Funding mav not however be used to reanburse a PCHS far a 
related to travel expenses 01 to make service payments to PCHSs Such p 
only after the PCHS has Iren opened in Delta admonished i 
fullv opened operational CHS 

(V FOUO) As noted m s ubsection > 9 Fumhog for Tvpe 5 Assessment " SAC p 
3iithorm nuv not exceed $5 000 per assessment Wafa ASAC approval dr FO nr 
additional payment authority If the enhancement lequesl n fat a Tvpe 5 asw s v m ea 
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ronductrd by an ofx*ialHmal squad ni supjxxts a pmlHatrd invest ipah on oliirt dun a 1*1 I iltt- 
enhaix cmenl irquest must lx* srtil to tlir quxopn-Xr Mill IQ opnahotul unit If the rnluiH nun it 
irquest is fot a Type 5 assessment * ondm ted by a IIIJMIN I squaihhal supports an assessment 
or a PM investigation the irquest must lx* sent to tlx* appiofmate unit 

(U'TOUO) Generally expenses in the evaluatuxi and in mitinrtit pliaM-s will lx* foi meals and 
enteitainn«*nt tnnined ui the imiiitment of a paitieulai uidivuhu] If it is not feasible to obtain 
an advanee of huids to cover these expenses tlx* SA may pay up to JUKI during Uie Type S 
assessment pnoi to submitting the diafl irquest Ihe dial) irquest must be submitted within five 
calendar days when die SI 00 limit is leached 

(U'TOUO) VWieti an SA pays fot a meal ui the course of trmutmg a WHS the full cost of tlie 
meal nuv be covered piovrded dut the expense is leasonable millet tlie < iinimstances 
Government per diem rates nuv be used as a guide for reasonalileness but are not detmimiativr 
Expenses for the SA s meal must compotl widi government per diem tatrs AS AC approval is 
requnrd m endet for the SA to exceed the government pet diem amounts 

(U TOUO) A gift to a PCHS nuv also be allowed if it is deemed opeiationallv appiopnate The 
gift nuv not exceed $50 and requites SAC apptoval Ihe acceptance of gifts by an SA from a 
PCHS is governed by subsect ion ’ll Gifts 

3.9.2. 1 (V) I valuation and Rmuitinent Phase funding Requests 

(U TOUO) SAs and SSAs must use discretion and exercise fiscal responsibility in detetniiiuiig 
what type of activity is appropriate in a particular recruitment scenario hi determining whethei a 
pardculai expense is an appiopnate use of resources and is operationally sound and effective tlie 
requesting EC must address 

• (U TOUO) Whether the SA is using the affiliated noiufhhatrd covert using true name 
or covert appioach 

• (U TOUO) Tlie inquct tlut the expenditure is anticipated to have on tlie SA s ability to 
interact effectively with tlie PCHS Expenses that do not enhance the SA s ability to 
evaluate and dev elop a telationslup with the PCHS should not be approved 

(U TOUO) Each request fot hinds must receive pnor ASAC approval Tlie EC request must also 
reference the assessment or predicated investigation used to support die opening of die Type 5 
assessment (evaliution and recruitment pluses) or die dueat piogram and CPI coders) die PCHS 
mas support upon successful recruitment 

3.10. (1 fOl O) Duration and C losuie of a Type 5 Assessment 

(U TOUO) The effectiv e date of a Type 5 assessment is die date on which die lushest lev el of 
authority required approves the opeiung EC (or successor form in Delta) A Tvpe 5 assessment 
nuv continue for as long as necessary to achieve its audiorued purpose and clearly defined 
objective^), as set forth ui the diree phases above or when it is detemiuied that the named 
subject cannot or should uot be recruited as a CHS 

(U TOUO) When closmg Type 5 assessments die following language must be included u> the 
synopsis section of the closmg EC 

• (U TOUO) Tvpe 5 assessments closed on a specific named mdividiul who is then 
opened as a CHS m Delta (Note All documentation irlated to die successfully reenuted 
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l*C I IS must lir transferred out of Sentinel an d pi* rd tuu, the newly opened ' ffS Delta 
file) 

'Mr information from Jins jwwirtil mml be maintained m Delta 

• (U//TOUO) AU citlier I ypr ’> assessments 

ITus assessment did nrrt warrant further investigative effort at din Unar 

(U//FOUO) Any dissemination bom a dosed I ypr assessment must br • ondurird to 
accoi dance with dissemination guidanr r on ( IIS closed file*. and ' onsi stent with the prnr^irs 
discussed m Set lion 1 < l>iv losmr of a f unh'lrritial Muman Sourre t Idrntrtv 
3.10.1 (10 file Maintenance and Disposition 

(U//FOUO) Inasmuch as Oita is dir official rec ordkrepmp system for FBI f HS rereads all 
CHS rrlatrd documentation must lir filed ui Oita unlrs* iperified otherwise < see y , - y 
Administration of Confidential Human Sources ) However until Typr annsioal files an 
lie managed ui Oita open and closed legarv paper files or rrr ords serialized into Sentinel must 
be maintained in the CFR or safeguarded as prohibited files m Sentinel Record* reiabag to 
<i a te in die i denti fication evalu ation and recrutfmrnt phases are Mnl nWo the file 
( lassification^^^^or the^^^^^| 

(U) Tlie disposition of closed Type 5 assessment legarv paper files is as follows 

• (0 T Ot 'O ) Files for T vpe S assessments m the identification phase roust be destoo^ed 
five vears after the file is closed 

• (I KXJO) Files fcr Type as >r am in the r\ al nation and recnattneol phases mmt 
be destroyed five years after dir file is c losed The appro ved disp o si tion JHthonrv for 
records filed under classification is H 

• (U TOCO) Once a PC HS has been successfully recruited and his or her records have 
been uuaeed verified as complete and accurate and placed in Delta jidnrrMe 
source number all hardcopy records related to the CHS filed under the 

be destroyed Records related to a PC HS that are created in Sentinel are not authorized 
fot disposal at this tune and must be retained until a disposition schedule u approved far 
these records 
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4.1. (I’) t'se of the C 11S Piogt am 

(U) Thr MX* IHS drftnr aCHS as 

(If) Am ifuh\ idnal who it believed to hr |MOVidui|> uieftil anil t ledible infbraialiaa lo the 
FRI fm any aiithtwired mlbonatton collection ativilv and ftom whom thr I III eaperlc 
or intend' to obtain additional t ur ft it and rtrdiblr information in thr ftibnr and whotr 
idrntity information or relationship with thr FHI wananlt confidential handling 
(1 J//FOUO) l Jar of thr (IIS progiam should compott with litis definition and In- based on thr 
foUowmp mteiia 

• (U) Thr IHI has established a irlationslup with an individual who is awair tli.it hr ot she 
is wot king with a tqursmutivr of thr 1HI and tlir 1111 uitrnds tlir trlaltonslitp to hr 
onpomg 

• (LO Thr FBI icrnvrs valiuhlr inhumation ftoni die individual on a imunnp basis in 
support of an FBI assessment ot ptrdicated investigation uliethri ui trsponsr to laskinps 
ot as vohinlrrtrd inhumation 

• (LO Thr individual s irlationslup witli tlir FBI ciratrs a nrrd fot confidentiality 

(LO An SA must not open an uidi\idual as a CHS if tlinr is no logical trason fot confidmtialitv 
ot if thr individual liolds a position that would normally compel turn ot hn to ptovidr tlir 
information In addition sworn l S LfcOs nuv not hr opened as C'HSs Thr only exception to 
this rule is that thr SAC may approve thr operation of a sworn LEO who lias agirrd to irpoil on 
matters involving civil rights oi public comiptton within lus ot ho employing entity Similarly 
crane \ictims generally sliould not hr opmrd as C'HSs because tlieu use is lmuted ui tenns of 
time and the nature of the assistance they will ptovidr 

4.2. (LI When a CHS Mai Be Tasked 

(U TOCO) A CHS nuv be tasked to collect inhumation intelligence and evidence and ot 
piovide otho assistance only wlioi all of the follow ing have bem accomplished 

1 (U TOUO) The opening communication lus bem approved 

2 (L' FOUO) All tequisile approvals including (if necessary) those from agencies outside 

the FBI have bem obtained 

3 (U TOUO) The CHS has bem provided tlir apptoptiate admonishments regardmg tlie 
nature and panunetos of his oi lio irlationslup with the FBI (see Sec t ion 
‘'Confidential Human Source Admoiushmrnts ) 

■I (L‘ TOUO) Requued appt ovals for tlie specific taskuig (e g otherwise illegal activity 
[OLA] or consensual monitoring) have bem obtauied 

S (U FOUO ) The CHS has met with the co-CA 

4.3. (V) Source Opening C oinmuuicatiou 

(U TOUO) Before an SA prepares die source opening communication the FO must conduct a 
universal query to deteinunr whether die mdtv idiul has already bem opened as a C HS ui 
auodier FO ot legal attache (Legal) In addition the SA must do a deconfliction search ui Delta 


35 

SECRET NOFORN 


SM Kt l//N<lfORN 

(II) f oulidrulial Human Sourer Miry Casdr 

In rrauir liul dr individual b qirstion » r*H « mimtly uprri in ar*4hrr ufW or «« prrvwaafy 
apmrd as a Cl IS Ihu sran h must hr * omplrtrd and ihr results nrrtrd wrtfnn the 
i omnium* Jin in KK air also rjcjrttrd In ( onriurt Ural *jun rs and more • /xnprrhrmivr 
sraic hrs as a|i|iin|)nalr and to fin* ivimt tlir irsukv tfi ihr vwr uprnmf > tmnrwmat <kh a> 
srl lot lit lx- low 

(U//FOIJO) If llir ( IIS was previously nprrrd tir * omnuu* inn nrwrt s*a»r dir >*ar*i 

wliy Ihr CHS was < losrd II dr C IIS was * losrd for <ausr nthn by thr FBI c* jnndirT arrnr > 
additional ajijpiovaJs an* I review will l>r irquirrd fsrr ul/a- fi*r. 1.1, Krqurd to Rmprr. a 
CHS ISrviously ( 'losrd fin ( ausr and lira r onn 18 ‘ I u»irr f onlart with a Clewed ( US ) 
If dir HKhvidual was not previously opmrd dir * onvnunx aticai vhtxild sanpiv stair that thr 
irt|iuird drrnnflM bon sraic h was * onplrtrd with nrpkVt trsulU 

(U//POUO) Only an SA (( A or ro ( A; may prepare dr sourer opening * umnnr Jmn A TFO 
assigned as a ro ( A is not prranttrd to pirpaie dr opening commune ation Thr SSA nawl 
rrvirw Ur i otinuuniralion and drtrrmur if dr individual should br opmrd at a CHS If (hr 
SA approves dir OOBMK abon nobfiration of dr apron* mud br sml to thr jpptapnjto 
g^.uiit Otha approvals andot notifications drvnbrd elsewhere in th» PG an h a. *ipr<r.ak 
dial must hr niadr by thr SAC or Irv othrr aprriries nuv alvj be requited 
(U//FOUO) Tlr Delta sourer opening communication must cuotam 

1 (U//FOUO) Thr CHS s biogjaphiral tnlomubon including Im or her 

• (C 1 ( )( < 1 1 1 nil nainr am irlrv ant information related to his or ba name <e g 
Chinrsr numeric drsigiuiofS) and an\ known aliases 

• (U//FOUO) Date of birth 

• (U'TOUO) Plarr of birth 

• (I 1< XX > i Phwir al drsrnption including sex race height w ntin haw color rw 
color scars marks tattoos and am other available information 

• (U'TOUO) Cmrent irsidmer 

• (U KXX>) Ooattet wrtkn(t| lionrphonr cell phoor pager) 

• (l* TOUO) Social security number iSSN) 

• (U//POUQ) Dm rt v HfWf number state where issued i r g Wena SonA 
Carolina) and date license issued 

• (U TOUO) C itizmslnp 

• flj H >t o i Alim status it apphcablr <c e visitor student diplomat) 

• (U TOUO ) C i in nit and pnot occupation, nnplovn w ork address phone num b er 
job title and natuie of job if known 

• (U TOUO) Photograph (print ot elrctromc ) 

2 (U TOUO) Infomuhou on the CHS s previous relationship with the FBI and other LE 
and intelligence agencies me hiding 
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(1 0 I I Itnii4ii Sum r IS*Ih v ‘ «i»»dr 

• fl 1 TlMHl) Wlirlhri (hr |>num « latently lu« <« |nrvHmtlv bail 4 irlalNNi<Jii|i will* 
am iaho 1 J- ca intrlltpri* r apri* y ami il m llir tuiiir nl Uir aprtw v involvrtl ll ilu 

*h a C'llS »lm wit c Imnl l»v 4m h I mi apnti y iraMNuhlr « Moils sImmiM lir 
mailr h> drtnitnnr why thr t IIS w« t lowed aal tltr SA naisl ikw uiirnl llm iumh 
tti thr i^tmiup Kinunmi itxm II ihr SA av nlaint llul thr |nvm wait t Imnl liy 
■mthn jpnn v ha a irasttn llul iwin I 111 |Htlit y wimlil i < wish lull « losing ha i ansr 
athlitHwwtl ^amilt and mica mil la- mpuml (wer siihwn litai I Kn|iiitrmriils 
Ira Knt|aaiitif> a C1IS and uhwetTnat IR « I uliar ( <aii.ii I Willi a ( losnl I IIS ) 
Ihr SA nutl drsmhr in tltr tiaiainaiM aliiai llr stialrpy to hr usrd to 

mitigate any isMirs |twnl hv opnatrnp thr CHS 

IS "NIT Thr above stiatrpy uuy na Indr atnwial Irsliiip il ilmia*d 
a p p i o f a ialr 

• (It TTH AM Whrthn thr CHS waa ptryiotisly ofirnrd asaCIIS by ihr IB1 II so 
stair thr irason why tltr ( "US wav i lusnl If tla* < IIS was t losnl lia cause ntlin by 
thr FBI ta anolhn aprtw \ additional a|i|mt\als and irvirw will la- irqtuird ( Srr 
vtiltsn tin I Rrqunrmnits ha Rro|a-nuip a ( IIS and subset tun) I H * I utwr 
l cnl* l With a Closed CHS 

• (V HXO) Any pnanisrs ca hrnrfits that have hmi piven to the CHS by tla* FBI 
FPO ca anv other piosnutinp ia l I aprm v (if known a (in rxnrisuip irasiauhlr 
efforts^ and tlw trims of such pnanisrs «a hmeftts 

3 (IJ'TOtATHnfonnatMai irlatrd to operating thr CHS including 

• (U TOUO) Ihr investigative classification! s ) and ta tin rat cai which thr person is 
rxprvtrd to piondr information and tltr type of m lot nut ion Itr ca site is rxpre trd to 

pio\-idr 

• (V TOCO t The progiaphical arras of opnahon (r g countries stairs cities up 
codes’) where thr C HS could he used 

• (V TOUO) The subject cw group on whom tltr CHS is expected to report 

• (V TOCO i Thr l A and co-< A s names The SA must state whethei the co-C A is an 
SA or a TFO tf the co CA is a TFO the opeiunp c omnium < ation must identify the 
TFO s agency and indicate whethei tliat agency brought the CHS to the TBI 

• <1 FOLK)) Documentation that the co t. A has met the ( HS If this meeting has not 
vet occurred when the C HS is opened it must take place befote the C HS is tasked 
and be documented tn the CHS s main file The meeting nuv he doc umented bv am 
communic ation which evidences the co C A s presence such as a CHS reporting 
document pavmnit tecript or admonishments 

• (V TOUO) The FO and squad or Legal that will opeiate the CHS 

• (V TOUO i Thr CHS s pavment tuinr (see ul-*c. non 10 Payment Namr ) 

• (U TOCO i A tequest for code name if needed lor double agents iDAs* non DAs ui 
toani operations defectors recruitments in place < RJPs > oi unusually sensitive CHSs 
( see ui bscctRai lfr t C ode Name ') 
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Sit HI I UHttHPHI 

(U)( miMm/lul Hm Hamrjr Miry'/ unfa 

• ft///PUUO) Ihr f 1(8 « nuAV'Mwm tti pMrvufcnf tnfttnti*»m AB hkrt/ n**r.*vrr 

■JufiiIiI Ir listed n« Uuhny mry < tnmwfn Hvm from far fjnvmrnnrr* for fan 

assistant r «tri wltriltrt dt r person lu*. a plra wrfa or * vHrinr 

< nmidei ation firm wiy pnivy utor \nllvt 

• (U//WXJO) Ihr |jnvn s anew to thr mfnrmJbon Ijt or dr h "x^vd to prr -dr 

• MJ//I OtJOj Whedrr appitrvak are i«|M»ed pnrwianl to Cr-iioo f/ufjr ld 

I Inman Sonnet Requiting Urpartment of Junurr Approval for Operate* tfwi 
lead — « be sent 10 tlie^^^Jto notify dt r Human S wr Rrvr« CoaMM 

(H-SRr; 

4 no limits, pettainmp to the ( IIS 1 barkpuund ubdmr 

• (1 7'Kll JO) Wlirtln thr HIS I us ammonal factory » teammM/ fa faeted to hr (hr 
sul/)c< t or taiprl of a prridtnp 'imanaJ invest ifatinri it undo arrest or hat bn 
diaiped m a prndtnp prosecution 

• ( S Nl 1 A request fa ^ f !A narir II M r if (Ir C MS t* prsnoniv repmtmg os aMnl 
sfTUiilv matters bavrh oiler national Is more than fr.r t tar* aoJ-< *«* mnsrir 
a foreign national a < urimf or formrr C LA etnpiovrr a CLA contractor or a CIA 
appliiant If thr SA < annul obtamlhe information with CUV m wrwrr iKifKO 
nuv l>e soil to thr appropiuir uat to rrtfur .» 'or ( LA to conduct far aare 
clirck and notify thr FO or Irpai of any relesanl information otoamed 

• (U) bn uy aon andf uvtorm Enforcement 0CE) checks for ( HS mpnvfaar 
forrign nationals 

• (U FOUO 1 A synopsis of positive vrarrh results of Utmcrsaf fades dSSTt •* far 
leplarement svstrni used for cataloguing subjects of FBI srvrcbjpteUK If menaMy 
include a statement of concurrence 'see - > <■ -.v v ' ' Powtrvr Rrcorfa Chads 
and ( oncurrmcr to Oprratr ) 

• (U FOl 0 1 A synopsis of posmvr srarch rrsuhs of ELSUR record rhrefa 

• (U /FOUO) A sswpsis of positivr search results of dr Nabonal Cook UnbM 
Center fNC IC 1 and local criminal history checks If necrvsan e* fade a starenrar of 
concurrence for the relevant FO or agency 'see vjh scctWB 1 6 6 . "Potmvr Records 
Checks and Cone unence to Operate ,) 

• (U FOUO 1 Am relationship the person has wsh am FBI rnyfemee (e g., farther, 
inotliei friend roonmate business partner * 

4.4. (V» Additional Barkgtoaad Information and Records Checks 

(U TOUCH The mformadon listed below if reasonabfe to obtain must be dooneaned brfcre 

die C HS is tasked and updated proaytls if it changes 

• 1 1 : FOUO 1 Past occupations mrhnfaig empkmx work a dd rrw phone number wb tdfa. 

and nature of job if known 

■ Langiuge abihoes 1 spoken and wnonX olher faan Eaffah 

• (U FOlX» * Skills and bobbin (e g compuns dolls 
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(10 ( oufulrntial IIiuiuii Soiace Policy thudr 

• (ll'/FOUO) Rrlipion 

• (IJ//FUUO) I nuul addiess and online idrtitity 

• (IF TOUO) Namrs of munrdiate Lundy mnnbrra (e g spouse niodiei Tallin Imrtliets 
sisieis clulchm) 

• (IJ//FOUO) P»1 irsideiicrs 

• (U//POUO) I *hk annual lr\rl anti if applicable nuiml sludnil sUtus 

• (U//FOUO) Smnity cleaiances « odier accesses lield (The prison may disclose that lie 
01 she possesses a clraianrr bill nuv no! disclose llir Irvrl of ihr rlraianrr ) 

(I.T) Thr i re olds checks listrd brlow musl hr made if deemed usrful in evaluating thr 
individual s hark pound 01 anticipated opnalion Iliev uicludr 

• (V^NF) DOS rrcaids checks to obtaui uifoimaliou alxnit foreign nationals who luvc 
applird foi a U S visa 01 IJ S citizens who luv r applied foi a passpoH If thr information 
t mot hr ohtamrd locally a lequest nuv hr subnutted lo the Waslungton Field Offire 
(WFO) This request should uicludr identifying uifomution about die queried CHS 

• (U TOUO) Requests to Lrgats foi backgionnd checks foi C'HSs who luve foreign 
citizenship 01 who have spent a substantial amount of time m a loingn country if 
information can be obtained without compionusing the CHS s irlationslup with die FBI 
A name check foi a CHS who is a foreign government official or employee will almost 
ceitamlv result in the CHS s comprouuse The Legal should lie consulted to detennme 
what information nuv be available without notification to the host country 

• (U FOLIO) Othei database inquires (e g Financial Crimes Enforcement Network 
[FinCEN] Lexus Nexus Tieasurv Enforcement Commiuucations System [TECS)) 

4.5. (V) Rrquuemeuts foi Reopening a < HS 

(U TOUO) In older to reopen a CHS who was prev iously closed die SA must generate a source 
reopening communication which must 

• (U TOL t O) Assign the CHS his cw hei previous S (symbol) inmibet ui Delta If die 
CHS was previously opened prior to the implementation of Delta the CHS must be 
opened in Deha citing the file number from the legacy file 

• (U TOUO) Satisfy the requuemeuts of subsection 4 3 Source-Opening 

Communication 

• (U TOUO) Indicate that the CHS is being reopened and provide the leason why he or 
sJie was previously closed If the CHS was ev er closed foi cause duruig am pnot period 
of operatioa then bodi the reopenuig procedures ami approvals set forth in subsec tion 

4 5 1 Request to Reopeu a CHS Previously Closed for Cause and die provisions tn 
subsection IS 1 : C losmg a CHS for Cause apply 
(U TOUO) The approval levels for reopening a CHS are die same as diose for opening a CHS 
foi the first tune unless die CHS s status has changed so as to require additional approval (see 
Section t> Confidential Human Soinces Requiring Department of Justice Approval for 
Operation and Section 7 . "Confidential Human Sources Requiring Additional .Approvals ) 


39 

SECRET NOFORN 


SM Nf f//NO#OK% 

(I I) < mihrirritial I I urn*. Sauer. Nk y '«*ir 

arul/m thr C I IS was cloned Im r anv dm mp any period of oper ation If thr C| IS •« prrviourfy 
closed for < aiaw llw approvals srl fmlli in . iDy . i.mi 4 1 Hrrpjrsi tr> K roper, a C |fS 

IVviously f losrd frn ( ausr apply 

4 5 I (I/) Request In Kw#|h-ii a < US Pininaih < lowrl for C amsa 

(U//FOUO) Hrfoir initial nip miU»l with or rrspondinp In 'ootarl from a OR prrvimnlv iosed 
for cause SS A approval naisl br obtamrd in arxordanr r wtfh , •> r '-r, I ft F ufcae ( oatari 
With a Closed CHS* 

(U//I OUO) A request to open a OIS previously closed fr* raunr mist ®r hide the 
described in sulisrrtion 4 *> abrnr After stall np tlul thr CHS was 'losrd lor came and the 
i rasa mi wtiy hr m she was closed thr following additional information mud br provxlrd 

• (U//FOCO) Ihr datr mi whir h the ' i rcawroi iflrCHSnidoM4 

for rausr on morr than (Mir or r avion thr dalr of rarh such rkm*r 

• ft I r >t t ) )Dettfl iiiKMtnig rarh drcnaoo to close thr C HS for ranr 

• FOUO) hrtails rrpardir.p thr anUrtpalrd uv of thr CRB if rroprnm? » approved 

• (I Tot O) Ihr irasoo why thr usr of a different CHS andor tDvrsttf^bvr irda^Ki 
would not br as rffrrtrvr as thr CHS in achieving thr objrrtivet for thr cme 

• t< FOL'O) Controls dial will br placrd on thr use of thr CHS to mmmaot Arndt of 
liaini to odier s or to thr investigation 

(S//NF) A rrqurst to rroprn a CHS prrviouslv closed for cause must br appro-.rd bv the SAC 
(nondelegable) and by dir AD DI f nondrlrgablr i whosr decision nmist inrhidr a find®# as to 
whether thr benefits of reopening thr CHS outweigh thr risks of rrapmmg thr indr, idnal After 
AD approval lias brm grantrd operational testing requirements must br rooduclrd blfarCAto 
accordaiKr with Section JO. X onfidrnual Human Sourer Validation 
4.5.2. (V » C losed C HS Reopened by Another F leld Office 

(U' TOL’O ) When a closed CHS from one FO rs reopened tn another FO thr previous FO CH5C 
must fimush to dir new FO CHSC copies of anv documents m thr file that are nor available 
tluough Delta A copy of thr entire file must br sent to thr new FO CHSC upon request la 
addition tlir urw OO C HSC must prompth br provided with anv information that reflects 
negativrlv upon thr reliability of thr CHS 
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(U)< oufidmliaJ IUmumi Viurr# Puli' y 'awV 

admonishment* luvr I wen providnl dial dr < IIS arfcnrmlr«Vrd trwi <*drf standhnr 

of dir ailumur.lifiMrit*. 

(Uf/FOUO) Hit ( ontrrit and nr tinny nf dir following admonishments mu* br <"lrarly ' 'irr.'-yed 

• (U//FOUO) Hit FBI on its <rwn < tiuuA promise or tfjrr to my urmnity from 
ptoymilinn <n nihn ( onsidrtaiion by an fPO a slate <* U* al prosecutor or a rourt n 
m( lianpr foi tlir ( US % < nopnaliori Irtanr thr de< man to < nnfrt my wJ» hrnrfrt be* 
witlnri liir rxr lusivr (fas* return of tlir | n<w utor and thr • mat However thr FBI wifi 
ronsidn (In it not net rssanly ar t upon) advising thr appropriate prose* iflur <A thr rufcar 
and extrril of tlar ( IIS's assistant r to tlir FBI ( Ibis instiurlion should hr gj rn if inr ts 
any apparent issur of < imunal liability or penalty ) 

• 1 1 BOUO)I lb I* I ) I' alls author I/rd bv thr mi thr f IIS ts not authorized to 
mpapr in any rnnunal activity and has no mmiunity bom prosemuon fa mu 
unauthorized aumnal activity < This instruction is not nrrrvury Cor CHS* who harse *urh 
authorization liir instruction sliould br given if thr CHS » suspected of r ommtfUnf 
unauthorized illrpal activity (CIA) Srr Sc* ti<r. r onfidmtial Human Sourer 

Pattu ipation ui Unauthorized Illrpal Activity and V- uai 1 ' C onfidextnl Hman 
Sonic r Paitiripation in Otherwise Illrpal Activity “) 

• (l 'K)l ()) Tlir ( HS is not an employee of thr U9G and mav not iqrncal bwn- or 
herself as such, except undo cucumstanres whoe thr CHS has pres iousIs been and 
contuiues to be otherwise employed by die L*SG 

• (U'TOUO) The C HS ulc. not mtn into anv rontiact or incur any obfagtfMB an behalf of 
the USG except as specifically instructed and approved bv the FBI or >jnd o 
cucumstances wlieie tlie CHS is otherwise authorized to enter mto a contract or incur an 
obligation on the behalf of the United Suits 

• (L’/TOUO) No pi onuses or comnumirnts can be made except bv thr Departnetf of 
Homeland Security (DHS) regardmg the urmugratioa status of anv poson or the n fit of 
anv person to enter or remain in the United Stales (This instruction should be pro-nird if 
tliete is anv apparent issue of immigration status that relates to the CHS • 

• (U KM O) The FBI cannot guarantee anv trwards payments or other compensation to 
the CHS 

5.3.1. (V) Subjects Repi evented bv ( ounsel 01 Planning Legal Defense 

(U TOUO) Foi additional admonishments related to CHSs who are m a position to obtain 
information about a subject's pending cltaxges 01 legal defense plans see subsection H ' 
Obtaunng Information About a Subject's Pending Charges or Legal Defense Plans 

5.3.2. (V) Emplosees of Financial Institutions 

(U TOUO) These individuals must be advised that thrs remain subject to the provisxns of the 
Right to Futancial Pnvacy Act and must be advised that the FBI will not knowmsh accept 
uifonuation dial violates tlie provisions of the act This advisement must be documented si thr 
C HS s file 


42 

SECRET NOFORN 


SIC Kl INOIOKN 

(\J) ( onbdrnlial Human Noun r IN»ln y (nude 

S.SJ. (1 > I mplm r«-s of I durational Institutions 

(U/WHIO) llinc iimIis (duals mi isl hr advised lha! they tnmun aubjn I In tltc piOVUMma of (lar 
1 aim Is I dm atinnal Kiphts and lhi vary Arl of 19 /4 (Title ?0 United Sbln( wfefUSC | 
Section | §| I ?C7||l]) commonly known as the Hue kkv Amrndnmtt Hits sUliilr pmcially 
piohihits edm ational insliliitMins and then employees fumi idea snip non dim toiy infoimalion 
from in -olds that (hry mauilain on individuals who attnid «a have altcndrd the institution llmr 
air soinr exceptions m the stalutr I 01 example I tt irk lev docs not apply to a campus poller 
mwd about cnnnnal activity Advising the C HS of the inmisions of llir law is not m|ium! if 
the information the CHS is providm? is outdated to Ins « ho employment Plus adsisrami! 
must be dorinnmtrd m die CHS\ file 

5.3.4. (1) Otherwise Illegal Activity 

(UMPOUO) lot addition.il admoiiislunents idated to OfSs who have licen appioved to enpapr 
tnOlA see .uh^r» lion 1 l s Admonishments Related toOlA 
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(\T)t ou&totful Stmn f*» 4 u y < a** 

6. (I //H>l O) < oiifhlenlial lliiinnn Sourm Kec|iiir1i»g DfpsrlmrHl 
of. lunik? Approval for Op«-t a lion 
6 1 (I ) Ivpesof ( MS that Keqmr* I Mil \pp«<M«« 

n Ml) < n PO) jVM B opoMg • mtttttm Mum » n«t be mriqfiied ml jpprmwd fcqr » MA Hn 

lnpi»ri oufdiajUnn with DOJ pmsiur* u [//(’ R/-/ir» Mvnlwr 

I.fi f I IS-. K(*<|iiifinp IXlJ Approval fairinp the IX*) f .in* and approval prorew. tfrfHSniy 
br opnatrd in ar t mrlarx e with ihn K> 

6.11 (( )Vuoi Uadn'.hipMiVt 

(U//FOIJO) Hit A* Ki ( H‘ ■ definition of a senior leadership CHS is as follow 

(U//FOUO) A C oafidrniuil Human Soars* who a a a poMfcoa to wu* ngwfi or 
derision making authority over or othnaiv manar* and lain tha aHwW irti .nn 
of l hr participants in a group or f*fani/aUcw invoiced a an) awful arinWH 4a* arr I , 
nati'/nwidr or mlrr national in w opr or ?/ dmnrd to ha of high apufrarr u flta FBT : 
criminal investigative ptiorilw. avan if lha unlawful artr.-tfin a* local a rrfi aol a 
scope Such organizations -hall include bu ■« a i an lad to any La Cow Mow 
Family Eurasian Organized Crime Group or Aim r rmaul Fnaetprwa ahcb a 
recognized by FBI Headquarter’, and any domestic a uor ma n coal Tirnnr 
Orparuzalion which u recognized by FBI Headquarters 

6.1.2. (V) High I.evel (,o\ eminent ( HSs 

(U TOL'Oj A high level government ( RS is one who is either 

• (T 1 Of n In i ration to the federal povernmrni or tote p a wi — M lof a tote oriM 
government the chief executive or the official next in succession to da clnef executive 

• (0 TOl O) A member of the federal state or tribal legislature 

6.1.3. (T) High Level t moo Official C HSs 

fU TOUO) A high level union official CHS is one who is a president secret ar. aeasaer or 
sice pt evident of an international or national labor union or the principal office or offices of a 
subordinate regional entm of an international or national labor umon A regional earn*, don aor 
include a local union or a group of local umoas such as a drsmet rctnoJ orabrned toerthrr for 
the purpose of conducting collect!’, c bargaining with employers See aho > >SeQKO V* . 

Uuion Officials 

6.1.4. a* FOl O) Privileged C HSs 

(U TOCO) A privileged C HS is one who is under the obligation of a legal privilege of 
confidratiabts State law governs the scope of legal prmieees and therefore ma ar. between 
liuisdicdons Tlie SA must carefulh resiew each contact with a prmiraed CHS If there are 
questions regarding tlie protection of pnsileged information or Fust Fifth and Sixth 
.Amendment tights tlie C DC must be consulted 

iU FOL'O i .An SA must graerallv not accept mionnaboti from a CHS if * relates bp pmlraed 
communications However the use of privileged conxnixwcanops mas be penatssabk- in 
situations invoking a potential loss of life serious physical m/ur. and dramcnao of propem of 
substantial value lesultuig in other senous consequences or coumbunne to the solution of a 
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trnous cninr If surh a situation dr\T loj*s I hr SA must notify thr ('IX ' and Fit) attoinry (if onr 
» involved) Thr CHS't main file must mttlain thorough dorumnitation of the dmsion to use 
privileged information 
6. 1.4.1. (I 7 ) Attorwis 

(U//FDUO) Thr privilege of ronfidnitulity extends to individuals admitted to prartu r law and 
who air engaged in thr prattler of law I "hr attoinry clirnt privilege piotrrts eritam 
communications between an attorney and a ehmt In addition drprodiug on thr farts and thr 
bw of thr junsdirtron thr ptmlrpr nuv extend to thosr aetinp on brltalf of thr attoinry surh as 
a paralegal Thr CDC must hr consulted if thrir air any questions as to wlirthrt certain 
information may hr subject to thr attorney client privilege and the extent of the privilege 
6.1.4 2. (V) Physicians 

(UTOUO) Thr privilege extends to any doctor of medicine (MD) or doctor of osteopathy (DO) 
and certain jurisdictions nuv extend the pnvdege to other medical practitioners The CDC 
should he consulted regarding the extent of the privilege in each jurisdiction 
6.1.4 J. <V)(>r«v 

(UTOUO) The pnvdege of confidentiality extends to members of the clergy as determined by 
state law The CDC should be consulted for the extent of the pnvdege in each jurisdiction 

6.1.5. (V) Media CHSs 

(U TOUO) The AGG-CHS define a media CHS as one who is affiliated with the media 

6.1.6. (V TOt'O) Long Term ( HSs 

(U) A long-term CHS is one who lias been open for more than five consecutive years 
(U TOUO) A CHS not reporting on national secunty investigations or foreign intelligence 
collection matters must undergo HSRC review at die five-year mark and every subsequent 
consecutive five-year penod that lie oi she is open A CHS reporting on national security 
investigations or foreign intelligence collection matters must undergo DOJ NSD review at the 
five-veai mark and every subsequent consecutive five-year penod that he cn she is open See 
subsection 0 J DOJ Review Procedure for CHSs Requiring DOJ Approval for more detailed 
guidance regarding the HSRC and NSD approval processes 

(U TOUO) All long term CHSs aie subject to the approval requirements m subsection 6 2 Tlie 
continued handling of a long-term CHS by the same C A for five consecutive years and every 
five consecutive years thereafter requires SAC approval Tins approval may not be delegated, 
and the SAC may only approve continued handling by the CA for good cause The SAC 
approv al for continued assignment of the CA to the long term CHS must be documented prior to 
submission detailed in subsection 6 2 

(U TOUO) The SAC may consider the following factors to determine whethei good cause 

exists to continue the CA assignment 

• (V TOUO) Whether the CA lias a unique role ui an investigation supported by the CHS. 
to the extent that die inv estigation may face impediments due to reassignment of die CA 
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(l/)( orihderitiaJ Human Smnrr Policy f*ndr 

• (U//I OUO) Wlirlin irasMgnmrnl of the ( A would dmarnsli d» r FBI s ability lo obfcm 
information in 4 tellable nurmn dur lo (hr vipbisl* atK/n or trrhrwal nature of 6r f'HS 
irpoilinp and llir knowledge bane of tlir ( A 

• (U/fFOl JO) Whether tlmr air otlin r it nnrntanr rs dial aflrrl dir effective operation of 
llir ( IIS. iik luduip Or availability of trthn .ignii>. wdh thr rrquKttr rxpemrr or 
capability to operate dir ( IIS 

(U//FOUO) ASA( approval is required foi dr assi^mirnl of a probationary SA to oprratr a 
loop, trrm ( 'MS as Uir ( A This approval may not hr delegated 

i.2. (1) DOJ Rfrifw Procrduir for CHSs Requiring IXiJ Approval 

(U//FOUO) DOJ approval is rrquurd lor dr contunrd opnalioa of any CHS who fails mm dr 
categories listed in subsections 6 I I dnough 6 15 unless dr FPO attornrv has nustmp 
oset sipjii of the CHS because dr CHS has agrerd to testify in a federal riunmaJ proseruiion 
See AGO ( MS paragraph I (BX2) for the definition of FPO DOJ approval is required Cor all 
long term CHSs as defurd in subvention 6 1 6 regardless of whether an FPO artororv has 
existing ov ersight of the C HS The process for obtaining DOJ approval is different for CHSs 
reporting on national security or foreign intelligence and CHSs reporting on crnranaJ matters 

6.2.1. (1) CHSs Reporting on National Wants and Foreign InleQigenre 

(U//FOUO) DOJ NSD must approve the continued operation of all C HSs requiring DOJ 
approval who are reporting on national security investigations or foreign intelligence roUertaon 
except as provided in subsection 6 2 . above 

(L7/FOUO) Upon opening the C A or co-CA must document the CHS s sums as a CFIS 
requiring DOJ approval in die source opening communication and document the status in the 
Field Offi^\nnua^>ourc^epor^FOASR The C A or co-C A must also complete and submit 
theDTs^H, I 5 I ^ | The form mav be submitted m Deha to the a ppropriate 

ll!!^f r r. > *!fe-, l T-t.. A ~ „ A , J ; In accordance with M lfc «ti o ri Enhanced 

Review die C HSs must receive an enhanced review bv the appropriate HO 
(U//POUO) If die approv es die continued operation of the CHS t he ^^B naist provide 
notice of diat approval to DOJ NSD within 60 davs of the approv al TlieH^Bcausf make the 

iMalion reports available for review bv the NSD attorney at FBIHQ upoo request If thr 
validation reports do not permit the NSD attorney to conduct a meaningful analysts of the 
continued use of the CHS the NSD attorney nuy ask for additional details The identic. of the 
CHS must not be disclosed unless the AD or the DAD of the FBIHQ division utilizing the CHS 
detemunes dial compelling reasons exist to warrant such disclosure The AD or D.AD must 
consult widi die SAC of die FO operating die CHS to determine w liether compelling reasons «o 
warrant disclosure exist With the exception of a request for the idenurv of a C HS all requests bv 
NSD for further information pertaining to a CFIS must be satisfied withm a reasonable period of 
time Failure to provide requested uiformanon mav be grounds for the NSD to recommend that 
the DAG disapprove the continued use of the C HS The FBI mav continue to operate the CHS 
pending the resolution of the matter For additional uifomuuon about DOJ reviews and the 
further appeals process see die AGG-CHS paragraph D (AK3X0 
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(U)l iNilulnitial Human Sourer IN*Ik > (miik- 

(10 H a previously Cl IS lus a « lianpr ol stilus dial liquors IX H a|ipim al iln « Am ni 

( A must rrmipletr ml suhmtl llir ( IIS s status a* a ('IIS irqiumip IX)J qv" u 4 I ini iIh- 
4n(l dm luimil dir ( I IS’s siaius m iIm- I n ASK 

(1 I TOUCH See snbsr. turn ’() ! ' t IVii.mIi. Validation Hrvirw (in additional gnuiaiK r ini 
C IlSs irpoitmp oil national srcunly and liNnpn tnlrlliprm r 1 ollrt lion iiullns 
• 2 2 (l ) ( HSs >i*| Repotting on National 'mm hi it > Imcstigalions 01 I oieign 
Inlrlhgrni « < oUe* lion 

(17) Thr llSRi win. h is conqx*srd ol IX )J and Mil irpirsmlativrs unisl qijNiwr llir < . >1 il 11 11 w-< I 
opnation of all C'llSs irqiunup tXW 4 |^no\ al who 4ir not irpiNtinp «ni national sri mil v 
wit estip alums .h Ibirtpn inlrlhemt r 1 olla tion rxrrpt Tin as punidrd 111 subset lion ft ' IX)J 
Rrsaew Procedure loi (TISs Rr.|iiuiur IXVJ .Afpmal U|nni o|K*nmp llir ( A must dot 1 unmt 
the ( IIS s stains as a ( IIS tcquntni’ IXIJ ap|N(*\al »> dir soiui r opnuup . omnium. alum and 
doMnuenMh^Utu^inti^^^^K I BN 1 .1 mlgt uid siiliiml llir I )l ■■ 

llir IISKl qiirsli.NUi.uio I hr 

liNtn nu\ U mE5m lo w jppnpi u. 1 ^ 1 “* tecotdanci with 
20 Enhanced Rrsicw llir l IIS iimsl 10 rue ,ui nilun. od review h\ llu- 

(V ,/ FOl Ol If a previoush opoied t HS lias 4 ilionpr ol' status that lequues IX)J approval dir 
( A oi co CA oooiplrir and stthnul tlir Enhanced Review Request foini and llir HSRC 
qurstiouiuno lhc C'A 01 co ( A must also docimirnt llir chanpr of status ui the FOASR 

(V TOUCH Die appiopnatr^^^uiit must seek HRS( wnttm approval lot thr . onUniird 
ipn all on ol .1 1 lls who tails within thr rfefinrtaooft m subset Minis ft 1 1 thtourh ft 1 within 00 
days of the CHS s opcnuip In tlir case of lonp tom C HSs as defined by sub section 6 1 6 the 
appiopu.itr^^^uiit must seek wnttcu fponl fat thr OOtBIUed apa MOO "1 'hr < HS ii|H>n 
0V|teNcfiRatecedRVNti ■ I ifomuhan 

concerning the use of thr l HS uk luduir am annual \ i1i.Lim.ni repoitl rbeCHS i.lniMH 
bowes-a must not be disclosed unless the FBI chaupcison of the FISRC determines that 
compelling reasons exist to w an ant such a disclosiue The HSRC approval process must be 
completed no lata dun l - ' da\s .ifia die .ipp! 0 |Ni.itr^^^uiit has subnuttrd the trquest tot 
coutuiued operation ol tlir CHS I hr 1 HS nuv 1 ontmue to In* d p u<tj dunng thr HSRC i<*\ m 
process 
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7. (IJ//FOI O) f onflrli'rititfl Human .Smirrn Additional 

Approval* 

(U//l , 'C)lJO) 111#- ( JISs listed in tins section havr rharwIrriWi that rrquue binder le%ef* of 
approval 

7.1 (I ) f hIi-ijI PiulMtiMHfiv i'ltolrn and Svprnnrd Krlrivn 

(U//FOIK)) If an I K) is participating m an investigation in which the FBI srrlr to opera* a 
(US wlm is a federal probationer parolee or uqxrvwed releasee (hr SA aotrf, far F^O 
assisted to I hr matter and document iJw notification m (hr op rmng ' /mtwjmxwMkm 

(U//FOUO) Before a federal probationer parol rr 01 tupnvrvd reieavr nu > be jvrd * a OfS 
Uir ( A nmsl obtain tfir permission of a federal probation parole or supervised release off* taJ 
with authority to want surii permission This permission must be dortawnled m (hr CHS s again 
file If permission is yj an tr r J the SSA may approve ibr opening ' ommun* 4>on 

(U//FOUO) If peinussion to use a CHS is drrurd bv (hr federal probation parole or supervised 
release official or if it is inappropriate for operational reasons to seek penwuoo from the 
appropriate oflictal the ASAC (non delegable) may authorize the C A to request appro*. ai far 
operation of the CHS from the court responsible for the CHS s probation parole or supervised 
lelease aftei consultuig with the FPO for that district 

7.2. (T) Piisonm I ndei Bureau of Prisons fBOPi Super vision or in IkeCrawh «f the 

l nited States Marshals Servke (ISMS) 

(U//FOUO) The approvals and procedures addressed m this subsection qjpfs aot adhr to federal 
prisoners managed bv the BOP but also to state and local prisoners boused m a BOP faefart 
and to any prisoners housed ui a state or local facility who are under BOP supcrvmoo or a 
US MS custody 

7.2.1. (T) FPO. BOP. and I SMS Approv al 

(U POLO) flic opening contmumcation must document the votsBcmoo to the FPO a aornm 
assigned to the matter in which the C HS will assist h musi also document the pennmion 
obtamed bv the FO fiom the appiupnate authority in the BOP or L'SMS as follows 

• i V FOUO) If the CHS is housed in a BOP institution, the appropnae authonty a far 
warden 

• i U Fold . If the C HS is housed ui a BOP halfwav bouse is under BOP boor d e wn a o n 
or is being monitored electiomcallv bv BOP the appropr i ate ambccin is the BOP 
community* corrections manager 

• l U POLO I If the CHS is m USMS custody and is bossed m a state or local faafev. far 
appropriate approving official is the hiehest-mkmg L'SMS official m that dianct 

(IS TOUO) If permission is denied or it is inappropriate for operational reasons to contact the 
appropriate BOP or L'SMS official the CHS opening conmuncaoao n*»! document the reason 
whv the approv al was demed or not sought 

(U POLO) Upon completion of the above the C A must follcnr the c oar delation and approval 
procedures set forth in DIOG Appendix C This process involves coosuhatiCB with the FBIHQ 
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operational (Bill ami tlir appi npuatr mill ami 4511 oval of (lir ( MS s o|M*i.ilioiial live hy 

DOT* Office of Infourmrnl t>|malions ((WO) 

7.3. (V) Stale 01 I w»l Prisoners. Probationers, Parolees, anil Supervised Keleasees 

(U'TDI TO) Prior to opening a stale 01 local prisoner |iiolialionri paiolrr 01 supervised irlrasrr 
as a (US the SSA musl determine vvliethei iibli/.mp. tlul per vm in this capacity would violalr 
thr trims and conditions of the prison’s meat cnahon probabon |iaiolr 01 supnvisrd irlrasr If 
thr SSA has trason to believe that ublisuip tlir individual as a ('IIS would vtolalr tlirsr Inins 
and conditions thr SSA (01 his 01 hn designee who nuy l»r tlir ( A) must obtain pilot to 
operating thr prison as a CHS thr pnmissinn of a stair or local prison pinbation paiolr 01 
supervised irleave official with authontv to giant pnnussion Ibis autlion/ation must be 
documentrd in the CHS’s file 

(U//FOUO) If permission is dented 01 it is inappiopnatr foi opetational irasons to contact the 
appropriate state cn leva! official the SSA (01 designer) may seek autlionzabon to use thr 
individual as a CHS from tlir stale 01 local court tlini responsible foi the individual's 
incarceration piobation parole 01 supervised irlrasr If permission is granted an SSA may 
apptovr the opening of the CHS 

(U TOUO) It should be noted dial the use of a state or local probationer parolee or supervised 
teleasee as a CHS will likely violate thr conditions of his 01 her status 

(U TOIK)) If an FPO is participating ui an mvrstigabon using thr CHS 01 would be working 
with the CHS ui connection with a prosecution die CA must notify the FPO attorney assigned to 
the matter pnoi to opening the CHS and must document die notificabon in die CHS opemng 

communication 

7.3.1. (l | Approx al to Release a State or Local Prisoner From ( ustody 
(U'TOUO) A request for the temporary 01 permanent release of a sentenced stale or local 
prisoner from custody to assist the FBI requires approval from the SAC and die appiopnate 
prison official or court If an FPO is participating ui an investigation using the CHS or would be 
working with the CHS in connection with a prosecution die CA must notify the FPO attorney 
assigned to the matter pnor to using the CHS 

(U TOUO) The criteria that must be addressed in die request to die SAC uiclude 

• (U TOUO) The length of tune remaining on the prisoner s sentence 

• (L* TOUO) The significance of die investigation for which the prisoner s release is being 
sought and the importance of the prisoner s assistance to dial investigation 

• (U TOUO) The prisoner s criminal history — ui particular whether diere is any history of 
violent crime — and his or her disciplinary record during die period of incarceration 

• (U TOUO) Wliethet diere are known identifiable or potential victims of die prisoner 
including trial witnesses against linn ot her or others against whom die prisoner lias made 
threats and if so w hether vvanung those individuals is likely to contptotiuse die 

inv esbgatiou ui which die pnsonei is expected to participate (Notifying known 
identifiable. 01 potential victuns diat die prisoner will be released may be required unless 
it 1% likely to compromise the investigation Consult the FO s victim witness coordinator ) 
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• (U//FOI J(J) ( onfirriuljon Out p*r< Aiitn*i\ will be taken w> mur ihM thr prisoner 

i mums in dir < (instant custody of Oir FBI or under FKI wifvrillwirr dumg Or rntwef , 
of dir pnvxirr s irlrav I hr SAC niwl adequately r Qy mwo n d u nne (hr 

mturty of Or CHS % irlrw 

7.4. (I ) BOP Personnel 

(U//FOUO) A teqursl to operatr a HOP m^loyrr to amrst in tmrvtif^lr.*' artrvily or providr 
in formation pertaining to a subjrr t in a HOP far ility require 060 approval Hciwrvrr OfO 
approval is not required to rondurl loutinr lotrrvirws of BOP prrwmnrl or to opm a BOP 
employer as a (IIS to irpoit on matins imrrLaied to bis or ba work with thr BOP 

(U//FOUO) Wlim OEO approval to use a BOP rmpkryre as a CHS is injured Or- CA oust 
prepare a Irttnhrad mmiotandiirn (LHM) re quest suitable for dnanmnation wvtfi a c over E C 
that must br approvrd by Oir SS A and thm vmt with an action lead w> Or appropriate nr 
Hi*' Hm iiiut must dim coordinatr with Oir appropriate opnatjonal tut farw w d tbr reqnrW to 
Oie OEO and notify Oir FO of the OEO s de< isico Tbr LffM request must arlutir 

• (U//FOUO) Tbr name of Oir BOP enjiloyer 

• 1 1 I'*' mi Fhr location and job title of thr BOP employer 

• (U EOUO) A description of dir necessity of umg thr BOP employer m thr 
investigation including alternative investigative techniques Our have brm trad or 
considered and why these techniques have not worked or bas e not been tried The requm 
must detail the activity in which the employer is to be en eared and tbr location and 
length of tune Oie employer would be needed Specifically thr request must stale 
whether the employer would br required to contact subject* s i or thr rriatr. es fnnxk at 
associates of subjects outside of the institution m cooorctioa with this tnvesbmcxm 

• (U POLO) The name of each subject of the mvesnptooa »d bn or her role mftr 
ctimefs) or organization undei mvesngatioo 

• i U EOT O > The security measures to be taken to ensue Oir BOP em pl o y ee • aim 

• ( 1 ' EOT O i The namr of the concurring FPO attorney if the CHS m hkrh to testify 

• (U EOL'O I Whether a job transfer of the BOP employee will be m et tun upon 
completion of die activity 

• i U TOUO i The way ui w hich die activity jeopardoes the BOP t apkmi s fanmh if 
applicable 

• i U TOT JO * The name phone number title and location of any BOP tn p kww sndh 
whom die matter has been or will need to be discussed 

~ 5 (Vl State. Local, oi Contract Prison Employees 

< L‘ EOL'O i SSA approv al is required to open star or local pnsoo employees or mdividuah 
contracted with state or local prisons as CHSs However individuals m Ons ca te g or y who are 
sworn LEOs must be opened in accordance with subsection 7 6 below 
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(U TOUO) Every U S LEO irraidlrss of his 01 hn patb« ulai assignment Jus an rthiral and 
professional responsibility to irport mmtnal activity oi nultns affecting nalintul security 
Therefore no U S LEO may be opened as a CHS llir only exception to this nde is that the 
SAC may approve thr operation of a sworn 1 J O who has agjrrd to irpoit on nuttns mvolsinp 
avil np.hts « public conuption within the LBO’s employing entity 

(U TOUO) This policy extends to sworn U S LF.Os employed ui the police departments of 
universities and other academic institutions 

(1) Employees of tedei aL State. LoraL or 1 rilial Agencies 
(U TOCO) If an employee of a federal state local oi tnhal agency has a duty to share 
information with LE as part of the terms of his oi her employment the individual should not be 
opened as a CHS .An exception to this rule is that the SAC may approve operation of an 
employee of a federal state local cn tribal agency who has agtred to report on matters involving 
cml rights or public corruption within the mdisidual s employing entity 
7.8. (V) Minors (Indisiduals l ndei the Age of 18) 

(U TOCO) SAC authorization (cannot be delegated) is required to open an individual under the 
age of 18 as a CHS The opening communication must indicate 

• (U -TOCO) Whether the minor resides with his or her parents or is legally emancipated 
as debited by state law 

• (U TOUO) If tbe minor is not emancipated whetlier parental oi legal guardian consent 
has been obtained for his or her use as a CHS 

• (C TOCO ) If parental or legal guardian consent has not been obtamed w hetlier consent 
can or will be obtained If it is not feasible to obtain consent from the minor s parents or 
legal guardian the opening communication must provide the justification for using the 
minor in the absence of such consent 

• (C TOCO) The potential nsk of harm the proposed operation poses to the minor 

• (U TOCO) The minor s cnnunal record, if known 

• (C TOCO) The minor s relationship if any to the subjects) of the uivestigahon 

(U TOCO) The CA must consult the CDC if there are questions regarding the a item foi legal 

emancipation 

(U TOCO) If the minor is emancipated or the SAC has approved the use of the minor without 
tbe consent of his or her parents or legal guardian any service or expense payments must be 
made directly to the minor However if the parents or legal guardian have provided consent any 
service oi expense payments must be made to the parents or legal guardian and they- must sign 

the payment receipt 

“9 (Ci Couuselois. Employees, and Patients in Substance Abuse Treatmeul Pi og rains 

(IT TOCO) SAC approv al (cannot be delegated) is required to open a counseloi employee or 
patient in a substance abuse treatment program as a CHS regardless of die nature of die CHS s 
reporting A court order is required before placmg a CHS ui a substance abuse facility or using 
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an rn^jlnycr «n 4 palirnl of A substance at nnr li cjtinnA far 1 lily if the mdrwiual H fnrnif to 
ptuvidr infoinution on thr rrn>liryres of or pjJirnts in with a prof? an i < vrr I tlr i 7 < o dr of 
Irdrral Regulations § 7 67) If thr individual is hemp opened to ot*a«n information urerlaird to 
his nr hn nnplovninil rnyiioyrrs 01 patimts in substance abuse trratmrnt pr opr arm a rourt 
01 <ln is not irrpmrd Hr type of information thr ( MS will br tasked to obtam however must 
br documented in thr ( MS s main fiJr 


7.10. (U//FOUO) I moo Officials 

(U//FOUO) An SSA may approve thr opminp of a union official as a CHS thnupfi HSRC 
approval or DOJ irview may br irqunrd if thr official is high Irvrl fsrr .) ^ ertion $ 

High Lrvrl Union Official CHSs and siJ/srt tipn 6 DOJ Review Prorrdurr for CHVs 
Requiting IX)J Approval If a CHS is a union official of any tank thr SA must advtvr thr CHS 
Out thr CHS remains subject to tiw irportmp piovisions of thr Employee Rrtumimr and Income 
Security Act (ERLS A) of 1974 and must not operate in a nuimn that adversely affects union 
affiliatrd pensions welfare and benefits Union officials are charged with specific duties and 
obhgations undn ERISA (r g duties related to letuemrnl benefits or other rnrotnr brarfits of 
union members) 


7.11. (1) Depai tment of Energy (DOL) Personnel 


requires the FBI to obtain prior approval from thr director of 1 
Counterintelligence prior to using a DOE employer as a CHS in a : ouutenntellieence 
uivrstigation A DOE contractor may br considered an employer to the extent that hr or shr 
affects DOF mterestwj^^mtie<JTi^iwmn^equest must be approved by the ASAC and 
forwarded . X- — 1" ^ seek DOE approval and notify thr FO 

of the DOE s decision The request must contain the DOE employee s 


• (U) Full name 

• (U) Date of birth 

• (U) Place of birth 

• (U) Job title 

• (U) DOE agency of employment 

• (U) Duty location 

(U) Thr request must also coutain 

• (U lulu > A description of the mvestigation and thr necessity of CHS s assistance 

• (U TOUO) A description of the CHS s anticipated activities 

"12. (V) Pei sound Affiliated \\ itli the Depaitment of Defense <DoD> iNot Including 

Joiut Opeiatious Willi DoD) 

(U TOUO) Tlie MQU titled C vx>rdiuatipii ot l o unteruitelligenre Manets Between FBI & 
POD (June 20 1996) tequues tlie FBI to coorduute with the apptopnate DoD aiuhonrv the use 
of DoD personnel as CHSs ui unilateral operations tnot joint operations with DoD) 
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(l)i TTM >0> IV drpirr of « ooidinaliuu irqiuird as set foith Mow will .Iqxii.l ii|mni tV 
position of dir individual tlir I HI wishes to ojirti as a C '1 IS anil whrthn llir piofxisrd usr ol die 
individual is Ivasrd ipw at irlalnl Ins n lin assoi lalion wilii IX»I> 

(U 1 Ol Ml IV CIX an«l oi (XX shonlil hr ronwltad In d r lrm nnr whrthn tin* |nofNisr«l 
opn alnii.il usr ol a nuliiai v inrinlm would nsk violating tlir ISnsr ( otiulaliis Ai l 18 U S (' § 
138S 

7.12.1 (V »010) Definitions 

(U> TV following definitions apply to this srction 

• (l’ TOUO) IX»D affiliated pel sonnel DoD active duty and teturd personnel civilian 
employers conti act ws and then employers active and inactive lesetvisls National 
CXvad mem bn s family members of active duty and civilian peisotuiel petsons tesidinp 
on m having official access to DoD facilities prisons mido considnation foi I>oD 
employment and fomin DoD employees and conti actors 

• ((J loin (.11111111)1111' IVSAtedangtoopenaDoDqrfBliaedfMnooMaCHS 
must request via an SAC approved E C that the Useel die uiput and concurrence of 
DoD pnoi to operating die uidivitfual as a CHS TV CHS nuy not V opnatrd until any 
identified objections by DoD have been resolved 

• (l’ lOCO I Militarv Department ( ountei intelligence Organization (MDC O): Army 
CountennteUieetue (Cl) die Naval Ciumnal Investigative Service (NCIS) and An Force 
Office of Special Inv estigations (AFOSI) 

"*.12.2 (l FOI O) C oncunence Requii ements 

(U TOCO) DoD concurtence is always required for active duty military personnel reservists on 
active duty and DoD civilian employees 

(U TOl'O) Fot all other DoD affiliated personnel 

• (V TOCO) DoD concurrence is required whenever die proposed FBI utilization of tV 
individual as a CHS is connected in some fashion vvidi die individual s DoD affiliation 

• (U TOCO) DoD concurrence is not required vvbetievei die proposed FBI utilization is 
not connected in any wav with die individual s DoD affiliation Howev er if facts arise ui 
die course of operating the CHS that reasonably uidicate dial the FBI utilization of die 
individual as a CHS is connected ui some fashion with die individual s DoD affiliation 
operation of tV CHS nuv not continue until DoD concurrence is obtained 

"12.3. (I FOCO) Concurrence Procedures 

• I f Ol O > TV SA must notify die l the need for DoD concurrence via an SAC approved 
EC semng out the circumstances of the request to operate the DoD affiliated person as a C HS 

TV EC must contain the following 

• (U) Full name 

• (l") Date of birth 

• a*) Place of birth 

• (U)SSN 
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SM HI I//NOMIKN 

fit) < «jfifidnitui Human Sowrr Policy < natlr 


• (l/) Hank/pi adr 

• ((/) l>dv potilwm 

• (U) Duly •HfAni/Alum 

• (V) Duly lm Mum 

• (U) Duly telephone nunim 

• (U) Inhumation ahout ehr subvert of thr invrstiMinn mr iudmg thr artr.iftrs nf tkr 
individual <* pjuup and anv establishment or odjrr af fill. atmrr <> g 'inaiul tmorwB 
intelligence and thr like) 

• (U) Hit anticipated ( IIS activities and tasking 

• (U) IV lesults of the < MS • < <-o*> tried baric pound tnveslagab on 

• (U) Thr FBI PfX and his of hrt phonr nimbi 

• (U/ MUD) A statement of whether Ac CSS's rmhtarv fmnmiVi » aware of the 
CHS s cooperation with the FBI fif so thr rumr of thr ommaodn and aotifiraboa tee 
must br included) 

I ! >01 O I [he ^niust seek concurrence from thr appropriate* Do D ratty aft act forth betel* 

fU TOUO ) When thr CHS is affihalrd with a null tar. department (* g an artrvr dun. 

smicrmrmbn a dependent of an act ive du ly service m rmbq or a contractor ampwd ■ tenet 

■ 

department pnot to initial me operational use of thr mdrvuhial Thr ^^|nm p rep a re an LHM 
to the DoD rants that contains 

• (U) The results of FBIHQ indices checks 

• ( l') A tequest for DoD concurrence for the use of th' 

• 1 U POL O 1 A lequest to be advised whether the appropriate DoD entity antes to 
participate in interviews or debriefings of the CHS and if so to designate a par* .-part 

• (U FOl O I A request nf deemed appropriate 1 that the appropriate DoD esttv conduct *ft 

own records checks on the CHS (see subsecogp 7 1 _ 3 1 . Request fot DoD Records 
Check > 

(U FOUO t Tlie ■■must advise the C A of the DoD response The C A must then upload the 
results aud am lelatrt documents to the CHS file 

(U FOUO » Ulien the CHS is affiliated with a defense component that is or* itself an raw. of a 
nuhtarv department leg a civilian enslaver of a defense ageoev a dependent tends member 
f suc h a civilian emplovee or a contractor assigned m direct support of the defense agrac-. the 
■■must contact the component s office of counlmnte 111 grace and or secunn as applicable 
The^^Jnmst piepare a cover letter to the DoD ranrv that contains 

• 1 U FOL O * The results of FBIHQ indices checks 

• »l ‘ ! tu.ii the appropriate DoD raws conduct m 

own records checks on the C HS < see subsection 7 12 3 1 below l 
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SI < HI I NOIMKN 

(U)< rtitxlnitvil I Inman Sinai r INilii y ( iuiilr 

(H 'TOl O) IV HHnnist nl\i*r dir i A »»l IV DoDirspnmc IV ( A nuisl tVu uplo-al tV 
irsuhs and an irRt«T document* to tV I I IS lilr 

7.12 VI (I IOI O) Kf^anl Dm DoIIKmohIsC hnk 

d 10l'0)\l Vu submitting ir.|iirsls Ini . on. nun* r to IV*I> ml to lb l*>l> 

Ml M » > tn I •tiq»«iN-nt l I m vi aim .»ll<« i in ml. m il IW ard< li< - I. ni|arsl (c | I.n il m l 
oflh. ill iMivmirl tiles) In su nUin tin- rsislrm r of iinnf>j|in\ uilniriialitwi mi llw |nos|m*< live 
CltS whu'lt nu pin « onbam.li. air usage of dial individual as a ( IIS All IXiO eiitily m mils 
dieck tnlmmalaai |in\hinl to Uir^^Jntusl b. sent lo tV irqurslmg SA and nmsl V sei iall/r.1 
into tV CHS file 

" I2..V2. (I 10( 0) \d|u«ln ation Procedures 

l\ 1 Ol 'll) III tV rvnil of a disapirrmnil hrtttmi llir |^^|im<I I Ml t< udtftg >|>< t ttOB "t the 
ills tV^Hnmsi <n.k. c\ < i \ < n. mm.' i.v,.k , i in hsagmuam dtb lowed level poniMi 
Hi i .I.-. .- h . nary to *. brve ■abafia to) icoofatiao 

it TOl'O) In tV r\ml dul a irsolution is not achievable llio notify tV AD olTV 

- mist comniiuiicalr with the due. t. >i m . .minun.ln .-I tlie lespertivr MDCOwittm. fit e 
working days of thru inability to trach a satisfactory irsolution 

(U TOl JO) In tV event that dir nuttei is not trsolv ed at the AD level the nutlet will V 
retimed within ten working days after mousse to the l ndei Secretary of Defense for Intelligence 
and l he EAD Intelligence Bianch TV Intelligence Blanch EAD lias final decision uukuip 
authority on the nutlet including caveats placed on the DoD affiliated person s operation as a 
CHS 

M.V (V) f ugitives 

(U TOl O) A fugitive is an individual fot whom 

• (V TOl'O A federal state oi local IT: agency has placed a wanted record ui the FBI s 
NCIC (other dun for a nonmoving traffic violation) 

OR 

• (U TOCO) A fedeial vvanant has been issued 

AND 

• (U TOl’O) An LE agency is willing if necessary to seek extiadmon to its jurisdiction 
(V TOLO) A known fugitive nuv not be opened oi operated as a CHS and a CHS who is 
known to hav e become a fueitiv e must be closed 

(IT TOUO) An SA mav conanuiucate with a former C HS who is a fugitive onlv if eithei 

• * l* TOl'O ) The communication is approved in advance bv the SSA a superv isor of am 
federal state or local LE agency that has a wanted recoid fot the uidiv idual ui the NCIC 
and the FPO in the issuing district if tlie warrant is federal 

• (U TOl’O) TV communication is not approved ui advance but was initiated bv tV 
fugitive or is part of a legitimate effort to arrest the fugitive ot convince tV fugitive to 

turn him- or lietself ui 
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S» I Kt I//NOI OVN 
(U) CooMmtoal Human V**ce Mir y f 


(I J//FOI JO) Ait SA who < Ar% wrfh a fufjtivr ( HS m rtfarr of farm ****** r-, amt 

inimqitly ff*|joft l hr < imninum Mum tit litr SSA and thr jppropt>.*s federal MMr or ** A ! > 
agnw y that lias a wanted ircnfd hx dir individual »i thr NZ K '"hr SA mg* far «-<nt a fer 
CMS % mam f jjr tlir < unmiunn Mum dir t «' wnAmt es under wWti dir f MMNrim war 
initiated .qijuuvah Uut were <4 darned <n a MArmn* diA no approvals were >A*mrA mi far 
entities to wtirmi tiir < itnmnuni Awn was irprirled 


7 14 (I ) lUegal Alien- 


(IJ//FOUO) Srr Sec Uop V hiuiap? *tum Mm trr 

7.15. (I ) FotWf I HI F nip losers and Pnvn Uitb a Prrirtt nr Iwavr KX**»< 
With an FBI I mplmr* 


(U//FOUO) Prior to opening a former FBI employer or a prneri or farmer spr»%f 
other of an Mil employer as a CHS the squad supervisor proposing far ofmmw c 
the SAC and document in die CHS opening comnumration a detailed cuctofiraCaoi 
die irason why this individual requires the protection of the FBI’s CHS program - 
SACs approval (this approval requirement may ixrt be ddegaledj AH a 
former Fill employees and the spouses or significant others of FBI e 
asCHSs 


’ jpenrd 


(U/fFOUO) SSA appioved payments to an individual to one of the afor^Turatiaard -jArmnm Mr 
restricted to reimbursements for expenses incurred m daect support of an ar.ettigafton and 
relocation expenses if justified and necessary C ompemauon to these mdr.iduak far the* 
services as CTLSs including lump sum payments must be approved by die SAC 'fat* approval 
may not be dele gated) The C A should consult wdh the CPC wh o any cn a l rr wtfa fat wtfam 
HhrH V" ' YI/V”'.' | | 

aw cement shoul<ni^ise^^^iIi^m^B^^^^rtor^^p»^patinF m the conduct of far 
investigation must be consulted regarding these payments 


(U/TOUO) Opening a former FBI employee as a CHS m order i 
contact or operate other CHSs or sub- CHSs is not pemnned Generally doing to m order far tl 
former FBI employee to work or continue to work m an undercover capacity m m FBI 
investigation is also not permitte d To deienmne whedier these mdmdiafc a y at aa 
undercover capaatv contact the FB2HQ For 

more information see •* ■ - ;■ : -j Undetrosa Qperaraoo 



".16. (V) Current oi Forme i Participant* in the Witne-s Secants Program WsP. 

(U TOCO) See subsection S j Cse of a Current or Farmer WS? P a rnapad at a CHS 


" 1 (V) Members of C ongi ess and Theit Staffs 

(LI TOCO) A request to open a member of the U S Congress or a U S Canoessaonai szaff 
member as a CHS requires the following approvals ' which mav aor be delegated and 
notifications SAC and operational division AD approval operational branch LAD approval 
noufic ation to the AD OC A and notification to the If the C . 

approved the operational division must consult DOJ s ?ubhc Inrgnrv Section • PINS » far 
guidance regaidmg tlie Speech cn Debate Clause 
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SI ( Kl I IMOIOKIS 

(1 1)1 onlolmlial I Iiuiuii S«nhi r IVilu y <>ii«k 

T 18 (I 'I Whttr llniivr IVi \onnr1 

(11//KWJO) A irqimt k« ojim n rmplnyrr n inrmlw-i of dtr Wlitlr I Imnr IIS 

irquiirs SAC appunal anti notilu alum to tlw npn annual I* ant li I AM oftnahnnal (Iivihhwi Al) 

■ i (pnMriaM aiwl 11 MyBMfi«dFBIMQ official Ium 

qnrvtmos tn < one om ir*>uibnr lh^7^!lunM*Mh^niS Iw *" xIm* xIhmiM i nnlai I I|h- SA( In 
irs»>l\T fhr t*«ir llir a|>|*io\al may not l«r itrlc-palnl 


" 10 (11 No I oMifii Poke > Obfretlon SlilfOMl 
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(ID Confidrntul Human Souicr Polio Gtndr 
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SIC Rf 1 >OM»KN 

(U) ( onfxiniU^J Human Souirr PoJity (tU*Ar 



60 

si ( Kl I \oroKN 



StX Kl I NOIOK> 



62 

srt Kf T NOFOR\ 



SI < Kl r//N()IORN 

(l !) < niifidrntial IIiuiuii Notinr Pnln > tiuidr 

(I ) Immij’i Ml ion Mullers 
9 1 (I IOI O) ( II Ns In (hr I nil*! Stain III. galls 

(l J TOCO) The I HI must initiate piorrdum to IrgitUTHTT llir inuuipiation status of a CIIS wlm 
is known to hr in Uir l >iutrd Stairs illegally lilts sslton ilrtails the requirements fin njmiuip 
and closing CHS* known lo hr inlhr l liutrd SUIrs illegally and Uic |Morrsscs available Inin 
tlir OHS s HI and 1 'nitrd Slatrs t i1i/ni\liij» and Iminigiatioii Soviet* (1 ISC IS I and Uiiougli 
the CIA fen acqiunng legal inittnm alum status Itn m delaying Uir deportation of those CHSs 

9.2. (V) Requirements for Opening. Opeialing. and ( losing 

(U TOUO) A CA nuv opru and opnate an illrpal alien as a CHS with SSA al I lowrsn 

thr ( A must rrqurst an ad|usUnmt of Uir CHS s status llunugh onr of thr |»oc ediurs srt foitli 
in subsection 9 t below no mote than 90 calendar days afin the CA deteimines fliat Uir 
individual is ui thr l Jmtod Starrs illrpallv Tins piorrss also applirs to a pirsiouslv opened ( I IS 
who loses his oi hei legal status The request foi status adjustnmit must he documented in Uir 
CHS s main file 

(U TOCO) Although an illegal alien nuv hr opeiaini as a CHS while a irqnrst to ICE to adpist 
his oi hei legal status is pending thr CHS must hr closed if ICE dmies thr tequrst IheCA nuv 
irqurst thr intncrdr with ICE hradquailrrs to reconsider Uir dnual hut 

must not iropoTuK^poat^Ii^ HS unless notified by lii'HH" 1 "Tiling tlut ICE has apired 
to adjust the ( HS - mill imi.it ion status l( ! s do imou must lv documented in tin- ( HS fife 

(LV/FOUO) If a drtnuuiutiou is uudr to close the CHS and tf Uie CA lias not irquested legal 
sums on behalf of the CHS then Uie ( A must refei thr nuttri to ICE to eooichnatr a irsolution 
of u»r c HSfc immigration sums (r p deportation) it tin i A hasakeady initialed .» request t-- 
obum legal sums on behalf of the C HS Uir C A must contact wluch must contact K h to 

coordinate Uir termination of those proceedings 

CU TOCO) Thr sponsoring C A is responsible foi C’HSs who luve received legal wumgiatiou 
sums The CA must make reasonable efforts lo ensure tlut these CHSs do not violate any U S 
laws while thev are in Uie Ctuted States 

r TOUO)If an; tHegal then < HS is de t enu med to be tmre h a Me oc no longer suitable fi 
as a CHS the CA just close him ot hei and notify the mm wilting of the individual s status 
and location The notify IC E headquarters to teiiiun.iir the ( Hs s adjustment of status 

as appropriate The C A must also notify the local K I ofkt of the C Hs s status and location If 
the CHS s location is unknown the CA must work wtUi ICE to locate the individual 

9.3. (1*) As a liable Pi ogi arns for Acquit ing Legal linuugi atiou Status for a ( HS and 
Delaying a C HS‘s Depot tation 

(C TOCO I Pnot to initiating am tequest to obtain lepal status foi a CHS Uie CA must contact 
Uir ^^to detenrune whether the C HS is eligible to obtam leg.U status and if so the best 
piocess to eniplov 

9.3.1 (l*) Significant Public Beuefit Paiole Piogiam 

(U TOCO) The Significant Public Benefit Parole (SPBP) is a temporaiv measme used to 
support LE efforts bv providing a legal mechanism for inadmissible ot deportable alien CHSs 
witnesses, subjects and defendants to be present in the Curled States to assist with ongoing 
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SI t Vi I//MHOHN 

(I 0 < ^nUrnliil I fitfiun tm> e Kd* y ' *«Hr 


iiivrstigalifMis and prov* i if it Mr^ im engage in (Ain activities nr* esury l#, pr'MA' 1 uMhhuI ** 'irrty 
I Ir |ui«>l* allows an iruilnimiblr alien to k- gaily rnlrr '* irnun in tV ' nrtrd 'lfJn bamm tfin 
l« i ii« I and iif mmi irqurst may aJkiw l)r issuanrc of work aAipm/Miun If tV abm m efr gd dr 
fiM a visa im j luMifei i tossing • 41 if OK (') dm o\Avm nsisJ br runsidnrd hr* before appCnnr 
Iim Mill’ 11 m SPBP will m«( uMifn 411 y inirnigraiinri \Ulin an Ifr inarfcrnssjlitr alien 


(U//FOIXI) IV l>IIS I lomriand Security InvrMtipptiom flfSf) 1-aw I jifmt mart Parole ' on 
(I.I.PU) fhn rafter irfrrird to 4*. Ifli) n tV authori/mg apenr y frn tV SWiP and deferred action 
f»rr ‘.ubwctimi 9 1 I )rfrti rd Action Plow am ) programs (cm ail IV> <enirm and it 

governed by U S Immgnlion Law I ill*- >t < <*ir of 1 rdnj Kryptoom f .71? S Paroir of 
Mm r into d> < Med SUIrs ■ ^Blar iliUlrs tfir ' oordiruMion b etwe e n ir FBI and ICE 
Id I.m lliUIr 4II SHIP 4Jw! <fr|i^^n*^^m5^)li' aluMr. <<n of l)r I Bf 


1 1 1 QUO) routine an SHIP mpMl and deteoMr dr type of SWf 

C HS is qualified and till' procedures nrer .c y tlif ( A should review the I 
current ajcplu alion pn* edinrs 4tid < onUri ^^Jwidi am questions When d 
wliedirt to submit an SPBP injurs! thr ( A Jiould br aware that 4 CHS * 
rsprriallv if it includes cranes of vtolrtirr may cause Iff to deny 4 request 
(U/fFOUO) An SPBP recipient is thr responsibility of tbr sponsoring FO TV CA muat take 
reasonable nrasuirs to ensure tlut the CHS dors ocM violate any U S laws while bvuf n thr 
1 niled States If thr ( A reasonably helieyes that thr ( MS has engaged m UIA tV CA awl 
notify HHH and ^^^iinist notify ICE to determine what action must V taVr^^thrrmwe 
when kcBs S asmtan e to the FO has hern rcmplrlrd the f A oust notify ^^Hand thr 
li x .*J l< i office and if necessary work with ICE to locale the CHS ■ 

legal status fot thr ( HS following lus or l>er assistance the CA should rontan 
(leterniine tlir c ununstanres and niter 1 a that permit this to ocoa 'See in wiwecl 
Visa Program and subsection 9 I S Public I-aw 1 10 Program ) 


9 . 3 . 1. 1 (l ) C ONUS and CX OM S Eliebibt' 


(U TOUO) If die alien is not in the United Stales and is otherwise inadmissible die applicable 
immigration program is the SPBP 

(U' TOCO) If the alien is cunently in tV C nited States without legal sums SPBP mas stall 
apply Eligibility for SPBP depends on the alien s immigration record and bow V or she entered 
into the United Sutes If the alien entered without inspection and was arm subject to removal 
(re deportation ) proceedings then the alien is eligible for an SPBP referred to as a parole n 
place under which the alien is not f repined to leave the country and ter me r TV alien will 
receive lus or her I 94 ( the form used to track amvals and departures 1 from thr local ICE office 
(Ui‘ TOUO) If die alien is currently in rernen al proceedings or has ever been previous)*, mac-.ed 
die agent must apply for deferred action If the alien was previously legally admitted to tV 
United States but is now without legal status (re a visitor visa overstay* tV agent must apply 
for defeited action 


(U TOUO) The alternative to deferred action is to have the alien yoluutanh depart the United 
States and fot die agent to apply for SPBP to have the mdmdual paroled back into the :ountn 
Upon patole approval the parole travel documents can be obtained from the ICE representative 
at the local U S consular office and then die alien can reenter the United States at the port of 
entiv specified ui the SPBP application form 
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(1 ( otdidenti il I Inman Soon r IV*ln y ( <iml) 

•..VI l (V I Ol O) < .ran al < onwdri alums 

• .VI. 1. 1 (I'M onliol \grnl 

(U HU'O) ICI trlnv to tltr agent ictpnmible lot llir alien as tlx untml agrnl " I in tin 
purposes ol litis sn turn tin < otiOol agent is llir t list A irguwhn tin SPBP 01 Mbnd m Him 
*nl ran be changed at any turn- hy notifying wlin li Mill llu-n iiotils It I ol tin t hangr 

(U//FOUO) 1 1 min both tltr SPBP am I deferred artian |«ngiams it is in^nnUiil lot llir control 
apnil to lUkViMakl his w I in tesimnsibihlies Hit C A must takr irasonablr stqis to nisiur lliat 
it Aw ■ not vtob fn iht I— Mhnun db ftalaMlnanbldy report ag m l al 

tlvr li I in to in, I .sv.liini, with It > toil,. 01 lm i niH<\ al l In i mitiol tgenl must 

exon isr ,lnr diligentr to msmr that llir alien voluntarily nts thr l mtrd Stairs in is 
transferred to ICE custody at thr end of thr alim s parole ot i oopetalion 
9A1.2.2. (1 “) Multiple I nlnrs 

(V TOUD) A CA sliould roasidn whether tlmr is an operational nml hn thr alim to Iravr Uir 
country and irmtn In thr SPBP program an a prut may trqursl lint thr patolrr hr allowed 
nmltiplr rntnrs into thr United States dimnr thr paiole penod In thr deferred artioti pi opt am 
an alien is not eligible lot tenib \ into tltr l anted States If the alim in (he United States is not 
eligible bn an SPBP paiole in place Kit needs multiple mtiies thr a pent should ronsidet 
applvmp tm SPBP with multiple entiles and have thr alien voluntarily leave and irentei al a 
designated port of enti> 

• VI.2..V (V) Dependents and I a mils Memhets 

(U TOUO) I anuh mrmbeis or oilier dependents (t e derivatives) may be patoled only undei 
extraordinary curumstanres such as lepitunalr physical thieats to tliose individuals Hie threats 
must ly dearly documnited b\ tlic^^Ui^dcuilriKhi^^ r.smeiil An example of a tlurat 
assessment I JIM is located on thr HHHHIHHHHH Multiple 

n anted to family member. ,*i tlirv air generally paiolrd on thr 

basis of the threat assessment and leasing the United States is inconsistent with safety concerns 
(U TOUO) "Derivatives are patents spouses and unmainrd childien under J1 years of age 
Odiet fanuh members such as siblings married children nieces nephews grandchildren 
uncles auriis sisters ur -law brothers in law mothers in law and fathers m l a\s will not be 
considered by ICE for parole The requirements fot dependents to seek legal status ui the United 
States are under the S \vsa program 

9.3.1.2 4 (l 1 1 mploMneui Vutbon/atron 

(U TOL'O) .An alien granted SPBP ot deferred action is eligible to tecetve an employment 
autlronsation document allowing him or lier to work legally in the United States Dependents and 
family members are also eligible fot employment authorisation The indication of a need fot 
employment authorisation should be included ui the initial SPBP ot deferred action request and 
ui ans subsequent extension Upon approval of the parole or deferred action the contiol agent 
must submit an I 765. .Application for Employment Authorisation to his or her local C IS 
office with the SPBP ot deferre d action lettei and the corresponding fee which must be paid bv 
the C HS Agents sliould contact assistance with tlus process if needed 

9.3.1. 2. 5. (I TOl O) C oiifidcnn.il Huin.iii Soui ce C ooi dmatoi 
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M * HI I * ;H t 

(if)* oofideofcal Mitfrutt Vwr Prjhry tawfo 

fl J//W JOO) 'Hr ( A should 1 oordmalr with thr f 11V m bn or her PO wlrn vrfx'x’tor* an 
applnalum hn Sl’ItPr* drfrirrd aruon In addition dir < Ifv sltouM t*- rn*fo aw ** 'X £1 
imrwals rxlrmiom tn ruination'. uinli and any at >rr ugpifW a* 'hatpn m dr -"Mm of iw 
alien Hr CniSC; fm* lions *. *1 m^iortant PTX brfwim dr JO 
9. 3. 1.3 
9 3 M I 


(U//FOI *h Sperial PuMu lUiHfii Parole Picue- 
(IWOUO) Ki <|«i«" l 


mo 

Jr 

afar 


(U//FOUO) To tr quest an SPBP (hr CA nan > nnLart dr SPBP prof^a 

BP applu atwn and to am M mdr caaptoKt'aZ 
l«»(o<ol .u*l I Ml f join v If thr request don not merl dr rrOrra |^H»iKtoaiiraf 
tlr requesting agent and provide tlr appropriate guidance Owe (hr irmptato u /w^irV 
request will lx- fotwai (fad to I I PI at K I for approval It typw ally take* fat* to «M 

receive 4 dec am fiotn ICE If an emrigenrv parole h orrdr d Me far rxtoy to 1 m 
United Slain within 72 hours; dr (A should contact m fatal Comma aad Boris I 
KX to facilitate tlr abm s entry (if possible; Thr SPBP irqur* rnusf aiv. he 1 
oidn to rrcrivr approval (m thr aim to remain m thr (Anted Stain after entry 1 
CBP 

9.3.1. 3.2. (1//FOCO) Apprmal 

(U//FOUOJ When ICE receives an inrtial parolr rrqurst it sends a Vxre of Rrqarvt /NO* ; to 
the Drug Enforcement Adnnmsuation (DEA; (hr (.'SMS HSI and thr FBI / SOR adscr*. 
each agency that a parole has been requested for the individual and reqnetk each atnrvto 
conduct database checks and concur or object to thr parolr Once ICE )m a c tw el far rarik £ 
makes a deternunation on the parolr request and norifrs^^^^^^mort aotxfv far 
requestmg agent of IC'E's decision 

(UEOUO) After ICE approves an SPBP a Mandator^Hackmg Requremea r MTR krro 
winch contains die details of dr parole— is sent The form s h am far leari* of d* 

trim for which the parole is granted (typically one vear and the appr ov al ofmofatrnfKto 
such as employment authorization multiple -entry parole and sdert paroles 

(U 1 EOL'O) After receiving the MTR form U^nust provide thr form 10 far consol neat 
The control agent shoujd make several copies of the MTR form because it is mei to report ran 
departure arrest and am other status changes The MTR abo pr ov ide s —ftaefa— aprifaf 
1 rquuedreportmg All teporting should be sent (breeds to nhdi mM fc n u ri S to 

ICE functions as the sole POC for ICE fLEPUl tberefor^geoa should not caotocx EE 

(LEPU) dtrectlv 

(U EOUO) ICE will assign an International Affairs Office (LAO' number tc the parotoe Ail 
future communications to FBEHQ regarding the parolee should r efe ieace the LAO case a m ber 
which can be found tn the top right hand corner of the MTR form The nu mber a far me a ns trt 
wluch ICE tracks all parolees 

(U EOL'O) Foi paiolees outside the United States ICE will send an 
the IC E attache if there is an ICE presence m that country If faere a 
country where the parolee is located ICE will ensure that a cable is 
specified in the SPBP template The authorizing memorandum or 
receive travel documents to entei die United States ICE will also 
memorandum to CBP headquarters and CBP will then notify the dr 





66 

SECRET NOFOR.N 


SI < HI I NOIOKN 

(\l)< onlnlnHial Human Stxatr IS»Im > (iUmIt 

author i/iiiv nuimx . iihIuiii witilm ( IIP nl thr lunr of llx- fMiulrr llw ilrv^ulnl pm I «»l nitty 
ml (hr itpri tnl date of amv al 

• VIJJ. (1 1010)1 \tr*»\x»n 

(I In ninttOMl pmpaw tii pwlwl ini um m l lw I mini Stairs hryniMi tin 

Inin of |uio|r a trqursl lot ir paiolr should U siiUmllrtl i>'^^^Hu-.inr the SPIIP alion 

form hAejHkftahnfa dvirpnlrmp si tin o*rnt mu.i i-unuii m~i u. .1 mi 

summanring llir patolrr's rnopnation ovrt llw past vrai ml mioiiiulion .tUnil .uili< ipalrd 
m ti\ it\ (iho dors ikiI aj*plv lo paiolr requests for itqwuilaiits oi paiolcrs) Rrqursls ilul 41 r not 
updated will not hr pnwrssed Ihr irqurst should hr Mihuullrtl 4l Irast 10 days prior U> tlir 
rxpaahon dalr of thr SPBP to allow lunr fat It 1 appiov il It I niav limit tl*** ninultri of 
extensions granted 

1.1.1 > 4 (1 I OlO) Vgenl Responsibilities 

(IWfFOUO) Chang* of Data of Entn 

(U TtHX)) IV C A should msiur that thr paiotrr mtns llw l ’mlrd Slalrs within <0 days of thr 
dalr ou thr M I K loun II mti\ mt. m ill Iw dela yed hrvntul IQfe w tel I 

must send an MTR form unhealing thr new proposed mti\ dalr 1. 1 that 
provide llw notify atron to It I lo keep ihr SPBP ■ imml Absent It I will 

trrminalr thr paiolr and no travel documents will hr a\ ailahlr to thr painter at ihr issrung post 
(V FCH ’O) Chang * of Issuing Post or Port of Entry 

(U'TOUO) If dwir is a need torhange thr isstung post 01 the port of entry after thr approval of 
tlw paiolr thr t A must notify r rn.nl and iik Itule a itislihi at ion lot the change In 

addition thr C A should contact tlw l egal ui the country where thr parolee will he travelme to 

secure the Legal s assistance 

(IS FOl'Of Tmstl Docum*nts 

(U TOUO> If the parolee will be arm urg at a non-border port of entrv the CA should advise ihr 
parolee to obtain tlw documents auxhonzuig travel to tlw United States from the issuing post 
Usual I \ the issuing post ts the U S Lnihassv C onsular Sectioa for tlw country from wluch the 
parolee is traveling The paiolee must bring four passport sized photographs and rdentitv 
documents to the interview at the issuing post It is important to advise tlw parolee not to ask the 
Consular Section for a visa, he ot she should request travel documents to the United States 
pursuant to a parole The travel documents consist of an I -SI 2 form ( Authorization for Parole of 
an Alien into tlw United States 1 or a letter autlioiizmg tlw parolee to board an aircraft bound for 
the United States After tlw parolee receives tlw travel documents lie or she must travel to tlw 
United States within seven days as the travel documents expire seven da vs after issue 

(U TOUOl If arriving at a laud border port of entrv tlw parolee does not receive travel 
documents from an issuing post Tlw paiolee must present his or her identity documents to the 

CBP at the designated port of entry 

(V FOL'Of Port of Entry 

(U TOUO) At the port of entry CBP officers will review the parolee s trav el documents 
coudurt treords checks and issue and stanq? the 1 94 form 1 Ann ai Departure Record I Tlw 
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K I or# far <ft*r <* Aw 

» Ir dflr Ar pardwr n«r 


i i>iy ttortr (u far 
ttavin Arv 


*.M Kl r/S#H #fV*- 

(l/)f '«iMrrrt«aJ I hmium r PrAm y t *mtr 

( A siuRil'l inert I hr |>a«»lrr jt dr p(«l of mhy «rf ftwir Ourt Air jraotor rr- -s at far <* / jnf 
•Uli wlnr lir in shr will rrwidr wtoilr m tfr I irwlrd SUn 

(I lllhfHIO) Hmfxirl of Dot* of Fntry 

(I J//EOIXJ) A fin dr paolrr ram-. 

M I M l .iiu «j»l v ml iIk ' 
paolrr- mined dr 1 mtrd \Ulr-. 
lir I -mtrd Sum. 

(IJ//FOUO) < hanyn of f ontrol Aymt iCA) 

(II//EOUO) lir agrrit injurs ting dr paolr is fry default (hr C A aid i 
paolrr aid all MTK repotting rrgadmg dr paotor If (hr f A nmh If 
irsponsibilitirs u> aiothn aprrit I r or shr rmisl m d dr MTR (on to 
t liaipr of rontiol agmt 

1U//FOUO) Dmpnrturn Hmioval and Atnrondmg 
(U/^FOUO) As noird rain it is (hr contiol arafi inpnnsjbiltfv ton 
rmiur (hr drpatmr or rrrrwr. al of lir paolrr aftn (hr paotor ha* ha 

< oopnation with dr FBI If dr paolrr dr-pats .cduntanh dr ran lad 
drpartuir on ihr MTR form If (hr paolrr dors no« drpati a trxfumrd 

< oofduutr witii dr loc al ICE Enfotc emrnt and Rrmoval Operation* 'E 
paolrr aid take dr indi'.iduaJ into custody for irmcr. al prorrrdmp 1 
nolr dr fuiir aid contact tnfurmatioi] of dr custodial XT agrnl and tJ 
custody on thr MTR In tlr r-. ent that (hr agent has rwnwl dur <hfce 
dr drpatuir ot irmcn al of thr paolrr thr a prat should send (hr MTI 
tlr efforts lo locate dr paolrr and that thr paolrr has absconded Thr 
cootdmatr m ith thr lot aJ ICE FO to have an ears pl aced ■ ICE s TB C 
that entry must hr sent along with thr MTR form 
change in status 

fV FOVO) Violation of rh* La* 

1 1 1 1 > If a paolrr is anesard or is known to have vwltord thr 1a* 

notify sending an MTR form with the arrest information or vt 

also follovy dr procedure in Srcti.n ! Couhdmtui Human Sourer P 
Unauthorized n legal Activity If thr FO supports ccaonumg thr pash 
request continuation of thr paole tn an LHM that documents thr cacua 
dr current statusof au\ prosecution and ot nracerabaa and prc-.idrs j 
continuation ^^Jmust notify ICE of the arrest and preside thr 
the request to contimr dir paole If thr C A does not reqnrst coal 
paole will be Terminated aid the C A must coordmaar with the lot 
of the parolee 


> 8M0 doc 
□abol apart should 


I a p a rt thradd 
Ar padres 


■ M«rtp 

t 4nM 


arose thr roattoi apart taootf 
a z jDxSUncrs of Ar ares: ato 
idrs mst i f ka ttoa for (hr 
■apparoot iomaenman and 
juaocc ot Air panto thr 
ii ICE office Un Ar mo* at 
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(T » SitoBt Patolr 


(V TOUO ) A silent parole is requested when Air catpoi agent wants thr aim to appea to he 
travelling on a nsa o en though the aim is actually paotod mto the ’ oped Scam Three are 
tw o types of silent paoles witting and unwimng Aa exampto of a witong wlep panto m 
when the CHS knows that he at she is Snug paroled a hot Aa nwfcvtduai nred* » appea far 


SECRET NOTOR.N 


SI I HI I NOI OHN 

(\ I) ( t«\lklmlul I Inman Sum r IS»li« v ( •uklr 


srumo *<< h <\ r nitnnl i«i a \i»a An r sample nl an mmillmi' silml pamli n wlni 
thr «)>nM wishes to lusr a pm tmnu (i r I *fcr ) \ tv* issued In a siil.|«-< t who mmll itflm wisr lir 
trfn trd Ka a viu or lot mtiv «»l I*' luvr him m hn |un>lnl into »l*r I >tntrd Siaks Silml 

ftmk W 1 '■ i PMiX d 'Mill i> i DOMHl 11 li«fM mdniP ka MM Mri m 

kilnil paiolr shontil mnlact ^^Hlui fmthn cun lain r It I nuy liniil ihr usr nl willing silml 

pmulrt 

• t; (t > IVfriied Vi lion hAfiim 

(l t T Ol XI3 A.* dm ussrsl ratlin an alini mho t* i mi mil s main pomp m ha* cvn main pour 
h l irmox ai m dqsMtatino |a«a rrdinpx. is not rhpbtr lot an STOP An alint who nitnnl tin* 
l mini Si air*, with mspnihai hut u now without status n also ihiI rlipihlr lia an SPBP 
rhrtrfrar in miln lo lUili/r da- alini a\ a t IIS m a witness lla- (A mi art trqursi a ilrlnml 
action hum H I fm lhai |rmw lla* altrmatixr is to lu\r lla* alini xulmitaitlx ilrpail lla* I 'mini 
Stairs ami srrk lo irmln vsilli an SIW 

(U >Ol Xl> l tain ihr .Irlnml a« lion prop am an alini is not rlipiblr fta icmtiv afln bavrlinp 
outudr thr l hilrd Stairs rhr C A nu\ howrvrt inquest an a<J\ aia r paiolr xslm li allows Uir 
altm to irmtri thr I'nilni Stairs if it is npnattnnally nrtrssaiv fm lla- ahm lo Uavrl milsalr lla- 
I'mlrd Stairs Ihr adsanrr paiolr must hr ohtamnl poor to thr alini drpaitinp tlir l 'mini Stairs 
Aha' an ahm nuv hr pantrd work aiithon/alton whm a drfoird action has larti appimrd hv 
K t If thr ahm utlnais to wmk ui the l iutrd Stairs while main drfmrd artion tlir ( A must 
trqurst nmplovtra-nt authorisation appinxal in tla- initial application aiai m anv irqursts for 
mtmsKai 

a.’ TOlX)> Fta itaar mfcamation on thr ach ancr paiolr srr sylraslion 2 13 Advance Paiolr 


1 1.2 I (V> Autbontx 

(l! >'01*03 Drfmrd action is an admuustiativr imirdv of thr last irsort to drlav an alim s 
innoxal fiotn thr Imtrd Stairs Drfmrd action dors not confn am unmipation sums an 
aim) or air any de fe ct in tnuiueiatiun status fta any purposr In additimi drfmrd actual dors 
not pen ludr ICE 6 can comnrncuip icmoval piocreduies at any timr against thr alim For thrsr 
reasons drfmrd action should not br irqurstrd if anotlin tvpr of adnumstiatixr i nurds such 
as thr SPBP or an extension of voluntarx drpamur is availahlr If drfmrd action is wanted 
Ihnsr.n K 1 hasthr discretion to pan ' k mthonzahon PO I fee 

guidance ui serkinp drfmrd actions 

(Vl Request 


(U >01X3) ICE pobey and ptoerdmr for teqursdiig drfmrd action depends ou sex nal fattens 
irv ludinr thr alien s custodial status jodthrK E FO in which thr alien irsidrs If tlir alim is in 
K E custody thr armt should coutact^^|foi tl«- ptoerdme and domments fot processus 
will) IC E ERO It tlir ahm is not cuiientlx in BOP oi K F custody tlir drfmrd action must hr 
trqurstrd hom and appioxrd In tlir \ \( of fee lot xl DH^iSI FO Because HSI FOs usr 
dillnrnt team and ptoerdmrs tlir C A roust contact drtmmor tlir apptopn itr 

papmxoik and proerdurr 


•-J. 2 .S (V).Vpptosal 

(U TOCO) Whm 1C F ERO approx ex a drlmed actiou it sends a lenei n>^^^iiont\un?| 

fe-t liar apple-. .u Mmleaffe md coradta 
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SM ft I SifU/pr- 

(tf)( ififedmliaJ Hwiun Kumrr Pntmy '«wV 

tiilhrKT IROdwriO* in lit*- |iMi\d»«1i»*» wfinr Itir Jwi> it «ra»< er J*rd Afert m 
drfmrd « lion k»i* « dir lo* al W I IHO iiffir# mnUri* thr C A m*i o 
Om- Jim into lit r r ustndy of dir inpirUmf. CA 
(U//POIX)) for aliens who are ruA nKI i uMndv the n»A*» e <-d apprr, d n-u . - w ‘to" tfrv v> 
( A fioni (hr lor aJ HSI K) In tin > a-a dir i|»rii imM p»< . . . V'v 


farted 4w f A. Murf 


9 3.2.4. (I r> I itensioa 

(U//FOUO) If dir altrri is *.till Inin? utihsrd M dr md of tfv 4Hmrd 
irqurrt an extension no lain llian JO days brforr dr cxpnMvei 4* r Mrorlar in 
die ]H<* rrluir hn mi rxlnr urn van/-’. ta-lweer, MM I *>. and K I f.P r J Ad 
coordinate with thr appropriate forms and pnw nitmr 

9 .3.2.5. ft ; f ontiol Agent Kesponsibilitie*. 

( U//FOUO ) Reporting 

M . 'IOtJO) llmr is no MTK form for rcportm|r statu* changes of ahm* an drfesmda 
Mowrvn dr C A is still irquned to iiumrdiatrl y notify ^^Hbf 

• (U//FOUO) Thr alien violates thr law If dr FO ml 

dir (A should nukr dr irquest in an I JIM that d 
axirsl and dr runeiil status of anv pro^r imoo art m rraOor- and provides utdrami 
for r oiiltiitnng thr drfmrd action notifv thr HSI FO of Ar age s! awl 

provide thr supporting documentation and (hr request to conWwnr dr d du i d ran 

• (U//FOUO) Thr alim's cooperation woo laager needed 

• (U TOUOjThe alien has otherwisr ended hn ot her e o op crrt Wto adwc—dwA nAyhl 
thr country 

• (TMTOUO) Thr CA for thr alien has changed 
(U//FOUO) Departure . Remmal and Absconding 

(U TOUO) When a drfmrd action is tmnmaird or nqwes n is thr CA s rr s pon sJ ttr fa tv to 
rxncisr due dihgrnrr and ensure thr departu re or rem oval of thr aka If Ac da IrgH dr 
United States voluntarily thr CA must notifv the drptun If thr aka docs act deport 

as required die CA should coordinate with thr local ICE ERO FO to locate and take the mcxti 
into custody for removal Thr C A should notr thr name and contact nformawanaf the cartdd 
ICE agent and thr date of thr alien s custody hi dir evert Art thr aggert has ram and du e 
diligence but cannot ensure die departure or removal of the alien thr agent sh ould woofs 
noting the efforts to locate dir alien and that the alien has absconded r-i. t a turn notif 

dir DHS HSI FO of thr change in stams To compile 
circumstances the CA must roniplete a drfmrd action ti 
provide to the agent 

9.3.3. (V FOl Ot Advance Parole 

(U FOL’O > Tlie C A nuv request an advance parole for m alien under deferred amen or an 
SPBP without multiple ratnes Advance paroles permit aliens to leave the country and r tcam 
our tune .Advance paroles are onlv permitted lot operational travel and uc< for peisoca. navei 
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M < Kl I NOI MKN 

(l I) < onhdcntiid I Inman Sown r ISiIm y < iimlr 

and air not panted In lannlv mr»iil»nv IV t \ vIhxiM . miUi t gnnUm •• ihi 

injurstmg an aK anr parole 

(11. /KXX1) II thr ( A seeks to obtain legal status lm the ( IIS tlir ( IIS % asmsUih r In 

thr pmnnmrtit thr SA may do an in rntaui cm iimlam rs (srr sulisn timi 9 I 4 lirlow ami 
subws tinn 9 \ > )*uhln law 110 INopani ) 

• .14 (l')NMiaPlifiiin 

• J 4.1 (I 1 Naim r anil Ihn pmr ol Ihr IN ogi am 

(V TOUO) Tbr Violent Ciimr Control Art of 1W4 uratrd an S noiiitiiniipaiit 1 IjvmIm ation 
umin 1' S tmmipation law Imnni as an S visa An S viva may Ik- iitalr availalilr In a vrty 
linutrd ntitnhn nf lot rum nationals whn have t utu al irlialilr mfoinulion llul is necessary Ini 
thr successful tmrsbpadnn oi prosecution nf a miiurul oigam/alion in iiiIiniiuImh conr mung 
a tmnnsi orgam/altou lhr S uu pi on am dors not irsult in an actual visa containing an S 
standi Nonimmigrant stains enables an alien who is otlmwisr iiuilnnssihlr to the l ’mini Stairs 
to tmuin ui thr l 'mini Stairs lot a limited timr An S visa is not a mechanism to bring ail alien 
mlo tlie l nitrd Stairs and cannot hr used to krrp an alim ui thr l mtrd States foi opnahonai 
pwposes (Win nrthods such as thr SPBP aikl a drfnird action should br used foi tlirse 
pwposes 

(If TOl V)) If approved foi an S visa an alien nuv br pawned to br lawfully pirsml in thr 
I’mlrd Stairs in a temporary nouimnueiant sutus foi up to thire yeas In piactirr thr S visa is 
not actually a visa tathn it is uitmdrd foi thosr aliradv pirsmt in tlir l 'ruled Stairs When 
approving an application for an S visa the secirtaiv of thr DHS waters ir lev ant pounds of 
uudnussihilm Out nught otherwise pt event the prison ham breaming a lawful prmianrnt 
residml If thr alien complies with tin- terms of adnussion hr or she nuv become eligible to 
applv fot legal permanent irsidrnt (LPR) status and possibly citi/mslup Thr C A must considn 
this in drtrmunmg whetlm to apply foi a particular candidate Pikh to subnuttmg an S \isa 
application the C A must also ronsidn that several vrats nuv elapse horn tlir time an S visa is 
a anted until tbr adjustment to LPR status is completed 

(U FOl'O) Thrtr air two tvprs of S visas foi which a CHS nuv br sponsored One is an S S 
nonimnneiant classificanon Thr S-5 visa may br requested foi an alien who possesses and is 
willing to provide critical trlublr information on a cnrainal organization to tlie requrstuig LE 
agency and who odierw ise quali hrs undn Vection 1 0 1 < a m 1 5 * s > of the Immigration and 
Nationality Act and 8 C ode of Federal Rcgul I Tlie appropriate ^H[uiut must 

toiwaid applx atious to tlie DOJ foi uutial appioval however tlie DHS nuuitauis final approval 
authority Coda amendments to the Violent C nmr ( ontrol Act of 1994 a maximum of 200 
aliens pet FY may be panted S-5 visas 

(V FOCO) The otbei type of S visa is an S 6 noiumnupant classification The S-6 visa nuv be 
requested for an alien who possesses and is willing to provide information on a terrorist 
organization who will be placed in danger as a result of then cooper anon who ts eligible for a 
monetary award undo Section 36(a) of the State Department Basic A u thor iti e s Act of 1956 12 
CSC $ 2701(a) aud who otherwise qualifies uni. t and undr 

8 C ode of Fedoal Regulations . 14 . o The C A must provide a nomination letto to thr 

on behalf of the CHS stating the ac< ■ -mpbsliiuenti s I the C HS has made on belulf of the FBI 
le g assisted in preventing a tenons! act from taking placet For S^ non uiuiuztant visas the 
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H »/ wt nwinms 

(If) 1 Human Wr )*Av v < *«*V 

IX)J ram Met »««nt i r s'* « *4 flirty U> «V«fe air \ry I J m r w iw 1*1 n— wm 

vius mi iviiliilr 1(1 (irTK rjrh yrjg 

* HI I (If) H Vh« PtnpiM *i»d f IIS !■»«*> cnl « I U 

■ hm lirrri issued if (hr ' A farfa rvrt fcr | H'. Ikm ncwrrt 

mi I A •*■'*--- • * 11 — 1 Itr [J|n— 1 notify in m iliin—w whn i i>m 

must hr taf >-t, alao f 'jrifidmUal llumw %mm* Pmttfqamarn a t mmtlmmmi 

lllr pal Adrvrty 

9 1 4 2 fl ) S V'iu allow Piww 

(I J^l (MX>)AiiSviu(rqiir«l oaal hr donanrnlrd m 4 OOJ su p ple w r au i ■ i nk dart 'm/mMAt 
B ^Band Jivf'r.rd by 41) SAf rhr wwldiwt — 1 1 ta hr farwdwd n 

(Jtr I whr h must < oorduiatr (hr jpphi 4aa promt «d dr !// a«4 ' jf/> 

IXJi In .Mlfiiiwrti i<’ tir adrniuttfiXise data irqurrd an dr worksheet dr npal aww adddr 

1 (U/T’OUO) I hr mphiTk rr r of dr invr-rtipamo 

7 (U//FOUO) Thr '.iwnfi' mv e of dir CHS % •'ooprranoo 

I fUf/FOUO) [hr basis of thr request Cor S visa strut That «r*on mould «r* fordi a a 
quantitativr fashion thr accomplishments hard on thr f ~HS . cr^rrakM r t iadi 1 
of anrsts indictments convictions iruun ditfi^AarK (tec u rki rr raddridr 

I mtfirrmotr if subuuttin? an S 5 request 1 rramnalj dr prownaknal pur of dr 
investigation should br completed brforr uixnrttnr an S ns apphcwaoe 

4 (U TOUO) Thr names of farm], members Cor whom S vtua are vouadf d q/fAvjhir 

5 (UTOUO) An es al nation of the thr ear to dr aba 

6 (U TOUO > Prrrxistmp grounds of rxc ludabtlirs e 9 pmhnc cnwnnaJ 'harm 

7 (U TOUO ) An LHM from the FO SAC endorsmf thr request 

8 fU TOUO) A separate and completed form I 8S4 ban Aaerm Aka 'Aaira ad 
Informant Record for the principal alia and each faaih ’srtrkxn if dr aim ts named 
or has children or parents Note drat ahhoueh Pan 3 of das form oars that r sac nU br 
filled out if appbcable the U S Attorney s si mature — oca that of dr AUSA-w 
mandators for the application to be accepted bv DQJ / 

9 (V TOUO) A separate and completed form G-325A for the pmcqnl aim and each 
family member 

10 (U TOUO) A separate cunent within 30 davs ) NCK record check 1 e rap stare* is 
the principal aim and each famih a mber who is 16 wart of acr or aider hi cases 
where a cnimnal record does not oust the C A mat submit a pnaicsa vbewnwg a aeeacr.e 
inquiry 

I I (U TOUO) C nmiual Justice Information Sersices 1 C JR 1 checks for both thr prac^al 
aim and donatives 

1 3 (U TOUO > .An S visa application that oxhides a prrsentence report and or plea 

agreement for all alms w ho have been coovacird of a federal eras » trahm dtr lam three 

to five seas 
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Nl< Ml INOIOKN 

(l ') t iNihdrntial Human Soilit IN*h< v ( •na«ftr 

. iv <>ut • 

complete srl of fmjmpnnbi and signature I«m Oh* |*iiih ipal alien uul rai li family 
tnrmbn who is 1 ? yeats anil ** months in oliln 

14 0 ' 1 Ol ’O) I wo hi rnt mini hmital view pass|NNt photos with white Imi kpiminds lm 
the principal alien ami rai h family memlm with iiamrs ami alien munlieis ini iIm* Ivm ks 
ol the photos 

In (II TOl V>) ( 'opirs ol passfixts in tlini entirety (t r final aiMl back i overs ami all paprs 
including blank popes) I'm the pum ipal alien uul Ins m hei faiiuly mcmluis 

16 (l ! TOl *0) t opies of any docnmruls establishing qualifying family irlationshi|>s II die 
s^H'iise of the principal alien is listed mi the a|iph< atimt as a family mnnliei a ropy of the 
turn tape certificate is tequitrd til tlie principal alien was pteviously mat tied a ropy of 
the divorce denee from the prim nuinape should also he snhnutted) If a child of the 
principal alien is listed on the application as a family nuinhei a copy of tlie child s hutli 
certificate is tcqmied \ ti anslatimi must a» i ompam all document* uul < eitilu ales if 
applicable If no dociunentation is available contact tli<-^B| 

•..4.4. 2.1. (11 Interactional Itaielfot S Visa C liSs 

(li TOUO) The USCIS nukes tlie final decision as to wheihei to appiove an S visa If approved 
tlie S visa dors not aulbmi/e (lie alien to Havel ah toad If cncumstances lequiie tlie individual to 
travel outside the United States tm operational oiexipent personal teasotts (e 9 family death) 
the SA must subnut a tequest to the appiopuatr^^Jiuut for advance p.uolr ot a rompatable 
ant I nil ration to enable tlie utdivulual to leentet the United States Advance paiolrs aie available 
in very limited circumstances to LF. agencies foi S visa appheants who tiavrl uitematioiullv and 
need documentation to leentei the United States Km questions legaidtug adv ance parole criteria 
initiating a n S um oi dctrimimm’ wlirthn oi not the t IIS qualities lot an S 1 isa > ontai t tlie 
appi o(ii ate^^^i u u 

•.4.4.2 2. (V) CHS S \ iva Work Authorization 

(U TOUO! Upon tlie initial submission of the S visa application to tlie I> >J tlie ( A may tequest 
a work authorization fiont DHS duough the appropriate Tlie C HS must pay die costs 

associated with die S visa application Die I HI m i\ not pav oi teunlmise the tees as a< HS 
expense In addition the FBI cannot pav oi reimburse die ( HS for persoiul livuig expenses 

durmg the approval process 

9.4.5. <1 > Puhbc Law 110 t PL -110) Piogiam 

(S "NF) The PL 1 10 Progiam admuusteied bv the C'LA piovtdes peinunent lesident alien status 
to certani alien CHSs who piovide significant assistance ui the uitetest of national seciuitv or to 
further a national intelligence nussion In die Naticnul Security Blanch fNSB). CHSs who 
provide exceptional cooperation regarding COHBU ftMTOtin O U Bl fri nl fltlfmcr and mtrlln’nu e 
niav he elteihle fa a PI HO Onlv^PL 1 MX a vcai nia\ be lp| 

i S NF > A C A must send a tequest fot C HS PL IK 1 status to die appioprtatr ^Humt which 
then must coordinate widi tire DAD of the tele*, ant Opa ational unit the DOJ I< I and tin- < KA 
The CA must provide tlie followuie information to die FIMS ui an LHM 

• • S NF i The C HS s true name and die names of any immediate family members included 

in die request 


73 

SECRLI NOFORN 


>M Nf I //%(»» OHN 
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• (S//NI ) H„,yi *>*>'< aI data 

• fV/NI ) liMMKralM«i slJlm 

• (S//N1 ) KrLilJvrs m ihr 1 Imtrti Slain 

• (S//NI ) Ftrunt uJ status 

• (V/NI ; I nqiloymeril 

• (S//NI ) ( iiiimul tutor y m MiiinnJ arbvity 

• (MM ) Wlwthn if CHS'll mtnii aiv I fumr faunruJ «td» n MMrur fhcAnif 
povnnnirot un ms a fount tal obligation in roraiertion widi (hr ( HS i rrvrtdmml 

• rSMilvinl .1 » -it thr OB’S trlaUorniup with thr FBI and thr MA mrkafaaft tfw 
(IIS s payment history and a > ompiehriiMve drvripticm of ipjm lx art rnattthubmi (far 
( IIS lus nutdr in fwthnanrr of national security 

9.4. (I ) Inrimriuals Wkinj Isslmn 


(S/^MF) Ail individual srrkuip asylum inav br opened as a CHS m arrordmrr wrth dm PC, TV 



9.5 (1 FOl O) Notional Document' 


(U FOl ’O ) NotiotuJ documents such as pnmanrnt i evident alien cards 1 1 r arm cards or 
nnplovmmt audion/alion cards axe effective tools for LE and intelligence operations and mr> 
br leqnrsted foi thr CHS Notional documents are backstopped but are in flash purposes oahr 
.uid do not convey anv benefits For international travel the CHS still needs a passport or a 
reentry permit 

(V TOCO) To obtain notional documents the CA must submit to the approprutr^^^jott an 
I KM detailing a sunuiuxv of the in\ estimation a mstificatiou for the tequnfd nmundoii 
benefit and ot document die C HS s role and access to critical mlormanoc die effect thr CHS s 
participation will has e on die case and the CHS ^ identifying information • i e name ahen 
number sex date of birth and country of bnth i All TECS NC1C and CIS system checks mist 
be completed and the results attached Additional forms such as thr as 1-89 cards 1-765 
i Appbi adon fot En®lo\tnen^utiiorgaiioo » forms and passport photos mas be r equ r e d for 
flic request i Ser mlormati.sn rrearing these forms • 

(V TOl'O) After completion and tesiew the oor Jrnates with and forwards the 
uppt cpiiate documentation to DHS for approval 

(V TOCO) Any notional document apptosed for use b\ the CHS must be available «o the CHS 
onlv diuuig operational events The document must be retrieved and n unnamed in a locked 
slot age container within die FBI office space by the CA after each operabonal use 
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(in< onti<tmti4l llunun Sonne l*nlu y ( .nidi- 

10. (IV/FOrO) Operation of ( wintleiilial lliiiiixn Soiirrm 

10 1 (l TWO) C HSs Who May Testify in a < null or Olhri l>. <n reding 

(IVTTHJO) The CA «ro( A must «kx umrtil Ui die ( IIS ftlr any FW * appiovals uolifii alums 
oc coordination irquurd in this Pi; fat CHS opeialtotul at Unties (e p |>4yinrfits I in I .uul I'm 
fl OlA) that may become an issur in r«ut if it is nevevsaiy fat die l IIS to Irstify 

(U TOUO) Whenever it becomes appaient that a Cl IS may have to testify in a rouit or otlm 
proceeding ui which he 01 she is puuidinp assistance to tlie I 111 tlie SA must advise llie ( IIS 
and document tlie advisement in the soul re contact tepoit (FD 10 ’ 1) 

(U TOCO) The C A « co C A should lie awair tliat die maium in which a (US is tasked may 
subject the CHS to having to testify ev en if die CHS s testimony is not 4»liri|>aled or desued 
For instance if the (US is tasked to padm physical oi documnilaiv evidnice make consnisual 
reroidmps o* engage ui OLA the CHS may latn lie lequued to testify AccoidinpJv die CA oi 
co CA must inform the CHS of dus puoi to tasking die individiul in this mantlet 

(U fOUO) Unanticipated situations may also anse dial leqiute a CHS to testify e\en tliougli die 
CHS has not previously agreed to do so Foi example if a CHS becomes aware of exculpatory 
information or becomes the single souice of information fot use m a trial it may be necessary for 
the CHS to testify If thete is a possibility that a court will require the disclosure of a CHS s 
identity and the FO objects to this disclosure the CA oi co CA may discuss widi the FPO 
whediei the case should be dismissed (See Section 1 Disclosure of a C otifidential Human 
Source s Identity ) 


10.2 


ll ) Electronic ( oininuincatious With a ( lls 


(U BOUO) E mail lest message I n simile .md olhri do Horn. ■ oiiuinunc . ltions between an 
SAandalHSaiedocouraee^jecause these mediods are easily uitercepted | 

aramistancr^i^id^^iiotecnhe C HS and the operation consideration must be given to die 
type of investigation die C HS is supportmg die specific interactions required widi die C HS the 
technical proficiency of the CHS and w hether technical equipment needs to be supplied to die 
CHS Overt FBI purchase of equipment supplied to die C HS and the use of ov ert FBI equipment 
to communicate with the CHS aie not recommended except in verv luiured circumstances 
I •ones i dated to communications .ue complex udp^d>lr^dMiontoh an 

be discussed widi the prog am manager foi 

[pn>?iain Tlie use of solutions ptoposed be IBM 


(U TOCO) In addition the above listed electroiuc ccmunuiuc.it ion tools ot devices duuuush die 
SA s ability to observe the CHS C onsequently the SA must exercise caution in usmg diem ui- 
person contact is the preferred method of interaction with the C HS If any of the abov e methods 
are used then use must be documented ui the CHS file In addition agents should be aware that 
all comnnuucahons with a testifying CHS will likely be produced m discovery Therefore agents 
must ensure that all communications are essential to opnations and professional in content 
(U ; TOUO) SSA appioval is requued for all uiteraction with a CHS via Internet-based or 
electronic corauiuuicatiot) including but not bruited to e-mail text facsimile social networks 
forums cloud compuiine and app- based connections This approval must be piopeilv 
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n f) ( twifidrntiai I furrian 'vnwr faA* y ( witdr 

dnninirfitrd in dir ( IIS file Hi rv < uriifinuii' Mum mrdirf'k shfwild only hr used when 
npnalioiully »r* essaiy and proper c iwisidnatyjn should >«r pvm In »#rtv 

n» liulmi’ lh< UN of mi iinit.iiiiil Irilrrnrf ' nfwirr lions ny > 

I'iimUik I- on |»o|irt <^»rtali«wial set mity < an fir |*rrvidrd fry 

(IJ//KM X)) Use of tiir above r|« linrin « mienum' atoon method* a* »HI a* telephone 
contact widi a< MS who is operated in a fnrnjm "*untry n adrb*-w*d m ' - ••■» - 

IxtratnntoiiaJ Operations 

POLIO) Additional i'ui'Uih « on an ore fdnuirO w with a CHS oa hr prov ided bv the 
I Mil I (J ojmatioiul divisions and tin 

10.3. (U) C onsensual Kr<oi ding 

(U//FOUO) Consensual monitor mp by a f MS mu*r comply with thr - mtA * 

subsrrtion 18 6 1 

10.4. (U) Undercover Operation 

(U//FOUO) If it is necessary few a CHS to br involved in a UC O thr C HS s partK*****) 
requires tlir approv al of Uie FO and if it is a Group I U( O of FBIHQ < see > • subset*® 

18 6 13) Upon approval of the LCO. however tlir FO soil must separate!’, ^provr the iprrrfir 
activities for Uie CHS within thr IX O fr p OIA uitn division travel undisclosed parncipanoo • 
m accordance vvitii this PG Tlir OIA must be documented through Drha In addftMt although 
tlir LC O proposal may contain an estimated amount of funduip required for CHS ver.x e s *xi cm 
expenses associated with the UCO these CHS payments are not approved through thr LCO ar 
coveted by UCO funding All payment requests for CHS services and expenses m thr 1C O muii 
be justified and processed m accordance widi -- C onfidrahaJ Human Source Fmancial 

Matters 

10.?. (T TOtO) l ndisclosed Paiticipation 

(U TOUO) Undisclosed participation bv CHSs must comply with the AGO D ora and D!CX» 
Section 16 

10.6. (1 FOI O) .Alias False Identification 

(U TOUO) The FBI s issuance of an .AFID to CHSs is onls allowed tn extraorduar. 
circumstances One of the feu arras where AT IDs for C HSs have been eranied is m Mediate 
fraud investigations w here former FBI rmplovres meeting relev ant a?c lequtreswnts are opened 
as CHSs (see ibseiUoti ! Fonuer FBI Employees and Persons With a Present or F wxner 
Relationship With an FBI Employee i AFID mas not be issued to a CHS for the purpose of 
providuie security following his oi her cooperation The CA or co-CA must use other rartbods id 
piov ide protection. such as a lump sum payment to relocate the CHS isee s ihsectwn P 14 
Lump Sum Pavmeuts .aid subs ection 1 ' Relocation ) a safe house or the WSP see 
Section S. ‘Wituess Security Ptogram ) 

(U TOUO) A tequest foi an .AFID for a CHS must contain comprUmc nisnficanoo — sx kidnap a 
description of die pioposed opei.ii ion of the t HS — and specifv whether the CHS will opaanr 
using die AFTD on a full-time or part tune basis In the FO the request must be approved bv the 
undei cover coordiuatoi (L'CC ) and the SAC The request must then be sent to the which 
vsil^oicluiaiMh^wro^^nhyequest bv 

^|uk 1 thell 
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(\Bt mihdnilial Human Srnmr IStlt* \ t.unlr 

Mir tltr l ; Ool ihr Imil .Irs mod IV« iminitatimi irlalrd In tlir injur st uul mill mir 

must hr |4atrd into llir ( IIS hlc 

(l» »ms n ivmitiI III MIM lltr IO iMi-%|>miMlilr Im . iimu mp lli.il il is umiI hi 

wiiii ( "* ’ • 111 

himnn the Al ID must only lw nuilr available In lln- 1 IIS timing .nwi.ilimi.il rvrnts in. I 
trtnrvrd hv ihr 1 HI afin rat h opn atimul iist Ihr AMI) must In nuiiilaiiM-d hi jii I ( ) sale ni 
aillion/rtl security container whm nn< in use 

10 ' (1 I Obtaining Information Vbonf a Suli|«l'v Pending ( haiges in I i-gal Defense 

Plans 

(II WO) If a lUS is in a position to otnain inloniulum honi a drim«laiif wlm is lat mp 
pmdini* .mutual tharprs fm wlm li thr defendant s Sixdi Animdniral right to rounsrl lias 
atiai lw\{ ihr I'HS nmsl hr instm. Ird no! lo solint inhumation limn Uir drlmtlanl irg.u ding dir 
prndmg iliaiprs A subjects Sixth Amendment nphl alta. Iirs when a prosecution is . mntnnu rtl 
(t r al m after thr untiatiini of advnsanal null, lal niuunal prtxcrdinps wlirdici hv wav of a 
formal shaipr a ptrlimuuiv hraiuip an imhrtmnil a nmunal uilmmatiou document man 
anatpnmmO 

(l 1 TIH T)) Nrveitlirlev. a C HS mav hr dnrctrd lo 1) become a passixr lisirnn to report but 
mil solicit statements In a defendant about pending dun pcs m 2 ) obtain information horn a 
defendant about a matin tlut is separate fioin thr marls) pending against ihr defendant 

(I' TOl'O) In certain . uiumstamrs a CHS s contact with a defendant wlio is tcpresrnted by 
rounsrl bui apainsl whom charges air nm pending mas hr limited hv ml in laws (srr tlir 
C ilt/nt s fhotrction Act c .xiifiol at .'8 CSC § > 10B) On am occasimi whm a ( HS is directed 
»o have cmtf art with a person who is repirsented hv an attorney H is ircouunmdrd that tlir C'A 

consult with thr FO's CDC 

fC‘ TOCO) Finally the ( A must instruct dir CHS not to inlrtfnr widi llir lirinMlanl s a ttorney 
client rrlationslup Fm example thr CHS should not nukr disparaging i murks about dir 
altonirs or about thr w as tn ssiuch thr defendant should roopetatr with tlir attorney 

(U TOl'O l Ans qurstimis about dir content of this subsrctimi should hr durrtrd to dir assigned 

AUSA or to the PO CDC 

10 8 (l TOl O) I s* of a < HS Associated \\ ith a M u r or l Irrtionies Service Piosidei 

(l 1 TOl'O) Brfmr opeiatmg a CHS who is employed by a ssur oi rlrcttmuc communications 
senior prcnidn m who owns m operates a company pi ostduip such a smtee (t r a C HS 
associated with a telephone company m an internet srmcr pios ider ) the C A or co-C A must 
consult dir CDC to mstnr that the use of thr C HS s dors not mfruige upon tltr Fust Amendment 

right to her speech 

(V TOl 'O) The Electronic C onxnuiucanous Privacy .Act (ECPA) establishes limitations on thr 
posemmmt s access to i coords and content held bv wire or electronic communications service 
pr.nidn- including telephone conqjauies and corupaiurs offer mg communication facilities 
through dir Internet Thus those restrictions luiut the FBI s ability to ohtaui tecotds horn a C HS 
wtio is employed b\ a wire or rlectrmuc conmiumcations service provider or who owns m 
operaies a company pros idmg such a service Furthermore the Fourth Amendment protects 
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Mf Kf I //MX tws 

(U) ' Hmw Mm i(*m* 


Mivnr pinvidnt t mlmon* burn thr 4 v liM«r of (hr "Mtfmlr »d dim - tmrmnm* Mmm *» <hr 

pmvnimml 

(U//RHX))lWf«r a* 4 prnnaJ lute die FHf nuy nr* m < epr >* W untrvrt of 

) iniifiitifiM alums hum 4 (US rmphry ed by 4 vwr -* r Inborn* ' ' *rmn>amr M*m* «tmcr p'f:i 4 n 
«n wlu> iiwm of ofin 4 lni surii 4 > 'Mupjny Die utr of 4 ' MS Mi /oh«L«tly pr*r idr irdrernUMHi 
In Ihr | HI dues nut 1 nmtilulr < nrnplurr e wndi I / PA or (hr I north A/nrrrlrrrt fV CA m r » 

( A iiuv only oiA4ifi «Uf h irilornutKm dm nigh apple* -d4e tr r>J pr-» rvw • *- g « gr and •« • 
Million 14 4 N4liotul Snunly I rttn | VSI | 4 vrai*h wwranl or an (J.M? *4r» 

(U/IOIIOI Ibr ( IX simuld br 1 .mvillrd if Or' are *iv *jutVkm» i«<n what nf-moMn ot 
Iw • A >1 41 tin I from mm Ii 4 CHS in ' ompfuM r with 1 / PA 


109 (I |IlMlfd«l \()p(lMlwl (i«\rillll»l|l OfTyi4h 

(U//F Ol JO) Ihr I HI ituy 41 rrpt infiMnutmti never ran r alleged vtotXaam of 1** •* -adrr 
nuitris within I HI (unsdirti'Jii from pen rrnt unit ofFviah (hr FBI nuv not terr-a* or 'jferjnr 
C lISs for tlr v>lr purpose of f oUertmg tnfortnXiuc r no (rang Ihr pnirutai be brf • or pervMnal 
lives of individuals within 4 governmental body or dtr private or c nofideiafeji drhbrrMOri of 
that body I uidierniuir tlir FBI nuv not kivrwtngb. inDumrr cm a ttempt to lAnrr ar • trttom 
of a I SO body unless it is done m furtherance of 4 • r impeding px *>iunmtai rtrw r (f tar 
investigation plans any artisity that mas influmr r 4 LVj body (hr SSA CA or co< A mat 
consult dir ( IX Additionally this tvpr of activity may tripper review and M 

requirements foi iukIim lovd participation and must comply with (far Aj le* . and > -A 
Section 16 


r CA M 
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10 10. fl TOl O) f mplov res of f inane 
(U TOL’O) If 4 CFiS is an employer of a financial institution di 
provide 01 knowingly aci ept information that vwlfi thr prims 
Pnvarv Art of 19?8 (12 U S C § W02) Thr an prohtam dr FBI t 
rrc oids of am custotnrt from a fruanrial mstitutioc ostfsadr of ^rctfrrd f 
as subpoenas and search wan ants 

10 11. <1 FOI O) f inpkoees of l dinahooal iMvnnmoo 

(V FOl'Oj Tlie Family Educational Rights and Pnvarv Art >thr Buckie' AxurodmrgM 
establishes limitations on the «r. rrumrur s access to student educattcmal rec nrds brU bs 
institutions of luehet learning These rrstnrtioas Imt thr FBT s abshrs to ofcmm terads from a 
CHS who is employed bv an educational msfctutioB m am apacir. eg as a fa cat" tn emher a 
hbnuian and the like 1 Therefore as a general rule thr FBI may ao« ar -jm records from a CHS 
employed bs an educational institution 

(U FOI 'Ol One nuioi excepnoa 10 this rule is that a CHS mav pnr.adr ihrrclcM s ■dormarwm 
suH'e tlus mfonnabon is not prorrrted and mav be voluntarily produced iMidrr erttam 
circumstances Fiirtheiroore ircords of campus police are atm ruhyert to saluman' prod u cuan 
The C DC should be consulted if there are am ^ueoaom iKvt whar s^Mrautaoo nus be a 
from such a C HS m cotifdiance with the Buckles } 
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(IJ) C oufntrntial I liuiun Sower IHiIm y (nude 
10.12 (UWTOUO) I'se of a Sub Source 

(UFOUO) A sub sower is any uvlnuhu] who (Inertly acquires information Ifut is llirti 
provided to thr FBI by an FBI CHS as a irsnlt of thr (IIS hrmp. tasked I xanqilrs of inimmis not 
considered snb sow res by definition air as follows 

• (U//FOUO) C'ontaets widi whom tiir CHS has familial « ontniium ations ami whose 
inhumation hr oi shr tlim shairs widi tlir FBI 

• (U TOUO) C'ontarts with whom thr CHS lias hustnrss i elated eomniiuiu alums and 
whose information hr or shr tlim shairs with tlir FBI 

• (U//FOUO) Acquaintances or nonper sistnil eontaets widi whom tlir CHS has 
communications and whosr information lie oi shr thru sluurs witli tlir FBI 

(l’- "FOUOI In domrstic operations thr CA or co-CA must not task direct oi conUol a sub 
sower through thr CHS Any dnret oi indurct instruction tluouph a CHS to mpapr ui 
information eollretion activity is considered tasking and is prohibited in domrstie operations 

(U TOUO) For information regarding thr use of a sub soiucr in rxtratmitonal (ET) operations 
see Section 1 '' Extraterritorial Operations 

1 0. 1 A. (I TOCO) 1 sr of ( IIS Inclination in a Foreign Intelligence Surveillance Art 
Affidavit 

(U TOUO) If an FO has CHS information tliat supports probable cause necessary f or a Foreign 
IntelhgerKe Smvetllanee .Act (FISA) application that information may be used without revealuig 
the identity of the CHS Upon SSA approval the CA or co-CA must provide the FBIHQ 
operational unit with the CHS s file number the length of tune the individual has been a CHS. 
and a statement regarding the C HS’s reliability and whether die information lias been 
corroborated All information provided to support the FISA application uicludmg die CHS s 
information must be documented ui the CHS file Tlie C'A or co-CA should also be prepared to 
proside the following information upon request to the operational tuut for distribution to the 
DOJ s NSD or for use in the FISA application 

• (U TOUO) Whether or not die CHS w as paid (SAs may use general terms so diat no 
exact amounts air given — for example die CHS was paid a modest fee for 
information ) 

• (U TOUO) All convictions against the CHS 

• (U TOUO) Anv other Brady Act unpeaclmient information 

10.14. (V FOl'O) CHS Piioiiti/ation System 

(U TOUO) The CBS is a tool in Delta that was established to determine C HS prioritization 
based on thr nsk of operation The tool is incorporated into the Sensitive Information tab m 
Delta and the information entered about the CHS nuist be updated on a quarterly basis See 
Sectio n JO. ‘ C onfidential Human Source Validation for more information 
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(II) C Human N«i**rr Policy C *adr 



II. (I ) l)rp«i Imriil of .liistirt* Nolifit sat i#»n Ki>(|iiin'im>Nh 

(IJ//FOI JO) I Ills v-vtuifi drvnbrs situation* irivolvtup a CHS tk* frqurir thr FBI to notify 
certain * urigjnnmts of llir IX)J in uronbntf with (hr A f // ' I IV fMf » nm>t 41 provr 

nu rjrtiom lo tlirsr rxitifu alum irquiimiratt is srl forth in . , - I ju tpbam «c, rhr 

IX)J NoUfn ation Krqiutnnrrrts All nrrtifHatiom divimnl in uibyrtinm I ) ' through 1 1 ' 
must br madr in witting aivl apfnnvrd by thr SSA 

III (I ) Notification Dnipim 

(U//FOUO) An SAC and a CTP nuv designate (if both coon *j particular indr.idiah m (hr* 
irsprrtivr offices to carry out (hr functions av.ipjicd to thrm in vuhsrrtwios 1 1 2 ( Nod fir Aon 
to IX)J of Unauthorized Illegal Activity ) through 1 1 7 ( Responding to Requests h'*n FPO 
Attorneys Regaidmp a CHS") and -.u) r.n u»jn 1 1 9 DOJ Review of FBI CHS Fairs for Non 
I estuiiomal CHSs 

1 1.2. ft’) Notification lo DC) I of I uautkor i/ed Illegal Artmf* 

(U//FOUO) F 01 notifiration procedures irlatrd to CHS U1A vrr • r onfadrntiaJ 

Hiunan Source Participation in Unauthoi ized Dlrpal Activity 

11.3. ft’) Notification to DOJ of thr Iniestigatioi) of Piosrcudoo of a C Hs 

(U//FOUO) If an SA has irasonablr wounds to brbrve that thr alleged felonious activity of a 
cut rent 01 forme] CHS is or is expected to become thr basis of a prosec uboti ov ms nlioncn by 
an FPO thr SA must immediately notify a DOJ C HSC or thr assigned FPO attorney of dial 
individual s status as a cun rut or former CHS With respect to a lot run CHS whose alleged 
felonious activity is or is expected to become the basis of a prosecunan at ur-estigaticc bs a 
state or local prosecutor s office thr DOJ CHSC 01 assigned FPO atto rorv must be mnardutrls 
notified Inn only if the SA has reasonable grounds to believe that the CHS s prior reUbotMhrp 
with the FBI is material to the prosecution or investigation 

(U//FOUO) Whenever such a notification occurs the DOJ s CHSC or the assisted FPO attorney 
is responsible for notifying the C'FP The CFP and FBI SAC lor desisnres with each other * 
concurrence must notify any oilier federal state or local prosecutor s office or LE agency that 
is parlicipatmg m the investigation or prosecution of the CHS Tbr uonficanoo 10 ocher 
prosecutors or LE agencies must he documented m tbr CHS file 

(U TOCO) The SA s notification to the DOJ CHSC or FPO attorney must be made m wrung 
approved by the SSA and maintauied m the CHS s validation sub- file 

11.4. (V) Notification to DOJ Regaiding C eitain Fedeial Judicial Pro« ceding 

(U TOCO ) An SA must immediately notify the appropriate DOJ CHSC or the assigned FPO 
attorney whenever the agent has reasonable grounds to believe that 

• 1 1 1< »I (»' A cun ent or former C HS has been called to testify bs the prosecuboamjBy 
federal giand |urv 01 judicial proceeding 

• (U//FOUO) Hir statements of a cuneni or former CHS have been, or will be utilized bv 
tlie piosecution ui any federal judicial proceeding 
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o 0 < 'onfulrtilial I Inman Snnn r ISiIh v « lunlr 

• (I ' 1 OI *0> An 1 1*0 Ulmirv inlrnds In ii^«nriil In a i mill m |iu y tlul a i iHirnt ik 
fmtnn l IISn ni m* a i m ims|tiulm in nllin * iiiimully i nlpabl. pjilit ipmi in 4iiy 
n uni i ul aluity 

IV north* 4limi must In- nwnlr in wrnlmp jppoiisl Ity iV SSA and maiulamrd in 
dir I IIS s v jliiUii.ni Mil* III. 

II 5 (I ) NoliHi nllnn In ItO.I n( l'i is llrtfril ni I itulpaliiis Inlm iiiallnti 

(II 101*0) If jn FTO is |vjilii i partin’ in llir londni I nl an I III in\i*\li|>jlinn dial is iilili/mp a 
CIIS in wmkitip with a CHS in t nmn him with j pu*sn ntnni iV I A i n ( A inusi notify dir 
IPO attorney assigned In the nultn in ad\ .in. r wrhmrvn |H*ssihlr 1 1 tlir I A in • o ( A li as 
irasotuble pounds In hrhrvr llul tV ( IIS will oI*i.mii m |nnvulr infinnulinn llul is stib|rr I In 
m amiably subici f In j Irpal pnvilrftr of i oufidnitiahly Vlimpmp In sinnrimr nllin llun llir 
(.IIS Ik* imintLitiim llul ihr north* Jtion lus brrn nuilr In tlir ( A <n ro ( A nnisl In- pi* nl in 
dir (IIS Orlta file 

(U EOOO) Wnr\n ui SA knows m irawnuhly brlievrs dial a nmml in imniri ( IIS lus 
infiniiutiini dul is rxrulpatai \ as In a laiprt of cn a drfntdanl (in* Indiug a romn Ini ilrfmilanl) 
in a trdnal stair m lot al im estimation in casr dir mi apml nnisl ilisi Insr llir rxiulpalotv 
uifomuhini to a din dir assipnrd FPO Jttinnrv llul is paitit ipatini' ni had participated in llir 
conduct of dul im estimation in to thr IX)J ( IIS( IV ihsi loturr nolifn alum nnisl br nuilr in 
writing jpptinnl by ihr SSA .uni nuinlaiiml in tV ( HS s validation sub filr 
(C TOl ’Of In nun iV assipimi FPO attorney in llir IX1J CHSC is irsponsthlr lot disclosing 
thr rxculpaloiv mloniulum to all afTrclrd Ininal slalr and local audiditirs In dir rvmt dul 
thr disi lostnr would fropa di/e thr scorn ty of dir CHS m stikhisIv * otnptonusr an 
unrshpahmi dir FPO attorney m IX\J CHS( must irln dir nultn lo dir IISRC fot 
1 'inisido.ilnm except fbt nutins trlalrd to an international tmonsiu oi lutional security 
tnv estimation IV laltn must br irfrnrd lo thr AAG of dir NND lot drsipnrr) Thr basis foi 
trfrmnp dir nuttn lo thr 1ISR( m dir AACi of NSD (in drsitmer) nnisl br docunmilrd ui llir 
rrtmal and placrd into thr CHS filr 

II 0 (l TOIO) Notification lo no.l I pun Naming a * HS as an Inlnirplrr oi a 
N mlaioi (n an flee Home SunriUani r Vppbc alion 

(V TOCO) An SA must not name a ( HS as an intncrptrr « a uolatm ui an affidas it ui support 
of an application fen an ELSUR oidn nude puisuanl to 18 U S C § 2516 tudrss thr SA believes 

that 

• i HS from thr iffidavit would nkn|n Ike ( Hs > 

hfr cn otherwise iropaidi/r an ongoing imrstigatum 

• Ion iiu- 1 H v > 

suspected ui\ ol\ nunii ui CIA Srr wl'snjjon 1 J J Notification to DOJ of 

Cuatidion/ed Dlrgal Arm its 

(T* TOCO) If dir CHS is uantrd m an ELSCR affidavit thr SA must uifomi thr fPO anomrs 
nuking dir appbcatiim and dir court to which dir application is madr of thr CHS s actual status 
Thr SA notification to thr FPO attorney must br niailr in writing apptovrd bs dir SS A and 

docuuimird ui thr CHS s nuin sub filr 
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Sl< HI | /fHO§ ftp ■* 

(tl)( fiftirtil Human Pol* y < **& 


II 7 (l/lOtO) H. | M .N.Imr U N»<|wl- h«B » VU Alton*?' ¥•%**»* • 1 H* 

fl )//|< MM)) for < i inoiiaJ mailer mw>r i tain Of related to Mr ' / / , • ) qrm t*t furs* »r f m 

4(ip<i(*i4lc I PO aMomry Ax- < A •« < o ( A in « ourduiatrin *Mh Mr < IIV rnuM 

|nnvi<|r to llir I PC i alio* nr y all trlrSflV* mlntnulmn • *m» rrntng a * If. mr t-xto*- «rhrfhrr Air 



III III*- I 1*0 muni I «• 4|i|xuvrd l*y Ax- SSA ad A* >*t«-tord In A* CHS Mr 

(IJ//HM K )) || llir SAC luft an u byrrto i t i i*< providing An* mkwruMxm W«l <■ Air ^r- .#*r 


1111 imikUix r\ of Mir c «r fir of si* 



mjueM 41 m I 411 v Mfiuuuiif Av 4 ^rnnrr* 4a Id mAx-Ax-i A* arfonulm should hr jx'/wVd to Mr 

FPO Jdxwnry must hr irv lived pursuant to jI.v vx, l M4. < HS AGO (xto. 

I Xi rptMXis 411H Dispute Kevdulion 

UN (1)1 n rjilioo- lo thr IMtJ NwCifk* (Um Km|WodmI< 

(IWPCJUO) Dir Durrldf of thr I lil with thr mittm 'nrwtnyr <A Air DAL aw> mAdtoid 
411 v notifH 4tinn infininl pursuant In A'j r.». i 1 Siufvjmo lo DOJ off tmHkantni 
llir 1 * 4 ] Activity Anough sutwetiinn 1 1 7 alxnr if Ihr SAT and DAG Anrrn—r Am Air 
identity position 01 information provided b> (hr r MS warrant- eraaontourv (xotor u cu fat 
sensitive national sec unty reasons Anv SAC drsr nnmarto m wMMald ant if* xxm aim? <4 
llir concurrence of thr DA(« must lie Ax ixnriitrd hy Aar ( A at naC A ind rruwnLwnrd n Air 
CHS s tiuini file 

110 (I MM 0)D0J Review of (HS files for Sod I* tm x«ul< HV 

(U//FOUO) If an FPO atUimrv series to review thr fiir of a C HS who o not exi ted id Brwjfv 
llir C A ix roC A must advise Air FPO jttctnrv to wdxn* a written return loArFO OX Thr 
I PO aitoinev s mfuevt nmsl sprrifv thr information sought and providr iixtifx f for Ar 
iwrw After consulting with the C IX and ASAC thr SAT mmm mar a Km tr^aaar to Me 
FPO attomev outlining thr paianirtns of anv primmed review Thr SAC rnpntwr tod Mr FPO 
attorney trqurst must br documented lo thr CHS file 

O ' TOUO) If the SAC and FPO afsrr on Air irrnn of Air review Air CH 5 C hrjai auMr 
aiianpeiiimls foi the C HS file review in FBI office spare Thr FPO altonx-. x ocx | i rxierd to 
irmov r copies of C HS file matrtul horn FBI spare without CDC approval Thr C A or co-GA 
sliould donmienl Am apsmneni in thr adnuiustiainr portMo of (hr CHS Mr 

(U TOI O) Tbr (Am co-CA musi prepare a irrexd of thr FPO at xnr s » CHS fiAr ir v tro 
which must ux hidr Air F PO attornrv s irqurst and the SAC • i rponx Air datr of Mr CHS Mr 
tmrw thr identitv of thr FPO reviewer thr method of review Mr tdrati hcafeow of as 
documents leviewrd and 1 if applicable ) of anv captes of CHS file antnui irmov ed Mb Mr 
FBI office bv Air FPO reviewer and tbr w-rmrn approval of Mr CDC pamnnt Air Mnaaof 


removal 

(V TOCO) Tbr trsohition of anv divigc r m r n t 



rreaiduip Air pi intuit and release of dor uments tram thr CHS file mutt hr done m acrordax e 
with ubsertKxi ! AOO-CHS and AGG Dcxn f \i epnons and Dt^xnr Hr iMtiau 
<1* TOl'O ) See aho thr DAG mnwraiftn Mtei tj—h w on M 
Inv esugatu .nl s \ FBI) Adoanrs tratioo 1 1 otifidcuuj Hiamto S am «d hs 1—awif 
Dix.ovm Oblitatuxis of Plose cotorr .Jan uary IS 7Qff9\ 


1 2 

SF« Rt T SOrOR> 



srx HI I //NOI OKN 

(U) l imfidential Human S<nuir N« v (iiudr 

12. (I ) (onfi<linii:il llinn:in Source l*iu lit i|»ifi<m in I iiuiif Imri/ml 
Illegal Activity 

12.1. (11 Notification Process 

(U//FOUO) According to the AOCr CHS , if an FBI agent has irasonablr pounds to believe that 
a CHS has engaged in U1A (oilier than minot tiafhc offenses) the CHS must Ik* dosed unless 
SAC appioval fot contuiued use is obtauied (see subsection I? ? below) The SA must 
promptly notify DOJ s CHSC cn llie assigned I PO attorney of the U1A and tlie iimsoi table 
pounds tipon whicii the HI I believes it lias occurred Reasonable pounds exist, foi example 
when an SA has knowledpe of a pending state oi federal investipation of the CHS. pendinp 
amunal charges against the CHS. oi an adnussuwi fiom the CHS oi if the SA has infotrnation 
from two or more independent soiuces ot horn one credible source that the CHS has engaged in 
illegal activity The SA must make the notification even if tlie CHS will lie closed as a irsull of 
the illegal activity The notification to DOJ must be nude in writing appioved by the SSA. and 
documented in the CHS mam file 

(UTOUO) If die CHS's continued use is desued. appioval must be obtauied in accoidance widi 
subsection 12 2 

(U TOUO) After being notified by die FBI the DOJ s CHSC or assigned FPO attorney is 
responsible for notifying die following FPOs of tlie CHS's ciumnal activity and die uidividua] s 
tbtm h i CHS 

• (U TOUO) The FPO in whose district the criminal activity ptuiurilv occurred unless a 
state oi local prosecuting office in dial district lias filed charges against die CHS for the 
criminal activity and there is no basis for federal prosecution in tliat district 

• (U TOUO) The FPO attorney if any who is participating in the conduct of an 
mvrstigation that is utilizing the CHS ot ts working widi the CHS in connection with a 
prosecution 

• (U TOUO) The FPO attorney if any who authorized die CHS to engage in OIA 

(U TOUO) TATienever these notifications are provided the CFP and die SAC (or the uidividual 
to whom authority has been delegated m accordance with subsection 11,1 Notification 
Designers ) with the each other s concurrence must notify any state or local prosecutor's office 
which has jurisdiction over die CHS’s amunal activity and which has not already filed cliarges 
against the C HS for the cnnunal activity that the CHS has engaged ui criminal activity If the 
state and local prosecutor’s office is known to already be aware of the CHS’s ciumnal activity, 
then nobficahon by die CFP and SAC is unnecessary The CFP(s) and the SAC(s) are not 
requued to but may (with each odier s concurrence) also notify die state and local prosecutor's 
office of die person’s status as a CHS These notifications must be documented in die CHS's 
main file 

12.2. (1 FOl'O) Request foi Appiov al of the C unturned Opel atiou of a C HS 

(U TOUO) When a C A has reasonable grounds to believe that a CHS lias engaged m UIA but 
wishes to continue to use the CHS in addition to reportuig the UIA to DOJ m accordance widi 
s ubsection 12 1 Notification Process the C A must submit a request for contained opeiatiou 
to the SAC (nondelegable; fot approval (see subsection 18 12 C losing a CHS for Cause ) 
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SEC KM//MHORN 

(U)( onli'initial Human Sourer Pol* y f *i»dr 

(U//I-OIJO) Hit rrrjiirsl mid address 

• (U//FOUO) IV senotiwirss and 'feu Alum of tV illegal activity 

• (U//FOUO) Wlirlhri Ihr CHS lias previously engaged m CIA fand if so ihr drta^s '*f 
dial activity) 

• (U//FOUO) Wlirthrt liir Cl IS hits ignored any previous adnrmishnm' 

• (U//FOUO) TV importance of ihr ( MS to ihr f HI v mission 

• (U//FOUO) Thr risk lo ihr public from Ihr CHS s illrgal activity 

• (U//FOUO) IV likrliliood that thr CHS will engage m UIA m Ihr future 
(U//FOUO) If thr SAC approves iV continued use of ihr CHS thr C A mud rr admonish ihr 
CHS witli irgard to participation ui UIA and rmund thr CHS that ihr tndruckiai has no 

iiiiii limit V iron) prosecution for tV unauthorized activity TV ( A must dorumrnl thr request lo 
conlmur CHS use and thr outcome of tV rrqurst in tV CHS file 

12.3. (17/101 O) IXA Resulting from Violation of the Kutbori/ation for (legal ArUmts 

(U"TOL’U) Wlieri an C A has irason to Vlirvr that a CHS has v »o Laird thr terms of his or her 
authorization for participating in OIA tV SA must immrdiatrlv revoke tV CHS s authorization 
and follow tV proerdures outlined in subsectio n 1 3 8 Rev ocation of OIA Authorization 
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S» ( Kl I//NOIOKN 

(\l)l inilnh-Hlial I Iiuiuii S«nni r INiIn v ( •link 

13. (I I OI O) ( imn.lniii.il 1 limtMM Source I’m lit i|txlioii in 
Othrmise lllru*l Arlhllv 

(l) 1 VH IO) l 'min i nUin rin umstat* rs ilrsi nhrd in tins an lion a CHS ituv lw .iiitlion/rd hi 
paatu ipait m irttaan illegal * tmlv irfninl to as otherwise illegal at tiv itv OIA is drfmril an 
any activity that would comtilutr a < nmmai xiolalion tutiln fnlnal slalr tw lot al law if a |mvm 
vs-nr to rnpapr m it wthmit audtoii/alitwi Ihr OIA hum In* reasonable tuidei tlir t ut tuiislaiit m 
which inchulr die scope proptaphu aira anti (filiation of thr unlaw lu! atlivtly 
13 1 (|T) Prohibited Activities 

(U TOl TO) ArrwAnp to tlw ,\( •< » ( 1 1*» thr I If I must uryn authtti i/r a CHS to 

• (V TOID) Paiti. tpatr ui anv art of violence except that the CHS nuy takr reasonable 
tnrastao of srlf defense m an emngrnry to piotnl his ot Im own lifr oi llir lives of 
others against wionphil foire 

• (l TOUO) Paitn tpale in an art destpnnl lo obtain uifoniiation foi tlir FBI dui would be 
unlawful if conducted by an LF agent (r p tneakmp and entering. illepal wiretapping 
tllepal opening oi tampering with mail oi trespass amouobng to an illepal seairh) 

(V TOUO) In addition ( As ro ( As and SSAs must ensure that any danprtous romnMMhty or 
item (such as a fueann body armoi explosives and tlie like) does not leave law enfoicnuent 
(LE) control and tlut diups do not leave LF rontiol absent spec i hr approval from tlie 
appropriate headquarters official 

13.2 (11 Ti« I OL\ 

13.2 I (II Tiei I OIA Definition 

(U TOl’O) The \* CH S dehnes Tiei 1 OLA as anv actum tlut would constitute a 
nnsdemranoi on felons undei federal stale at local law if engaged in by a person acting without 
autltunzation and which involves anv of the followuig activity 

• (1‘ TOl JO) The commission oi tlie sipiuficant nsk of the commission of any act of 
violence bv a person ot persons odiet than die CHS 4 

• (l TOCO ) The conupl conduct or die significant nsk of corrupt conduct bv an elected 
public official a public official in a high level decision making oi sensitive position in 

federal sate or local government 


* (If P« AGO -Pom aid AOG L'CO a • coon oiled transaction. the item! . * will he monitored bv the FBI and 

retained ot vized at the conciuBoa of the transaction 

' <V TOW • Vk"hi> the AGO CH - definition ct Tiei 1 vtoiahonv peneialls don not include potential violation* of 
the material u^pori -finite-, inasmuch a* the below -luted ux factor; are rareh involved FBI practice u to treai 
potennaJ material s^jpao ,taru»e wolanom at Tier l violation; requiring the approval of the AD C ounienerromni 

Dv.moa (CTD- and ot the DOJ 

4 a BxAmakuif that t* upufe. antlv aitociated with, or tubitantulh comroUed bv organized enme ordinal Uv 
will be within thr scope of the. definition Tims for example where bookmaker-. have a financial relationship with 
member' or MMcaalrt of organized mine and or use members oi associates of organized crime to coUect theu 
debt, die coodvKl of thote bookmaker would create a upufic ant nsk of violence and would therefore fall within 

the definition vf Tret I OLA 
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,M PI OK** 

(U)C^»frkn*»J limimi PoU y r,.*fe 


• (U//FOUO) Mir muniifar Um tttf importing exporting p*>r-.-*m ■* n* 4 ,?'* ‘ 

< (Hid nllrd vdrJai* r% m a quantify equal to >M evrrAmf, dvw IWn jfird tr. 

I faded suir* Sentri* mg ( sadefam 0 ' 

• (U//FOUO) rhc liMDCUl Iom Of ** ufpArm* t*k <* fmmridiom mm wnmm**d 
to Of rxrrrdmg those aneeints * pr» ifwH m USV< TUI I (bffljff) ' 

■ I Ol O i A MIS providing lo my pnum (atm Man m UK agent; any ttmtw 
oi expertise lliat is nnauiy for (hr < nmnwvunm of a Irdn J Ur or ^ -fTmse fear 
Um* pnsnri would rthrrvmr havr dtffinihy oblanmg 

FOU O) A ( MS prrr.idmg Uj any proton (other tom m FW apnf) n*y (paddy wfi 

< ofitfollcd sulistanr r an explosive firearm other dangerous wrapor. or •*>*-! for Mat 
poses an immrdialr and significant dural lo puMv safety wilb Mr nr or. ’’tfrrtmrm 4 
its recovny by the FBI 

13.2.2. (l r ) Tin I OIK Authorization 

(U/TOUO) Tin I OIA irquire* advaw r written approval by the FO SAC Thr CHS OIA af- 
file must contain dir author izatjon in arrcadairr with sub v-twai : RerarMeepnig 

Procrdmrs 

(U/TOUO) In aunmal investigations tbr SA awl coatart / fellow mf thr \Af q**' r - af* the 
FPO involved in thr investigation to obtain thr appropriate CFP authorization m w rw ng . The 
AGG CHS allow die SAC and CFP to agree to designate partrular mdrvidu ait at Mr supmwers 
level (i e . AS AC) in dieu respective offices to cany out tie approval fanctaont wpneif *r ire. 
(U/'TOUO) The appiopnate CFP for all investigations except national mm ane vfega n u w m 
the CTP who 

• (U/TOUO) Is participating m an FBI invesdgatK® Mai n unh/wf fee CHS ar w ertf 
with that CHS in connection with a prosecution 

• (U ' TOUO ) Would have primary jurisdiction to pronerpr tbr OIA Mat mUiMat a 


federal law 


OR 


• (U//POUO) Is located where the OIA is to occur 
(U TOUO) For national security investigations or ferns® tmrlherncr u.M e ci n » thr CA nM 
send upon SAC approval an EC to the appropriate FBIHQ operational Ml to atom AD 
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strut: i//nom)kin 

(U) I 'nnftdeiitial I liuiuii Soibi r IN*lk v < mnlr 

ho the OlA Oinr^hn ihr Mill 10 operational unit must loiwaid the Al) jpjHnvrd 
rrquest in a dmmnmt siutahlr lot dissimulation to thr appinpnalr IX)) authority for its 
approval Hie KH1IIQ operational unit must thru notify tin- injnrstiii)' I () via I t ' it|Nin IX )J 
approval <■ denial of thr irqnrst A ropy of thr above OlA irlatrd documentation must lir filed 
in thr CHS OlA sub file 

(U'TOl K)) Thr appopuate CM* lor national tenuity and foreign intelligence i olln turn matins 
is thr AA(» of thr IXAI NS1) ot Ins ot liei drsignec Ibis ilrsignee may hr an I 1*0 attorney 
however tlir CHSC uuisl vrnfv that thr delegation has lakm plarr within tlir trlrvant I PO If 
die CHSC is unablr to identify an NSD designee thr FO should request assistance fiom tlir 
opnational unit at FBIHQ 

(U TOUO) As pait of thr apptov al ptorrss thr SAC and ( TP authorizing Tin I OlA must makr 
specific findings sri fbrdi m sul»srt tion 1 i 1 Dorummtrd Findings of Tin I .uid Im II OlA 
Approvers regarding the proposed illegal activity which must be donimrntrd in the irsponsr 
to the OlA request Tins documentation must be maintained in die CHS s OlA sub file 

13.2.2.1. (1 TOl'O) CFP Authorization foi l imited OlA Related to Material Suppoil 

of Terrorism in National Securitv Investigations 

(U TOl’O) For guidaiKC on this authorization see DUX » subsection 1 7 6 OlA Related to 
Material Support of Terrorism in National Security Investigations 

13.2.3. (V FOl'O) Tier 1 Oil Fmergeucv Oral Authorization 

(U TOUO) Those authorized to approve Tier I OlA in accordance with subsection 1 l 2 2 Tiei 
I OlA Authorization may orally authorize a CHS to engage ui Tin I OlA without advance 
written documentation when they each determine that 

• (U TOl'O) A highly significant and unanticipated inv esngative opportunity would be 
lost if the OlA written authonzanon procedures vvne followed 

• (L" TOCO) These circumstances would support a fuiduig to authorize the OLA pursuant 
to subsection 1 3 -1 Documented Fuiduigs of Tin I and Tin II OLA Approvers 

(U TOCO) In such an event the documentation requirements, includuig a war net i justification 
foi the otal authorization must be completed as soon as practicable but within 72 hours 
following the oral approval ui Delta 

13.2.4. (V) Tin I OLA Dui ation 

(U TOUO) Tier I OLA autlioriz.it ion must be set for a specified period not exceeding 90 days 
An exception exists for national security investigations or foreign intelligence collection for 
which the CFP nuv authorize OlA foi a period of up to one year 

(U TOL'O) The Tier I OIA authorization period mav be extended according to the procedures 
set forth in s ubsection 1 \ r Renewal and Expansion of OIA Authorization 

13 J. <V> Tin D OLA 

(U TOUO) According to the AGG-C'HS Tier II OLA is am othei activity tliat would constitute a 
misdemeanor oi felony uudei federal state or local law if engaged m by a person acting without 

authorization 
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fU) < 'infidmtiaJ I hurijfi Vjum r VtAr y < nadr 
M i l (I ) 1 1 » i II OIA Author »/jl*on 

(U//IOIX)) I m*i II OIA rrqiuir* llir adv mu r written approval fjnmt a r -**.*%» |r* -rrnrrr* y 
jutliofi/alion in accordance with ..ifre* tiwi, I ) M I in II OIA ; of (hr SAf Hr 

aiUlum/atKin ( omnium) Mum must imiuiii sprc if u It nth it?* i ryjaAmy the pf'ipovd tlW/d 
4i livily as srt hiifli in subarrtion Jre» u/* ' 1 I>r immH l n An, pi of Itn I mA Tin II 

» )IA Appiovrts -uni must lir maintained in the ( IIS OIA si4> file In st4r*. fh* irtfmr mnr 
titan < >nr paity consent to mold < omrnuni' at ions OIA authority murl hr fncf^tlrd m 
m i ordain r willi OK X. . sulivrrUon 18 6 1 

133.2. (I ) ( ooiriinatHin With I PO Attorurs 

(U//FOUO) FPO approval a out rrquurd tor lyprIJOLA However if » tPf) *trjrnrv n. 
assijoird u> an im estimation in which t)ir ( US a assisting and tlir CHS it expected to testify d* 
(A must mstur dial thr FPO attorney is notifird to ads an re of tfu- OLA if prartirabl e Thr OIA 
irqursl must document tlr IOs written or oral notification m Delta 

13.3.3. (I ) lirt II OIA f meigeoc\ Oral Authon/atiou 

(U//FOUO) In extiautdirui v c m umstarrrs an SAf mav or all* authorize a CHS to nirapr m 
Tin II OIA witliout advance dornmnifation aftn drtrrmutinp that a \a&i and 

luiantK ipatrd mvrstipativr opportunity would br lost if thr FO wrrr to follow thr OIA written 
authorization procedures In such an event thr SAC must complete thr dorumrnunof) 
requirements uv hiding as written ]ustififaUon for thr oral author lz*joq as soon as practicable 
hut within 12 hours Thr CHS s OLA sub file must dorumrnt this appro*. al 'otnanmacMaoD 

13.3.4. a ) Tin II OLA fhu atiou 

(U//FOUO) Tier II OIA authorization must br srt for a specified pmod not exrredmg % dav. 

(U TOCO) Thr Tin II OLA authorization pmod mav br extended ar cor dine to thr procedures 
srt forth ui subsection Li t Renewal and Expansion of OLA Authorizadoo 

13.4. fl ! Documented findings of Tier I and Iter II OIA Approver* 

(U' TOUO) In accordance with subsection 13 2 2 and subsectioo 1? • . on OIA arhona tca 

those authorized to approve Tier I and Tier II OIA must document in thr C HS s OIA sub file 
whethet the benefits to be obtained from the CHS s participation m the illegal activity ourweish 
the nsks involved and air accessary to other 

• l C TOI O l Obtain information ot evidence that is essential for the success of an 
investigation and is not reasonably available without such actr.ir including ilk-sol 
activity to maintain the CHS s credibility and thereby obtain the information or evidence 

OR 

• it T(X (>i ftrsnit death serious bodih uijurv or sagorikaoidMUgr to proprrrv 
(U TOIO) In making these findings the approvers must consider 

• i C TOCO i The importance of the investigation 

• TOCO > The likelihood of obtaining the i nfo r mation or evidence 

• (U FOUO) The nd( lidersundmg or exceeding the scope of his or her 

authorization 
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• (U TOIJO) Tbr nitml of the OIS s jvuUctpation hi tiic OlA 

• (U ’FOl’O) The risk of the FBI being unable to monitor the CHS s participation m the 
OlA 

• (U TOUO) The risk of violence physical in|iuv property damage 01 financial loss to 
the CHS ot others 

• (U TOUO) The nsk of the FBI being unable to ensme tliat the CHS does n»>t realize 
undue profits front his ot her paitinpation ut tile OlA 

13.4.1. (V) Precautionary Measures 

(U TOUO \ Whenesei an SA has obtained authon/atioti foi a CHS to enpape ui OIA the SA 
must take all teasonable steps to 

• (UTOUO) Monitoi the activities of the CHS closely 

• (U TOUO) Minimize die adverse affect of tlve OIA on uuiocenl persons and 

• (U TOUO) hnsiue that tlie CHS does not teali/r \uuhie piofits front lus ot Itet 
participation in the OIA 

13.5. (U) Admonisbineuts Related to OIA 

(U TOUO) If a CHS is autlionied to enpape in OIA two SAs ot one SA and one government 
official as a witness must review written adittonislinients with the CHS that state at a 
numniuiu that 

• (U TOUO) The C HS is authorized to enpape only ui the specific conduct set Idith ui the 
written authorization and not ui any other illegal activity (the C FP*s urmen authorization 
should be tead to the C’HS unless doinp so is not feasible) 

• (l TOUO) The CHS’s authorization is linuted to the time period specified ui the written 
authorization 

• (T TOUO) Under no circumstance may the CHS 

(U TOUO) Participate in an act of violence (except in self defense) 

(U TOUO) Participate ui an act designed to obtain uifonuatioti for tlie FBI that 
would be unlawful if conducted by an LE agent (e g breaking and enteruip illegal 
wiretapping illegal openuip or tampering wrtli tlie mail or trespass amounting to an 
tllegal search) 

(U TOUO) If applicable participate ui an act dial constitutes obstruction of justice 
leg perjury witness tampering witness uitimidation entrapment or die fabrication 
alter alien or destruction of evidence) 

(U TOUO) If applicable initiate or instigate a plan oi strategy to lonuiut a fedeial 
state or local offense 

• (U TOUO) If die C HS is asked In any petson to participate m any illegal activity otliej 
than die specific conduct set forth in the written authorization oi learns of plans to 
engage in such illegal activity the C HS must immediately irpoil the nuttei to the FBI 
CA or co-CA 
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(II) ( onlidmtial I Inman Souirr PoIk y < »iudr 

• (U//FOUO) Paitii ipatum in any illrpaJ artivity utlm than thr ipnifir 'ondurt set fnedi m 
l)»r wiiltm audioti/afion (nuld suhjnl tlir C HS to iTimnuJ pjovrimon 

(U//FOUO) liwnrdialcly aftn in nvwg thrsr admomslinimls thr C HS must u»r hit or her 
payim-nt ruiir to sign (ui initial) and ilatr a writtm m knowlrdwml of thr xknnriishmmCt < vrr 
subsection 16 1, Payment Namr ) If thr CHS rrfuvs to Mgj) 01 initial this arknowlrdf^urnl 
tlir SA and witness win* pirsnitrd dir ailmonishmmls must dixumml dut thrsr admnenslimmM 
wnr irvirwrd with dir (IIS and dut tlir CHS jfknnwlrdprd his 01 hn undn vtandmp of them 
An SSA must irvirw tlir C)IA admonishment dr* ummtation and msiur that it is uuintamrd in 
tlir CHS s OIA sul> filr (s rr sulisntiou I 1 9 Rmwdkrrpinp PiocrAars ) 

13.6. (I ) Renewal and I lpansion of Ol \ \utlion/atmn 

(U//FOUO) If an a prut srrks to irauthon/r any CHS to mpapr m OIA aftrt thr expiration of thr 
authon/rd time pnmd 01 revocation of authoii/ation 01 to rxpand in any matnial wav a CHS s 
authorization to enpapr m OIA thr irqurstinp apmt must fust comply with thr procedures srl 
faith in sulisrction I ) ' ' ( Tin I OIA Authon/atiou >01 I * 1 ( Tin IJ OIA Authorization l 

and subsections 11-11 Dot unmitrd findings of Tin 1 and I'm U OIA Apprcnm ) and 1 * 

( Admoiusluunits Rrlatrd to OIA ) 

13.7. (1 ) Suspension of OH Autbouzation 

(U' TOUO) Whenever an SA cannot comply witlt tlir pmautionaiv nirasurrs drsrnhrd above 
foi lepitinute icasons that air imtrlatrd to tlir CHS s conduct (r p thr CA is unavailable 1 thr 
C A must uiuurdiatrlv 

• 1 1 TOUO) Stnpeod the < HS t aAnwibM lo nt^t ■ OIA —nl fc SA cm c— pig 

widi thr precautionary measures 

• il FOUO) fnfiwn tht CHS ftat fait or ha 1 Nh mahm to engage in am OLA has been 
suspnulrd mitil tlut tunc 

• (U TOUO) Dociuurnt tlirsr actions m thr CHS OLA sub file 

13.8. (1) Relocation of OIA \ 11 tl 101 i/atiou 

(U TOUO) If an SA lus irason to brlirvr tlut a CTIS has failrd to comply with thr terms of thr 
OLA authorization the apmt must uiuurdiatrlv 

• 1 1 FOUO) Revoke tbe CHS’t juAcmation t« 1 • >i \ 

• (U//POUO) Infettm thr ( Hs tlut lie 01 dir is no longer authorized to engage in am OLA 

• 1 1 ' TOl ’O) Comply witli thr notification irquuement drscnbrd below 

• it i m i > Determine whrehea the t ns dwuld be 1 losed prpii id Se y 

C losing a C011fidn1t1.il Hiuuan Soiucr 

• (U TOUO) Document tlirsr actious 111 dir CHS OLA sub filr 

(V TOUO) Imiurdiatrlv after dir CHS lus been uifornird tlut thr uidnidual s authorization to 
paiticipatr in OIA lus brrn irvokrd. dir CHS must usr lus 01 hn pavniml name to >ipji and datr 
a ivuttni acknowledgment tlut hr or slir lus brm uifonurd of this fact If thr CHS ictuses to 
sicn thr ackiiowlrdpmmt dir SA who uifonurd the CHS must ckxummt tlir CHS v irtusal md 
ivlirtlici tlir l HS vnlullv acknowledged irenpt of dir revocation Thr SSA must ie\irw dus 
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14. (I //Mil O) Ojwalion of C oiifktfKliil Human Vhiiov Insohisg 
Otlii'i Mml, Slilc, hiral, ami tribal Ayrnn* '* V HI Fm>M 
Office* 

14 1 fl ) linnl Opel alion*. nf I HI < HS' Wilb Iff her Sgen't* 

(I WI'OUOj Joint opnalKiti of a CHS takes plarr wfm tor PHI aad unr or mr otfar a^rmrmt 
Of n air 411 FBI CHS togrtln m 4 nutln of mutual inter e* to all ifrnrrt MYotond CHS 
n|irt4iiori'. wlnlr |ouit must * finely with applnable AOrt mi HU policy 

14 I I (S//NI ) loml t Jpei at inn With CIA. I V, OF I SIC to A 4% an/* 
f Mijwlivn 

(S//NF) The CA or roC A naist advn^^l 
< ntnplrtm ui'l fawvtkof tlw | 

thr C IA CSC * 01 CMC wlirn thr purpose of thr ping operation is to render 1 
sprrifir support to adsanre i;V/ national srrurty objectives Thai e 
document tlir agencies agrermral iryaiiaiiy to rn rrspomihtlitsn far tor pnto CHS « 

The ap/mumt should be rnmisirnl with each agmry s pobry a nd mv 
agreements Airas to address nuv inrludr thr estabbshmraf of thr lad lyim far 4 
operational period (especially if thr CHS will fir operated in a fatei 0 > ninnj -.ah 
uskmiJ debn efi imanucafiom plans < 

■dialing and dissemination I 



14.2. ft'j Sole Opei afion of an fill C HS to Another Afeno 

(U'TOUO) Tlie sole operation of a CHS by another apenrv occurs when an FBI CHS a 
temporanlv turned over to another agency for operattoo is a maarr of exrhnrvr stnetf m 
agency Tlie FBI however must relinquish responsibility for the CHS to thr otorr agear-, 
luve no role in tasking pavtnp. or rmtarrmp the CHS m o 
uivestrgalion 

(V TOCO) In older for an FO to turn over a CHS 10 another aerarv far toie a 
agency the C A or co-CA must submit a request for SSA approval 4 
information the namr of the agency the name of the agency t 

the namre of the case in w hich thr C HS will be used and thr aoncqnard Inn of tor 
operation In \ lew of the potential liability concerns of ma chaining tor CHS m open ruto 
CHS must be closed while brine operated by toe other acearv la rare omunstaBcrt rad 
those that involve the CHS s intelligence value or potential to assist other FBI operaneoi tor 
C HS mav remain open for up to six months while being operated solely b* tor a 
Dunne toe period the C HS remains open all adrmmsntrce reqsarrmi 
uicluduig Quarterly Supervisory Source Reports QSSRs 1 FOASRa j 
annual admonishments In conduclmg the QSSRs tor SSA must ev ah 
of toe C HS s use by the other agency and detemune wfarfort toe oat 1 
C HS s use to the FBI to toe extent that the CHS should be closed Aktaueh tor FBI is aot 
responsible for validating toe C FIS % mformatoan 01 operand* drag tor pened tor C HS n e 
of the FBI s control the C A must make reasonable eflbm to pnaothes^ '. ar faae rm rs 90 i 
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(l I) l tXlfldrubal lllUIUll SlIUU'C INllli V ^ HIM It 

ohum ttilomiabon hum tin- nthei <pnii y irf.«<liii|' ( IIS payments and any iiilminaboii dir 
i 4 hn ifnn v i m piosutr Irjiini' mi lltr ( IIS 1 piodui IiviIv irliability and rirdil nlity Ibis 
information must hr itm untnilrd in (lir ( IIS '* validation suh lilt* 

14 1 (I lOt’O) Inint I iriil Offiir Oprnilion 01 • ( II s * « >|m** j«I*ii|> \N itlmi \1111tl111 I III 
I irlit Office 

(V FOIXJ) A CIIS nuv wnk jointly with two 01 n*nr Mil KK II llic CHS reside* in move* to 
01 works in <un*thri FOs tnutmy llir office of ougin (OOI must notify (Ik* SA( (or designer) 
and ill otlin imolved f(K of die ( MS's opening tin- < X ) must also notify llir KK of llir air a of 
4iil h ipjtrd irpoibng 4 im1 i)m* notifn Jtion niusl hr dommmtrd in Uk* ( IIS I Vita filr llir ( A 
and to ( A nuv br located m diflnnit officn if it will enhance llir (US operational 
effectiveness The (X) is irsponsiblr for maintaining llir CMS file and if thr (IIS is jointly 
i^n.ildl thr othn FOs tnvolvrd in opriatuig Uir ( MS must fdr all irpoits of infoinution 
received from llir CHS as well as anv irqunrd documentation (r p payment infoittubon and 
levripts) to llir OO filr Sumlailv Ixith offices must krrp llir otlin a|ipnsrd of infomuhon 
affirriinp thr FO's invrshpabvr progianis and any changes in the CHS s status To nukr a 
payment to a CHS on behalf of anotlin FO. srr sub »*■< turn 1 F ** Paying a CHS 
fl T ' TOl O'! In situations where thr (XI has tmipoianlv tunird ovn a CHS to another FO for 
operational usr m that FO s investigation llir FO using ami task me the CHS ts rrsponsiblr for 
ensuring that all communications pertaining to thr CHS s oprtabon (e g irportinp operational 
rrqursis payment doc nmnitat 1011 and validation trlalrd infornubon) air piomptly mined into 
l Vita CHS payments nude by another FO ate addirssrd in subsection IM' Payments to 
CHSs by Other Field Offices The FO tasking the CHS must also keep the OO advised of any 
intonuabon it obtains from the CHS that would affect the OO s invrstigabvr programs Dunug 
the other FO s operation of die CHS the FO tasking die CHS must contribute to die OO s 
pirpaiabon of die CHS QSSRs and FOASRs and msute compliance widi otlier adnuiusbative 
rrquucmmts includmg aiunul trcotds checks and admonishments If the other FO tasking die 
CHS has used the CHS exclusively for a six mondi period and is likely to contmur tins use die 
OO must reassign the CHS to the other FO 

14 4 . (V IOI O) Opei ation of ( HSs iu Anothn I ield Office's Territory 
(U TOUO) This subsection coocems CHS domestic operabonal davrl in which a CHS travels 
60m our FO AOR to another FO AOR or from a foreign country to die United States to conduct 
opnalional acbvitv This type of travel mcludes fot example a C HS bavrluig from lus 01 hrt 
assigned FO to another FO to support an invesbgation a Legal assigned CHS traveling to the 
United States to support an FO investigation or an FO- assigned CHS who resides ui a foreign 
country traveling 10 the United Sutes in support of an uivrsbgahon See subsection 19 4 1 
Foreign Based CHS Operational Ttavel to United States (Domesbc Opetat tonal Travel) 

(U TOUO) An SA seekmg to conduct a CHS operation in anothn FO s territory must obtain 
prior concurrence from the SAC (or designee) of the odin FO ui which die operation will occur 
ifpxfi able ffhotpracftcabk the ift tod FO( jaspossihlehutno 

lain Uian five busmens da vs from die date of die operational aedvitv Tlir 
C HS Travd'ET Acbyrtv Request Form sliould be used to document die pnen concurrence or 
post-operation UOtifrcannu of die atle. ted ft >i s> II thr Mm is u lead is 

sent to the receiving FO for situational awiuniess The use of not 

pto hide uiMmal oral or written • on tact between FOs to coordinate the < Hs 
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Krp*>uiU« -it rl« | ^ « ' MS < d u m a i* afrrWmmtl +*M 

till Ml lir tint umnitrd in llir ( IIS UU 

(U//FOIJO) Mir 4l«»vr ptnvtuon dnri nut jfjply t»» nahnr apnh/m* » '* ( MS *W 
XtVlty known In allirc I Ain*)tn FO n < mmU iut»m lirlvurm jffn tn\ Y<p> »• trr <•*•* -#iH 

lot fin imfln ti<m |jut|>trsrs t mif 'iirulnm rff n»ts rri«l hr dunjrnrnlrd n d»r f HS man Mr 
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(l?) Cnnhdrnlial Itunun Souirr IVtlu v Giudr 

15. (IV/FOI t O) Disclosuir of >< C onUtlrnliMl 1 1 n msi n Souiyi’i 

Idf tiiy 

15.1. (I ) Principles of C onfiilrntialily 

(U/ TOUO) Piotecting a CHS s identity and relationship widi tlx- 1111 is vital to tlir success of 
tlut irlatoonship and to the mtrmtv of the 1 111 s CHS pmgiam ( ofisrqnnillv 1 III pnvmnrl 
have an obhpaUon to maintain thr confidentiality of any CHS which includes thr CHS s identity 
and information irrnvcd from oi trgaiding tlir CHS tlut Inuls to ulnitify thr CHS This 
obligation continues aftn tlir Mil rmployrr rods his oi hn employment and afln tlir CHS 
erases to hr a CHS 

(U TOUO) Diselosiur of a CHS s idrotity wlm li includes thr dissrouiulion of information 
trmvrd from oi trpardinp thr CHS that tmds to identify him ot hn sliould lie approved only 
when it is legally requited oi absolutely necessary to achieve unportant investigative public 
policy or safety objectives This piinciplr must be at the foiefront of evny disclosuie decision 
even with ire aid to prospective disclosures within the DOJ and among task force partners 

15.2. (V) Disclosur e Authority 

(U TOUCH Approval of the SAC from the office where the CHS is assigned is required to 
disclose the identity of a CHS. unless 

• (U TOUO) FBI personnel disclose a CHS s identity to another FBI employee who has a 
need to know the identity of the CHS to perform his or hn official duties 

• (U TOUO) FBI pnsonuel make appropriate disclosures to the DOJ when a CHS has 
been called to testify in a gj and jury or judicial proceeding 

• (U TOUO) FBI personnel disclose a C HS s identity when required to do so by court 
mdn law regulation, the AGO CHS or othn DOJ policies (see for example subsectio n 
11 Responding to Requests from FPO Attorneys Regarding a CHS ) 

<U TOUO) The SSA mas approve the disclosure of a CHS s identity m response to operational 
or administrative requests tlut by tlieu nature require disclosure of a CHS s identity including 
those related to surveillance plans arrest plans, requests for linguistic support jomt operations of 
CHSs NFPO requests requests to DHS for immigration status and requests for DOS 
information Pnor to approving a disclosure request, the SSA. in discussion with the C'A. should 
consider die necessity of disclosing die CHS s identity its potential fot undermining die 
confidential relationship developed and whether the CHS should be informed that lus or her 
identity will be shared as part of an operational ot administrative lequest SSA approval of die 
specific operational or administrative request serv es as die authorization documentation to 
disclose the CHS s identity No separate documentation is requited for disclosing the C'HS s 
identity m such circumstances 

(U TOUO) No individual to whom disclosure has been nude is authorized to nuke further 
disclosures of the C HS s identity without SAC authontv except when required by court order 
law regulation die AGG-CHS or odier DOJ policies Anyone making a disclosure lus the 
responsibility to advise the recipient of die information tlut fiuthet disclosures or contact wtdi 
the CHS is not authorized without the express consent of the FBI 

(U TOUOt All approvals to disclose CHS identity must be documented in the C HS mam file 
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15.1 (ll//H)HO)SA( (M»|«Ih»ii l» f IIS l)ls<l*rt«i» Kw|«rH»«l 
(IJ//POI K)) Willi regard to j ir*|aurd disc In mar the SAC may ill)) drlrrmmr wbrdirr an 
atlrni|it should Iw nudr to assn! afipK^’iiat'- adrrnriistiativr or Irpal nbjrrlwm m to arr> 

subpoena court ordn (if irqurst bear mg an thr idmlif* alion of a HIS In mrft/-Ts msfrivmr 
national srrunty and other situations j irqurst may br made to have (hr CHS file fe.irwed m 
camna rx partr by a pidpr as appiopiulr In ( nUui ( iff umsUi* r\ thr FBI may refuve (hr 
disclosure of ntlin ihr CHS s identify or mfoonaJion pr ovidrd by thr CHS Th» ar tmn ■ ould 
it ■si ill in tlir dismissal of ihr pending proaerubao and must br 'oordinatrd with .qipropruir 
officials 6am tlir ) PO Any drcision to withlmld ( US infixmation roust br < #/radjnair.i wrfh *hr 
a|ipiopnatr IPO and documented in thr CHS s main filr 

15.4. (U//FOIO) Krcoid of Disc knurr of C IIS Idrotitv 

(U//FOUO) Disclosure of a CHS s idmlity oi rrlationship with thr FBI as fined must br 
documrntrd and irtainrd in thr CHS s filr Ihr dof uinrataiion must contain thr folknvm? 
information 

• (U//FOUO) Tlir specific information to br div |r*rd 'r ? flir ( HS S name and address: 

• (U//FOUO) llir namr title and agency at department of aD indrvvhiaU who will luvr 
access to thr information 

• (U//FOUO) Thr specific nature of the circumstances request demand or order that 
generated the disclosure request 

(U//FOUO) The SSA approval of a specified operational or administrative request verves *> the 
authorization documentation to disclose the CHS s identity No separate dorumrmadoa is 
required See subsection 15 2, Disclosure Authority 
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16. (1 KOI O) Xtlmimslmlioii of Confidential Human Sources 

16 1. (IV/FOVO) CHS Firs 

16.1.1. (V TOl'O) C i cation and Maintenance of CHS Files in Della 
(U TOCO) Delta is the FBI s automated case management system few all CHS tecoids All 
communications irpaidinp die CHS mast be cnteied mto Delta unless an exemption is 
authorized in accordance with subsection 16 12 Mow 



16.1.2. (V EOl'O) Eiemption I t om C ■ cation and Maintenance of C HS Files in Delta 


(U TOUO) Exemptions from entenng communications uito Delta must be supported by 
compelling circumstances and approved by the SAC the AD of the division managing the 
primary program the CHS supports the AD of the DI and die Deputy Director (DD) None of 
these apptovin^uthontiewiu^x^lrlepUrdAn EC requestmg a Delta use exemption must 
utilize and the 

providing any CHS identifying or classifi ed inhumation (additional giudance on completuig die 
request EC mav be sought 

• (U/TOUD) What information is to be exempted from entry mto Delta 

• (U' TOUO) Why entry of this information mto Delta would likelv compromise the CHS 
or jeopardize the investigation due to 

o (U' TOUO) Sensitivity of the CHS 

(U TOUO) Singularity of the information the CHS is providing 

o (U TOUO) Degree to which the CHS information is aitical to die success of die 
investigation 

• (U TOUO) How entn- of die inhumation w ill 

•: (U TOUO) Cause immediate liarm to the national security of the United States 
o (U TOUO) Cause haim to the FBI s abihtv to recruit and operate other C'HSs of 
similar circumstances 

(U TOUO) Impede the FBI s ability to collect for bodi the FBI s and the USIC s 

intelligence requirements 

• (U FOUO i How mtelhgence collected from die CHS w ill be evaluated and disseminated 
to other FBI components ot outside the FBI that is critical to the FBI s nussion such as 
thwarting a terrorist attack oi odiei national emergency 

( 1 ' TOUO^ie EC must set a lead toll tequestmg DD approval for the exemption 
request ^^^|is responsible for notifying die C A of the appio\ al oi denial of the tequest If die 
request is amoved HH|is lesponsible for permitting die CA or co-CA to initiate die openmg 
of the C HS including the limited submission requued for Delta as specified below 
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(U//FOUO) Upon receiving the 1)1) s approval thr (.'A of ro ( A must <■ omptor Jl niMA*tny 
fields m the Delta source opening < onvnumraiinn so lhat the f MS 'an be 'ipmrd in Drka <m 
in iln l,x ili«- f MS to l>r paid) and to nrmae thal th eQSSR mi ■ aMr\w | omplrtrd 

Mowevei to piotetl l)ie CHS’s idrnfitv ll*r ^t^rjrtwdiy-r^l to b*- 

niteted into each field l/y tlie CA « co < A The following is a list of the mandate* v fields M*i 
tlie responses to lie mined 
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(I l)< mthilniliJil IIimiuii Soiinr IN*I»> v < •uiilr 

• (A 1 1 **) < «* * Mr Apml 

(S >11) I nln * i mate inlttinulimi 

• (IJ- VOl HD ( IIS Assessuml (Scrtma III) 

(S. Nl) I nln NO fn all ifnrstiom 
16.1 ' (1 I Ol O) <ty« nine <•■«' * US on l’«|»ei I <»t Della I \» nif >1 

tl< ItXIO) To (f«n thr CHS nt pfa thr t'A « ro(A must aflri irfQftnmg the Cl IS m 
ywing mq—iimuw imgg ihr OpenH 

-?_J| ihcis.* . .> « ^gmemteiO ippmurti li *' n 

S.M Sill lllWmilUll «T M « 'ill. I III ». I. Ill I >1 . In I I [. ■ 1 1 1 . « It 

when lie at the wv rrfp« 1 nr>l m I Vlu mud U listed in tin tide ol lb 

16 I 4 



16 15 (l FOI’O) CHS FUr Slrudurr nd Content 



(U POLO l Information not rrperied on a Delta form <r ft receipts photon aphs computet 
pi intents handwritten notrv consent forms i must be scanned if possible and uploaded uito the 

apptopnale tile or sub file Information or plis-sic.il 
must he maintained in the 1 A section of the C HS fil 


items tlut cannot be v anned tee a raft i 
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16 I A (11) Property ( lasufvia* < IIS Imtarmaltom 

(U//FOIX)) If a ( US » l**kgjound information at dr information hr or shr report *<V - 


mallei* of rut tonal vr< mily requiting t hmtfu abort dal mhanUkan M be apprpr ..art , 


< la*silied m ax x urdanrr with the Hrjttonsil lane it j Inf'/rmnin* f >- . ' ■ ■ ‘ • ' / ' . 

Tins guide sprx i firs .anon? Other iiifurmatiorj duf null be 'landed Ar fai m r r rg 


• t I Ot ( ))( IIS v inhumation provided by a f 

smnity dial allows a rratxjnafolr m inner <A dir idrotffy of dr w*m r e 



• (U/Toi f)i' Hi mfurmatiaa provided by a CHS on HKn|Rsttaa|l>«l 
sec urity that don not allow a reasonable mfnmrr of dir idrntrv of dr sownr 



Delta via a general purpose insert drnoung die Loraboo of fhr br^rr djaa^rd teporter or 
information Until an appropriate tool exists for rierttoor suurr dr kwd^opv 4vr*ztrm 
br (etained in a secure location 

16.1.7. (U) Documenting CHS Information 



must be documented on a CHS reporting document in a way that don not dmrfv dr CHS * 



The documents must be appropriately clasufirt^H^Hra m the appnpnflr 
unclassified sub file and appropriate operational case or tntrlherace files 
(U TOUO) Information prov ided bv the CHS that is no t aWrik enter a Wrmtl ea maamr 
must be documented in a CHS contact report and mamtaaird m dr saiadam tab file A OM 
report is used to document following 

• (U TOUO) The C A s observations of the CHS 

• ( U TOUO ) Disclosures of mfonnabon to dr CHS n riwnrrtwi nd a tda^ 
including am documrals given to the CHS 

• (U TOUO) Personal information i rgard m g dr CHS wrlwhnf the CHS > fa a t a 
health problems major life changes and anomalies (e 7 rhfjri m dr CHS s inarm 

or behavior) 

• 1 1 TOUO » Anv derogatory infornxatKxi received froa oter CHS* 

• discussed wrth the CHS mclnihnf arv topKs aatuted bv thr C. A 

• (U TOUO) Each pmoo present far the BretBig with dr CHS 

• (U TOUO) Other mfonnatton that bow adfcct far CHS * 




SI! Kl I Mill INN 

(10 * iwiMniti.il 1 1 1 >iii4i > Noun r IS>ln V < ituilr 

(U'TOIH)) H«(li thr t I IN if|nntmp ilm iniinit an. I ihr > out* I irjnni must hr ii|ili>ailid into 
I VHj within hvr Imsmrss days id « <nil.ni willi dir ( IIN 

l« I ” I (II lllunranilioii o( ( IIS Nepal ling 

Oi l oi 'nl this subset turn adihrssrs thr dissniututiini id ( IIS ir|Hntinp llul dors not lint I to 
tdrttlih thr ( IIS Ihr dissrmmati.ni nf CHS irjxnlinr llul Inuk to idrolilv llir ( IIS h braird m 
a ihsi lowar ol dir ( IIS s ninthly anil l* aklirwii m Si (mi IS. 1 hst lost in nl a ( oolnW-iili.il 
litmun Noun r ( Idrutity 

(IJ 1 IM JO) Ihr disnrmniatMni of C IIS iqmilinp it rtn outaprd and should lir madr available In 
tnmnhan ol I J tlir K w tnlul autlionlir*. with puiprt < Iratam r if il is within thr trapr of dim 
mission (see l>KH. No tion HI I Sissniim.il mns air inailr tlitoiiph an itilrlhpriKr tufintiuinni 
tqnnt (IIR) ni otho documents i iraloi lia thr piuposr of sluunp information (r p an I J IM an 


intelligence assessment an intrlhpmi r bulletin or smulai) F« dot luimils not ( iraloi ha liar 



:'i» i^ioi to dmnnmadon and redacted topi otr. m 1 1 . 

thr t HS unless thr ibidotuir of his oi hn idmtify is justified and autlmn/rd hi jrrotdanrr 

with viSccUou IS ’ Ptachwura Authcaitv 

0 ’ TO) XI) Uh»c hrvn dissemination mrtliod is used thr ( A must document tlir dissrnunation 

of CHS iqwttuip including 

• 0' TOCO) Ihr namr of thr prison to whom and oi agency to wlurh ihr mfomution was 

dndosrd 

• flJ TOl O) A Jrsoiption of thr information disclosed 

1 1 FOUO) Ihr dissemination in c«d must l>r maintain ed m llir ( HS s file and can br a copy of 



also hr claimed as a dNMnl at l oopltahmeat an thr souicr rontacl trpott ^ noting 

the file and wul nuinhn of tlir disseminated information oi a description of tlx Inabm rh.u 
was disclosed If dir information was disseminated in an UR the UR nunihri should br 
tefcrrored on thr sower coatart tepuri In addition dissemination bom ihr C HS file should br 

documented in thr FOASR 

0-’ TOCO) If thr CHS \ reporting was used in a court doc unieiit that fact must be churned as a 
statistic on die souirr contact report if thr activity meets die threshold fen claiming an 
arrnmpiivhnient If thr CHS testifies in a court proceeding claiming a statistical accomplishment 
on die sourer contact repent is sufficient documentation Fen irportuig at levels higher than 
NF.CRFT the electtouK file location must hr noted in the Drlta file 

10 18 (Cl Krlrutlou of C HS Ides 

(l TOCO) Thr National Atdum and Records Administration (NARA i lus designated ( HS 
files In permanent retention Tbeirfoir records rebtuis to CHSs must not be deleted « 

drstiovrd 
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SM PI I //Sf if OP ■> 

(t/)( orihdrirtial HiMtur Vwrr K»»i 

IA2 (1I//I OUO) OIS Number 

(IJ//POIX)) Whni a ( IIS file n oprnrd in Delta I hr CHS is « 

wlm h srivr* as l)ir ( 'MS file utuntut /bis tnmnlm may al*n br *rd in identify (hr' IB 
i ofiitiiiuiH alums *r»rt t/i <rthrt govrriiriirfrt ager* tnKX /A*j are I * »n*rrrud FBI dir «nn 
S fimnlxi nmsl nrrt Iwwrvri hr rfcv losrd to dir (7tf 

I6..V (I ) Payment Nainr 

Cl J//FOI JO) Ail SA iruisl assign a payment runr I n a f MS to rruMr fjjr f l!‘, t«, igr, dr<r 
sik li as payment inripts (JJA adrimtushniml* a server MQnmrtA and (/ w i nd nsn* 
consent form* in a r overt nuium lh r payment name mud br umqur witom (far FO k n 
( onlam birth Irlln s and numbers liul must not tndr Mr thr ( Ift i true identr’ y TV and; 
of llir payment name must hr documented in thr CHV» rum file TV parmrtrt unr ife 
apjirai hi any dissrrnnuhle dr* urnrnt rxir\A tor rrjnmam Mnm to IXJj 

16.4. {I 'jfodi Nimr 

(S/TNF ) Code names may br used Cor CHS* who air DA* non DA» m yn 
RIPs ot unusually sensitive CHSs and (liry should br obtained from the 
rodr namr 'rode word database ( od numn must br umqur in dir CHS a 
within dir FBI 

16.5. (LV/FOrO) CJIS Division M 1C “Slop Mm" 

(U//FOUO) When thr opeiunpc omninr abon Cor a new or reopened CHS n c 
approved thr appropt ialr ^^Jurut must notify C JR to plant a query aim aotAcatoi (QAM 
pirviously known as a stop notice ) CJIS mJJ flap dir CHS record laaf aod ; «r 

biometrics information When an NCIC inquiry is made oa thr CHS dm QAN ajsoaamrafiv 
tnggeis a notification to CJIS and CJIS in turn will notify thr FO of the taqan TV CA ha* m 
obligation to ascertain thr basis of the NC IC mquarv and take whaieser action mas be aerevtarv 
to resolve it TV QAN will be placed in thr mam folder of dv CHS file ea Drfc a h m a CTfS n 
closed CJIS will cancel the QAN on the CHS 

16.6. (V) Positnr Refolds Checks and Courunenc* to Opetatr 

(U TOUO) If a records check determines dial a C HS t*. the subject of an oognmf FBI 
lm estimation the CA attempting to open thr person must first ofetam toe c oacunrncr of toe FO 
SSA conducting the investigation The concurrence must br documrmed in tor CKs sue hit 
If the CHS has outstanding criminal charges thr C A must contact die imanr aprarv If tor 
jurisdiction with thr outstanding charges it not willing to exnadMe thro thr CA nua d oram r 
dial fact and the individual niav be opened at a CHS For guidance go togtor.es *rr . ✓ - r 
LLL Fugitives In addition an FPO mas have to be notified tee • -■•!•, y, ’ : 1 

NotiGcation to DOJ of the Invesugatioo or Ptoseraboo of a CHS”» 

16 ". (V) Field Office \nnual Sotnre Report 

(U FOl'O i The FOASR ts the FO rxccuuvr management i mm* of dv CHS itr TbrfQMt 
is a cittical tool used to assess the CHS for cont inu ed operation TV C A a 
information regarding the CHS relevant to each toptc and qurtoon at dr FOASJL A t 
and complete FOASR eiubles the SSA. ASAC acid FBIHQ to a 
operation and provides suhseijurnt handlers with all ■ 
opei ahon of the C HS The .ASAC is responsible 


SI < HI I NOIOKN 

(l 0 1 ontidrntial I Inman Souk r INiIm y ( tiu«lr 

Allies * « mdmp In tV stamlMik set forth m this sn inm In aildttimi ASA( » air irqimisilik Im 
tV « muplrtimi and subniissNNl at tV I OANR by the Ak dale I V ASAt i annul Im iIn i 
drlrf air this ir^mmiluliU 

(1) TOU)) IV l A mun itnflrtr thr FOASR m IVlta annually Kurd on On- ibir ofoprnmg 
f in Ow (IIS IV 1 OASK must In- appmvrtf by On- SSA and AS At IV Inul appruvei must 
submit On- IOASR via I Vila within <0 day* of this mnniMV datr U On- (A is iuu\ ailahlr to 
complete tV FOASR dir n»('A (wV> is 411 HU SA 4 imI not 4 HO) must ■ miqilrtr On- IOASR 
If mi oo-CA k as ailahlr thr SSA must msmr that Oir FOASR is • mniilrtril in iNifn (in Oir FO 
to irnuitt in omupliam r 

IftR (F) Qaotnh Super simms Source Report 

(C TOl O) TV SSA nmsl |»qmr 4 QSSR Im rarh consecutive 90 calendar day period fm vm )i 
(ITS file assigned to dir SAs umler Ok* SSA s supervision Thr initial 90 day prnod i ale illation 
stalls mi thr ( HS fik* uprning dalr IV SSA naivt cmi^ilrtr Ok QSSR review within U) 

« alm.Ui days of tV md of the CHS « 90 day cycle IV SSA must trvirw all snl* files fm carli 
CHS including RXClfiralK Ok Sub V (\ alidation) file to notr any significant anomalies (r g 
potmtial drtogatmv information about (V CHS suddni and constant irqursts fm uknkv 
1 - 001*1 irifmnution indicating substantial change in lirhavim lifrstylr m viewpoint mi issues of 
past mf>m 1 aik r ) that occuned ui tV Last 90 davs If anomalies rxist Ok SSA must document 
what action has brm taken with irspret to addirsstnp Ok anomalies m explain why no action is 
necessary In addition Ok SSA must consult with thr ASAC ir g aiding Oir anmnalirs and tV 
ASAC s coocurtmcr with tV SSA s comsr of action must V dociunrntrd m Ok QSSR An 
* tmg SSA may not conducl a QSSR of his at hn own CHS filr TV acting SSA s ASAC is 
rrspoosiblr fm conducting Ok QSSR of tV acting SSA s CHS file 

U 9 (1 I Vnnual Database C besks 

(U'TOUO) TV FO must conduct queries of FBI universal indices ELSCR and ainunal lustorv 
on an annual basts as mrasmrd from the CHS tile npennig date OOier database checks (r g 
FinCEN TECS or civil coun iremds) may also br conducted annually if applicable to Uien 
irportuig All queries and thru results including derogatory information must V documented m 

thr CHS % mam file and noted on tV FOASR 

1*10. (V) Documenting C HS Dei ogalon lufoimation 

(U TOCO) If an FBI employer irceives derogatory uiformation on an individual whom br or 
she reasonably believes to V an open CHS Ok FBI employer must teqursl that die CFR staff 
conduct a Drlta query on the name of that prison to drtrmunr whether the person is a CHS If 
Ok person is identified as a CHS the query will alert the agent assigned to the C HS to address 
the quen with the agent requesting the search TV assigned CA agent must then document tV 
uiformation teemed to the validation sub file 
16.11 (l*) Otbei ( HS Related DecoBflKtinu < hecks 

(U TOCO) A TFO or an SA mav reqursl the CHSC or CFR suff in his ot Iki irspective FO or 
dm sion lo conduct a check of CHS databases including legacy CHS files to determine whrtVi 
an ltidnidual is cuneutis or was previously an FBI CHS TV request must be in wntuig ie p an 
EC or a record riuaili and ha\r prior approval from the SSA of the rrqurstmg TFO ot SA TV 
SSA must evaluate the tequest to ensure that sufficient justification exists to search FBI CHS 
files and that the tequest is not capnctous ot an improper use of resources The SSA must also 
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s »/ tn iHStHtm* 

(If) f irifidmlial I liman '■*•»>* HMk y ( *mAr 


riKtar dial Ilr loparrl it labratally irlalnl in a natomal sr< may <m > tmmmd mtr/Hy pvpnar If 
(far ir«|in-.| it qt)ait.i A and ilr* r it 4 pnMtrvr mull dr ' IfV 10 r m <kn**m nd- dr 
4s .if'iinl < A (if any) imiti ditr losr to t#»r lojuntor only dr Of* rrUtod witawutmm faar a 
1 in rv 41 y In • dir irrprtl 1 1< «tliii< alwm IV 4**'/. rd wy iw to f <Vr srrrr* aid «y 

mfiirmaliori <faw JotrrJ on a fllS riaaU V matirfarrrH vi dr I’M* anal fii M r*to dir C US Mr If a 
trail It >irlil*. a irgalivr inuilt dr inprttiiif far umrri mart V maitfarrd ■ far r > F )i 
< imtinl f ilr iriatrd to ( I IS arfanmtlialrai 

16 12 fl MH O) liautpoftofC IIS I ilr-. mmA Vrr* to brila Flfi r* bt Satofcrt FrM 
Offw. or I BIHQ 

(U//FCM JO) HiytK aJ pmtrMion of a f US t <rif*naJ pafrr filr mu* arm V ttamimrd to ary 
iimIivkIiuJ oultidr dr I lit unlovt il it d urr pur soar* to a own nrfart <0 m uadrr lor a Irtoil 
liidpr In i ondurt an in < anna ri paitr 1 rvma In drv r a*m dr Mr naan br muf imf by an 

SA 

(U//FOUO) Sliould Mill (O « an FO f«ju»r anodrr I O » animal CHS filr a afanir m m par 
dr filr 1 nay fir soil by I HI appiovrd rannt lo dr off* r rnyundDf dr Mr nfa W aw rotai 
Hus pf(M ns UK ludrt > onuinn can ns and nrfhodt appro", rd far Jupptnr f Lawwfird FBI 
information For arrrtt to ciprn f HS film in I>lu dr trqunuaf SA obi* makr a n to far 
CHS s ( A Wlm access is wanird by dr ( A dr OO 1 CHV nil artor dr a pptn p n a to rcdr 
for dr SA icqursloi 

(UTOIO) SAC approv al is not rrqian-d for rrqunfe far dr orirmaJ CHS Mr from V atrnlmnm 
So lion (VS) nifilovrrs handling CHS salidafion mam . and FOs arr irqaaed to nod far 
requested infoinuuon Srr Section ? 'j ( vnfidentiai Human Sourer \ aMafcon far addmonal 
guidance 


16 IV 
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SI C Kl I /NOIOKN 

(U) ( 'nututmtia] Human Sihui e IN»lii v (tiudt* 

17. (1 FOt 'O) Confidential lltiimtii Soiiitc* I iintin ini Mailers 

(U//FCRJO) The FBI may conqiensatr a CHS ft* mivuts pinvidrd antl/ni irimlnuvr Ins <n Ini 
expenses inclined in hudinancr of an investigative nultn including those occulting in a 

|nim isliun 

ii TOUO) Ml t ns pa y ment iwqucati muni be «ribm«rd rtnimgti i leka \ ia Mm- 
Payment Request and trroided in the Delta CF. (ease exjwnditiues) suh file Payment 
dommenls containing the CHS s tiue name nnisl he filed ni the Delta main file with irdaeted 
copies sent to the CF. sub file Upon payment all CHS payments must lie immediately iccoik tied 
with pavment tequests m Delta 

(IT TOUO) Certain fiscal circumstances tequirr DOJ exemptions horn statutes dial would 
otherwise ptohibit tlie activities The fiscal cucmnstances are deluieated ui the AGG JLJC'O 
Howrvei the applicable statutes and tlie requirement foi a DOJ exemption apply even if the 
operation is a CHS operation and not a UCO 
(U> The following fiscal circumstances require exemptions 

• (V TOUO) The deposit of appropiialed funds ui banks or other financial institutions 

• (U TOUO) The purchase of real propeitv 01 the lease of space 

• (V TOUO) The use of project -generate income (PGI) to offset necessary and reasonable 
expenses inclined 

' 

fiscal curumstances tor additioiul delails This policy guide is used only as lefeience for the 
parameters and procedure for seeking DOJ exemptions 
P.l. (11 Pay ment Prohibitions 

(U TOUO) Under no circumstances may any payments to a CHS be conhngmt upon die 
conviction or punishment of any individual 

(V TOUO) In deteimuung die way to classify a particular payment to a CHS as a service or an 
expense the CA should not consider whether or not that classification nught result m a basts for 

an impeaclunent at tnal 

r.2. a TOl'Oi f ield Office Funding for C HSs 

(U’ TOLD) FO funding allocations for C'HSs supporting programs ui the Counterterrorism. 
Counterintelligence Weapons of Mass Destruction Crinuna! Investigative and Cyber Divisions 
ate managed by die operational desks and budget units ui those divisions CHS budgetary 
enhancement requests relating to those programs should be subnutted to die appropiiate 
operational desk or budget unit Fundmg allocations relating to C HSs suppotluig die Intelligence 
Program are managed In the appiopnate 
1".3. (T) SAC Annual ( HS Payment Authority 

(U TOUO) Tlie SAC has a payment authontv of $100 000 per TY for each C HS Tins authority 
is automatic ally renewed to $100 000 at die beginning of each FI' hi die event drat die payment 
authontv of $100 000 is expended prior to the end of die FI' the FO may lequest enhanced 
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payment authority of $100,000 An arrioraii rxcmknq, $100 000 may br requested if that armur* 
is justified by operational c raisidei afirais 

0J//KKX)) A rrqnrsl fra n tit Aim ed SAC payment authority nmsi include thr following 
information 

• (U//FOI X)) Ihe CHS s S number 

• (Uf/FOUO) The dollar amount of tbr additional payment authority requested 

• (Uf/FOUO) Sujijioitirip justification fra thr amount requested 

M I « ii it/ ill- In* approved through thr FO SAC and tenihzrd | 

file using thr two or thtrr Irtirr sub file designation of thr FO or FHfJK, 
unit with pnnwy irsponsibility over thr propram dir CHS reports oo Thr CA should not mr 
any identifying information of dir ( MS and should only idmtify thr CHS by Drka S number 
AithoupbHHHHHHNnd all sub files arr restricted dir CA tmt ucr appropriate 
« .uitKin so as not to rrvrai thr identity of thr CHS in thr body of thr hr 

(U//FOUO) Thr request EC must include an action lead to thr opeiitimAl unit responsible fcr 
thr oversight of thr cases on which thr CHS is reporting Thr action lead must rrqursi FB1HQ 
approval (according to thr approval Irvrls srt forth below; to ronbnur to utthzr and pay thr 
identified CHS Tlie oprrationaJ unit must review thr oprrational brnrfits gamed from previous 
payments to thr CHS and ev aluate thr operational benefits likely to br gained if thr aifcancrd 
payment authority is approved 

(UTOl’O) Thr operational unit must advise tbr requesting FO and jj^Hof thr approval or 
denial of tire enhanced payment audiontv in accordance with thr above guidance Thr 
operational unit must document its tier ision to approve or deny the FO s request man EC to the 
FBIHQ and! I | | ~ " | ^Isub files The EC must contain a lead srt 

n. >ut vinpJHlp^i^pprorc^^niul The FO may not make any a ddition a l pnimr^i to Ar 
( 1' - until • ■ : BIHO rper iti nal uut . id • that author rv ia oa p m lad ( ■ [ Ptm ltd 
pavment Thr FO must also maintain die approval denial response EC m the CFfS CE sub- file 
(U TOCO) The EC generated bv die operational unit for approval or denial of thr enhanced 
pavment authority must be signed at the approval level appropriate for the amount of the request 
as follows 

• (Cl Authonrv to exceed the annual pavment authority threshold of $100,000 and pav up 
to $200,000 within die FY requires operational DAD approv al 

• ill Authority to P«y .i CHS between $200 000 and $300 000 widnn the FY reqmres 
operational .AD approv al 

• I U) Audit a hetween $300,000 and $400,000 wtffam the FY' requires 

operational .AD approval 

• i U) Authonrv to pay a C HS between $400,000 and $500 000 w ithin the FY' requires 
operational branch EAD approval 

• (U) Authonrv to exceed the SsOO.OOO threshold and each $100 000 ma wnent above 
$500,000 requires DD approval 
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(U) Confidential llunuti Smuir IH»li< yCmde 

(11 TT)IK» Delegated authorities within tin* nfrulH<iul divisions niiisl In- donuunitcd in 
advanre to thr appropriate o|in atioual division sub file as dnectrd m DKX , subsections 

1 4 S3 I and M 13 2 

IT4 (1) V|Xif(ilf PiMiwnl Xultimitv 

(17' TOUO) When thr FBI s total expense aiuloi irrvtcr payments to a OIS ovn llir lifetime 
use of that CHS reach $100 000 and at incirments of $HX) 000 tlinraftn (i r $.*00 (XX) 

$ 100 000 $400 000 and so on), thr FO must tequest .mtluxitv fol tire continued payment of the 
CHS up to the next $100 000 tncteniental thieshold All irquests fix audtnrily to continue to pay 
the CHS. based on aggiegate pavmrnts must uiclude 

• (U'TOUO) The CHS s S nunihei 

• (IJ'TOUO) Total services vs expenses paid by rase alonp widi a brief justification fot 
those payments The justification should be detailed enough to allow fot a deteumnation 
of payments vs CHS contributions 

• (1 ‘ TOUO) Supportuig justification for the contuiued payment of tlie CHS up to die next 
$100 000 incremental tlueshold 

N O) The request 1 t mu He wing the 

two or tiuee Intel mb file dengwtion to both die i < ) and die i BIHQop cra bo w l wit 
(U TOUO) The request must be approved by the SAC in an F.C widi an action lead to die 
FBIHQ opeiational unit rn pO «M e toi the oversight of the ( asrs on \\ln< fa diet HS k iq>oiimi’ 
Thr EC must also contain an information lead to the appropriate unit ui the^^|l. lurrntls 
■to ensure- the availability of future pay ment * via Delta if die request is approved The 
opeiational unit must review the operational benefits gained from die previous payments to die 
CHS and evaluate the importance and operational benefits likely to be gamed if the enhanced 
payment authority is approved 

(U TOUO) The FBIHQ operational unit must obtain via EC appioval or denial of die request 
from the appropriate FBIHQ approving official listed below The same EC must also advise die 
FO and notify- the ap piopnale D1 unit of die FBIHQ official s decision to a ppro v e or deny the 
FO request using > files The requestuig FO must also mamtaui the 

FBIHQ approi d EC in (he CHS Delta payment srib-fik 

(U TOUO ) The FO may not nuke any additional payments to the CHS until the FBIHQ 
operational unit lus advised that audionrv has been granted for contuiued payment 

(U TOUO) The approval ot denial communication will be signed by the authority level 
appropriate for the amount of die request as follows 

• - U) Authority to exceed the S100 000 threshold and pay up to $200,000 requires 
operational DAD approval which may be delegated down to the SC level 

• fl ') Authority to pay a CHS moie dun S200 000 and up to $300 000 requires operational 

AD approval 

• < U) Authority to pay a C HS more than $300 000 and up to $400,000 requires operation.il 

AD approval 
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(lf)< onfidnitiaJ Human Viurrr Pr4iry < #u*l r 

. , I CM aw il I400J80 tof N HI 

lii anrh I .All approval 

• (IT) AiiiImn ily Hi exrrrd | <>00 000 and each S 100 000 iw mnrol above S V// WO 
i«-<|iutrs 1)1) approval 

■m ; ih it>r > mm; At onal dram— —t br d or—wird 
hi advance to tlir appropriate iifru tional div ision tub filr of a* drerlcd m 

DIOCi subserlioii 14 112 

1 7.5. (! ) CHS Pnmral ( ategones Servirrs and I xpewse-. 

(U//FOUO) Rrcfursts for CHS pavmrnts must distinguish brtwern payments for «mtt» and 
p ay meU fa «-x|>rnsrs Although irroids of b oth types of payments mat be aaaed w to fog 
11*0 attorney is appropriate fsrr as irfom< H 

rarh payment be act uratrly r bar af ter iy rd in Delta and thr PHI v brumal system 

(U//FOUO) A CHS obcumnp intr llipmrr fiom a sub sourer may br paid for rramnablr services 
and in expenses associated with that intelligence Thr CHS at his or ho discretion may n turn 
pay thr sub source fiom tliosr funds However a CA or co CA is not prmnnrd to submit a draft 
irqurst to rompmsatr oi trunbursr a sub sourer through thr CHS 

17.5.1. (V) Services 

(U//FOUO) Service pavmrnts air thosr madr to compmsatr a CHS for tfir information or 
assistancr hr or shr provided to thr FBI Thr payments must br rommmsuralr writ thr value of 
tlir mfoniiatiou oi assistance thr CHS provided to thr FBI and must only br madr after thr 
services air imdrrrd 

(U TOL'O) Service pavmnils may br ronsidrrrd taxable income that rnutf br reported «o 
appiopnatr tax authorities If a CHS is audited and irqursts payment Jorumentatioo from thr 
FBI to piovidr to tlir IRS tlir FO may providr thr CHS with a payment leport that dors a c* 
disclose the nature of the CHS s lelauonship with tbr FBI For additional guidance contact for 

HQS 

17.5.2. (U) Expenses 

(U TOL'O) Expmsr payments air thosr madr to reimburse thr CHS few reasonable costs 
uk unrd ui direct support of an authorized FBI investigation or intelligence nutter and for which 
tlir FBI and. or tlir USG derives the primary benefit 

(U TOUO) Only payments made bv a CHS to legitimate and lawful vendors are considered CHS 
expenses Payments tlut a CHS nukes to illrprtwutr or unlawful businesses tr g subjects 
unwitting persons illegal laborers! are considered case expenses not CHS expenses Likewise 
all pavmmts few tlir purchase of contraband or anv other items of evidence are considered case 
expenses, not CHS expenses 

(U FOUO) The FBI s inmbiusement of CHS expenses must be based on the actual expenses 
u ic urred with tlie exception of rrlocauon expenses w inch mav be based on an estimate of the 
expenses (see su bsecti o n 1 T 6 t Relocation ' Original vendor irceiprs or copies ol vendor 
receipts must be obtained in order to reimburse the CHS or if an advance of funds is obtained 
to reconcile the advance If a irccipt is lost or missing the CHS must anrogrt to obtain a cops hr 
circumstances vvlierr obtauune a cops of a receipt is not feasible the C A must prepare a 
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cntifirafton liiumrntinr ihr travm Ini ihr alwetn r of a inrqH (*rr ul-.« tun M / 1 Vendor 
Rn ri|H' ) (forr the actual rijmm air as* nlainol llir 1 A must ensure that llir amount 
irnnlmv-vl to thr t IIS is traswuldr Isasrtl on llir trUltwt nl thr exfimdiliiir In llir I III matin it 

si wilts 

(\J TOUO) II ilnr to exigent cm tuiisUni rs uni ssilh |tnw wal SSA appmial thr C A must me 
fin vital hinds In pay a (IIS w use a personal • lexht i aid w tuiah In jmu • liasr ail itnn of vain* 
i.mUnbalaMr trlrf»li..iM mil ip.. 

sohtuiRmt’ iltr pavTonit w irtmUasemnit trt|tirsl iluwigb tlw ivm« nl |*w ess llir 

oral authwi/atiun must Itr .kx ui united in llir C IIS s payment suit Idr as soon »•. pi* ti< able but 
op nmie than five husinrss days hnm dalr of wal appimal Ihr ( A nuisl seek inmlmsemnil m 
xronUkr with subvr tun I / 7 I Payment Request I tibies and suliso turn I / ft S 
I quipmnit if telrvanl I nder no cmunistaw rs mav thr use of finvnial hunk wltrllin hi an 
rx tint it cvnaMtan (I otherwTse mml $1 000 Smrr tlus provision slintdd wdv hr used 
tairlv thr autimubog SSA must msiar that thr ('A is exrn ism? irasnuahlr planning with thr 
CHS whenever such a tequesl is nudr 

(\l TCHAD No»r tlul the pun hate of rquiptnrtil surh as a notum dutiable trlrphonr foi usr by 







paid using case trlat^nif^Mtiwvi ! 1 \ 1 1 u*i 1 1 

I".*. (V) Rules Krgatdurg I \pepses foi Meals. \ ehules. Medical ( osts. Housing. 

I qiitpmrnt. and Relocation 

(U fOUO) Thr exprnses addrrssrd in this suhsrction mav hr covrrrd as CHS expenses under 
thr enrumstanres outhnrd below Lxprodmnrs must hr closrlv monitoird to ensure that thr 
government obtains thr prunaiv benefit horn them and it is thr responsibility of tlir rtnplovrr 
suhnunmr a rrquest for pavmrni and thr supervisor appnn hip it to rnsurr that ihr rx prose is 

iraworuhlr 

1“ 6 I (T) Meah Vssoualrd With < HS Debnefing' 

(l” TCHAD Mral expenses inrunrd by a C A dun up a CHS drbnrf must be justified as an 
opnational nrrd Thr full amount of thr CHSs mral mas be covered as a CHS expense to thr 
extent that thr amount is reasonable and notified based on thr cij cuius tanrrs of tlir meeting 
Government pei diem tales mav be used at a grade for reasonableness but are not determinative 
Expenses a ttiibi liable to dr C A s meal if justified are covered bv operational case fluids These 
expenses must adhere to government per (firm rales If they exceed those amounts the C A must 
pros vie justification and obtain AS AC approval 
1" ft: (V) \ eludes 

l“* ft. 2 I . (T FOl’O) Gtmuml t durirt 

(U TCHAD CHSs are prohibitrd fiont opera tut p FBI vehicles This includes Bureau vehicles 
assigned to FBI emplovers and vehicles obtaurd as a result of forfeitures lit addition FBI 
personnel are prohibited bom leasing or purchasing vehicles on behalf of CHSs The paiameieis 
for supporting a CHS vehicle expense air set forth below 
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17.6.2 2 (lij Vrhli le MaialrDMt* 

(I I//I-OI JO) If an IS owes Ins or hrt vitae Ir to support of m FBI m ■<~>hf / 4bm> 6r MU tmi 
inmlnuw thr ( IIS fin bask maintmanrr nrprmet (i f ml rhm0^ *»' t'Xjttrny nan 
in ifi jiimnuiI irawmalily proportionate to thr vrbmlr % t mr ■> f other «rr of fcr FBI «r,<~«>74 
Requests lot riuiritmark r inninn vnrnli ounl hr supported by vendor irrnp#s It H m men 
jHAsiNr to attar h titr original vendor receipt to thr draft inquest brrjnae 6 dr OIS s 

bur aanr 4 irdarlrd < opy may lir provided to (hr draft office Hr trar hi 
mamiainrd in llir CHS s mam filr fsrr H^bvr butt 1 / ,/J Va» dot fjrjrptt') ‘ 
ropy must tlini hr v aitnrrl urto tlr CHS • CE tab filr 


17.6.2.3. (C) Vehicle Rentals 

CU//FOUO) If it lirromr* wcoury lor a CHS tomri ratal vrhKir a fw^nwrofa HU 
nutter tlr ( IIS must rent tlr vrhirlr in bat or hrr name and provide dr vendor recrq* to ir 
CA Hr F HI may irimbuisr tlr rxpwvr m an annual rraotuMy prupnrtxnair to ±r . eharir s 
use in furtlrranrr of thr FBI investigation an advance of funds hoy brprvtstoftrOiftm 
m < otdanrr with subsection 1 1 E i Advance hxprw P a yments if hr or thr dot* not hnc 
funds lm tiir imtal Aftri tlr rmtal in rtf* u prtnidrd to dr FBI 4r aF.ncr mart br 
reconciled with tlr draft officr 


17.6.2.4 ft) Vehicle Purr bases 

(U//FOUO) On rare occasions with pnor approval from ihr inpooubtr Df DAD Ai 
of a vehicle tliat will br used primarily in support of an FBI s>-.ntiaax nav be a n 
a CHS expense The CA must submit a request that inrhtdes 

• (U//FOUO) A statement that tlr vrhidr will be uaed pnoonh m 
investigation 

• If TriT Tl . F arts cbriwwJritmp imwyeBtf iqi l I mi M U I Wt if fill kl ibilll I 

why the CHS tv unable to me his or her own veiacir rent or lease a n 
modes of transportation 


• (I TOCO) An explanation of the cost efiertveneo of fee pwrtinr 

• if TOfOl A statement that the C A has detemaned tel (be CHS bar a safaidmw t 

license 


if TO 1*0) At dr FO IrveL the request naist be mrwfdbs ike CDC md ypnwertbr kr iAC 
Hie lequrst must then be forwarded to the qiproprutr H - it ib et mfl xnduuae k-eai 
review with OGC and approval from (be a ppr o pr i ate ipnOml oral 


(f FOLO ) The m^muM advise the C A of thr final decision 
approved the CHS must purchase thr '.Thiele m his or her am 
owu funds to nuke the purchase thr FO mac reimburse dir CHS 
expense If die CHS does not have sufficient funds to toakr (hr pa 
advance of funds to be pven to the CHS m accordance 
Expense Pavments The CHS must provide thr pure ha 
reconcile the adv ancr with thr draft office 



(V TOCO) At the conclusion of the mvevtranm the veiuclr i 
The FBI nuv not recover the vehicle ftotn the CHS or aasurar 







no 

SECRET NOFORN 


SI < Kl I M II OKN 

(\0» iDihilrnlul I Ituiun Snur IV*ln v (iiinlr 

rvrn if in^tr •sird Ip .W« «n by the ( IIS Hit fa I llul llw vrlm lr will irniam iIm |m«|ir-itv ol llir 
CMS ihnilil hr >ii>« uvnl wiili llir iikIivmIiuI |ni«k In |wu< luvr I hr Vitliir ol llir vrlm lr il llial 

\ aim «t ar. onianrr with »iK< s non I PHymcnl Rrqnrsts llir <ImII uITii r must mudily 
thr anginal bam* ftmi in ihr IMI s Imam tal system and ihr ( A mmi tnoAfy llir anginal ID 
^Ml' I'avmml Rnjursi m I Vila to irflry I Uir \ alnr as a stivu r payment 

|7.4J. (I ) Mrdn alC osts 
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I ’ ft 4 


SM HI I ‘NOfOfeN 

(lf)f oiMrflul Human V«>f Ni< » '« , «4r 


(I I IIwuMMf 

(I )C Ki( 


17 4 . 4.1 

(U//|'OII()) II a Cl IS ft pnwmil irydmrr * 
luufiiloird fra iLuly lurrtnips with tubfolij 
mnpts and/m Irjfcr n iiMMipapr df/rntm 
|uyiunil>. 4% ( IIS rxpentrs n an «»ml r 
die FBI ■ra wHpd— if it is not powtelr a 
4uv it irfle* ts the ( MS t trui 
<>IIm r and Or tiir runr ropy must br bird 
ft* thift rxprnse (ter vilmlMW I / / "V 
vrjnard into dir CHS I Cl. sub filr 


f i« On m I HI ntfBrr > g 4 s a 
1 nay hr mrrthmrO hnrd on o cdnr 
Hilly 'iMK and iwntMy narVW id 
i prcpormir to thr war to hrflviaar 

. naira mop to 
irrUted ops ma 


Rn< 


aus mi h 


17.6.4.2. (I ) I riufMM art lloasiaf 

(U//FOUO) If a CHS don not I isr witfun a re* 
FBI investigation or for dir pea poses of tfar (« 
may br inmlnusrd foi rapmsn related to a see 
reasonable expenses (r p lintel mil rural* par 
temporary hsuig tpujins Thr CHS rant obtas 
associated with thr trnrporarv rrvidrnrr FBI pr 
* 

with 

justification is whrn thr trmp o rars housing will 
business has bmi established In this situation 
FBI through die undercover business and thr tr 
case fundinp 


yatxyir m m 


mm die C 


mi - iwidii i 

itmch m 'm&az'TJn 


tiiiim r 


(U TOCO) The FBI tnav continue to reimburse the CHS far the wnycnev Imrwy as low • 
operationaJiv necessarv however ASAC appro*, ai is tequsrd esrrv m Thr CHS oto 

provide the ongmal \ endor receipt or lease agreement for letmburw mtu l I fta am [<«*>* tc 
attach die original hotel oi rent receipt tc r x.v it g fccto 

thr l HS s true name a redacted copy mavbr pi - ucr 

cops must be Bled in the CHS s mam file Receipts musi be presided for the e«p»« w < vrr 
subsetUop 17 7: Vendor Receipts ) The redacted cops must then be teamed stoc 4 k CHS 
CE sub- file 


(U 1 TOUO) ^\lule residing m temporal 
with his or bet permanent residence Tl 
P.6.5 (V) Fquiptnrnt 

lU TOUO ) The purchase of equrpmem 
covered as a CHS expense if d* equipi 
assessment The FO mas reimburse the 
ath ance w as paid reconcile the advanc 
equipment is requned (see vybiegjjflaj 

copv must be presided to the <h aft offii 
mam file Thr redacted cops must then 



drift office Thr onemal venter irce^a for ter 
niabcrpti i If 4 is not pootoUe to attach 
ause it reflects ter 06 s rue name a redact'd 
true -name cops must be filed a ter CHS s 
d uno tee CHS s CE tub-fife 
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(U) Confidential lliinun Soiwrc IHdiry (.iwlr 

(U'TOUO) At (hr ronrhmon of thr mvrsUgalion ihr equipment will imuin tin- pmpntv «»f tlw 
CHS IV till nuv tH* irrovn tlir n|uqitunit honi the ( IIS « assume irwpomibtlity few 
disposal IV irmaininp \ ahw of ll»r rqiupmral is considered a service payment IV ( I IS must 
sign a CHS irvrtpl ftw thr tomming value ami provide approximate irsalr valur ami 
documentation thorof to suppoit tV rxpnwr Ihis documentation must V uploaded into tlw 
( }|\ «. i I Mb til.- Ill Delta 111. 4aft .'tti, < must in.xMol.^'in’iiMh^i^uioiMiHlir I 141 s 
financial ty*m ami thr ( A must update tlw Drlta 

reflect tlw value as a service payment 

■■■■■ 



P.6.6.1. (V) Temporan Relocation 


(U TOUO) A temporary relocation for a short term tlueat must be supported try a documented 
threat assessment that identifies the scope of the threat <e g until all the subjects are arrested or 
until the txial commences or concludes) and the danger area Based on the detai ls of the tlueat 
assessment and after the Wsp threat and risk assessment has I wen submitted to the SAC 

must determine a safe area where the C HS can temporarily telex ate until the danger passes 

(U TOUO) Government per diem tales should be used when detemuning expenses for lodging 
meals and incidentals With SAC approval the CA mas reimburse the C HS through CHS funds 
as a CHS expense or provide the CHS an advance if the individual does not have funds to cover 
thr approved relocation costs The advance must be reconciled with tbe draft office and ui Delta 
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(U//KJUQ) I lability and additional < o«t« urn rated with thr move and nrw leratoon mr thr 
responsibility «»f dir CHS A I 10 M lunnW-ss agreement m rbmmr tUh rtf tn r*vpun»tbtkrv met 
Iw added in llir CMS in npt < %rr sttim t u«i 1/667 brlrm) 

17.6.6.2. (If) Hrinunfal KHwitiw 

(U//I-OUO) An FO'« rrqurst for a f MS permanent relocation payment nay mr Jude an mr*r ihwt 
'TO days of expense* for ihr C I1S and 1 of h» or her imrnrduJr family Thrv exprymr* tan hr 
( al< nlatrd m one of two ways by usmp either ntimJrs or ppvmnral per them i *i 
(U//FOUO) 1 o use the rstinulr rnediod thr ( A must obtain at bad three e ui n m r* for nwaf 
household goods if necessary and housing Krlwatwr pavmrrt* nuv include thr move of 
household poods by a moving company travel /based on arrlmr ttrkn price or post nmmM 
nuleapr tatr) in die new location rmt Imtludmp thr rental deposit if applicable > mrak portion 
of die pet diern tale for die new area (compensation fairs for children In years of age and -mdrr 
should be half of thr MAIF. portion of thr pet diraii and unify c tw*» 'mrJudmf thr hook >41 for 
if applicable) foi up to ‘JO days All requests and approvals as well at ail estimates and coah 
obtained by die ( A must be do< unrated and maintained tn thr CHS s mam hie for audMmr 
purposes The averape of the estimates costs should be thr dollar amour* requeued for (far CHS 
.uid oi his oi liet unmrdiatr family s per ma nent relocataon and Aaaki be damdfand * a 
relocation expense on 

(U TOt ’O ) Ciovemment pel diem rates may be used in bru of obtammr eslanaaes to drtrnnmr 
the reasonable expenses for lodguip and MAH for permanent ir locations Payment requests 
must clearly document the per diem rate used to support tbr requested fandbnr C xpautm 
rates for children ten years of age and undo should be half of thr MAH portico of thr po d*s& 
Po diem lodging should not be calculated for tndividuaJ family members unless thr*. mil br 
living separately 

(l V TOL'0 1 Whichever method of calculation is used sender receipts am not reqtured to support 
die payment request The payment requrst must be approved bv thr SAC I author <> mas be 
delegated to the ASAC I Thereafter based on extenuating cuoanstaoces (r | 1 amqur 
occupation or uisufficrent language skills) one extras 100 of up to 90 davs nus be approved bv 
the SAC ( authority may be delega ted to the .ASAC l Am adtma thrrrairt wtpnr e s thr 
approval of the appropiiate^^|unit 

(U TOUCH Liabihtv associated with the relocation from die danger area to thr new area and *sv 
additional costs not identified above are thr responsrfniity of thr C HS and c*— 1 *«•— —a— * 
duough CHS funds A hold harmless agreement or clause I see the a sample 

document 1 must be added to the C HS receipt, stating that 

• (U TOl O ) The FBI has identified or verified a threat aganwr thr CHS 

• (U TOUO ) Thr FBI recommends that thr CHS and or Ins or her tarmh 

relocate to thr safe area identified bv thr CA 

• (U TOl O ) Hie FBI bears no habditv for thr CHS s and or hts or her immeika- 
welfare after the pavnirnt is nude 

I < >l JO > The FBI will not provide anv additional finds far dns or fhnve rekxabans 
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(U//FOI H[» If the WSP was olTnrd to dir l IIS ndfol Ins ex Im niiiiirdiatr family and was 
refitted thr OIS receipt must also notr die irfusal 

(l! TOUO) lire CHS nxivt initial llir above advisements ptux to ircnving any funding liotn iIm 
FBI llnauv this payment is based solrly on thr assessment » mutm Ird by thr ( A tiir ( IIS dors 
not have to dm immit m explain Inns thr payment was nlili/rd I lowrvn if it is know llul tin- 
CHS foiled to irlocale this fail must hr documented in thr CHS main filr 
17 T (11 Payment Krqursts 
P.7.1 (11 Pax tin lit Request t nines 

(C TOUO) Service and expense payments to a CHS air tequestrd by submitting an FD /94b 
( Payment Rrqnrst 1 ui l>lta which must include 

• (l T TOl’O) Thr substantive (« r operational) case title! s) and filr nunibnts) for xvluch 
the CHS provided thr mfomiation 

• (U TOUO) The date the CHS file was opened and oi reopened 

• (U TOCO) The total amount previously paid to the CHS during the cunenl FT’ 

• • [hr total payment hutat^ ilie iot.il amou nt 

previously paid to thr CHS bv anv F"BI FO If tlie CHS was reopened (ht 

include the total amount of payments previously made to tlie CHS 

• i C TOl JO) Tlie total amount of the pavmrntrequest Payment irqursts foi services and 
expenses may be included on the same|HH although the amount for each must be 
specified If a CHS is to be paid for providing information for multiple investigative 
progra ms die ( A must specify payment amounts requested for each program on die 
H||e g Cybei services $500 Counterintelligence services - SI 000 Criminal 
expenses - S100 ) Hie (. A must include tlie mvestigative program file number and 
specific justification supporting die trquest 

• (V FOUO) A detailed justification statement for the requested payment (see below) The 
specific justification for a service payment should be documented ui detail and unique for 
the time period covered bv die request This provision appbes to a CHS who is under a 

service agreement with the FBI 

• (U TOL’O) The payment method used Cash or casluer s checks are the most common 
payment methods If a method other than cash is used (e g a money cndei a gift card a 
non reloadable debit card or a Western I'nio n type wire transfei i a detailed justification 
for using dial method must be provided on the|^H For more information tegarduig 
requisites foi wire transfers see subsection 17 9 . Paving a CHS 

(U TOl’O) Standard justification paragraphs are not acceptable and should be rejected bv die 
approving SSA and certifying SAC (authority may be delegated to the ASAC) An expense 
reimbursement requires a specific breakdown of expenses le g. S45 25 - cell calls SI 23 58 - 
meals $32 50 - tras i and a justification lot each expen se CA and CHS expense reimbursements 
must be clearly separated and justified on the foi example CA meals exceeding the 
per diem the use of an undeicove^iediUaiiHoMhMia^nenud^Oi^x s^and other 


situations documented in the 
requite specific SAC or ASAC approx al 



which 


115 

SLCRIT NOFORN 


?M K» I//NOFOKN 

(I/) ( unfidnituJ tliwrun Sour rr >*ol»r y C *«i»dr 
17.7.2. (If) Vendor Receipts 

(U//FCMX)) Except when 4 CHS » tang pennMadly idsrated fur- 
Permanent Relocation ') th r TILS m obtain vendor ir#np*s (m mpmvn mewed m u#»port 
of an I HI matin (*11111 to tasking thr CHS to mr ur an opnatvxul expense (far ( A must dbvuw 
vmiIi tli* ( IIS Om- irquuemrnl to oblaui vrndoi ir«npK The ( A mu>.' v 

(Ml rAi li vrjklrM ircript and snhnnt tiw rrrrtpts to thr draft officr vnili Payment 

ReqUMl in <mln to oMam a triidwiwinnil o» to Inydtoe m » tnry ■ mutt far 

(U//FOUO) If the CHS cannot provide an original vendor receipt a copy will br niftrirnt 
(U//FOUO) If a vendor receipt rarmol br attar hed to (far draft request bernr it rrflrrtt thr 

( IIS S Imr — Bg tlir < A ag all >. >-ipt to tfy A aft regnal wft tbr 

tiaine reda cted '‘-'lHHilM V ** mj hiia« ■ jjft 

Hie rrdartrd copy must then br seamed into tfar CHS % CE wd> fair 
(U//FOUO) In situabons where requesting a receipt horn the vendor would endanger thr CHS or 
disclose the CHS s relationship with the FBI and in rare instances where the recent n lost the 
CHS must advise the CA of thr amount spe nt and the r eason for not pr ov iding a vendor receipt 
Hie ( A must submit a certification with the tfar exprme Thr certtfic juob mmt 

contain the following 1 ) a statement that the CHS advised thr CA of thr annum spent 2 > thr 
date the CA received notification 3) the circumstances that precluded tfar CHS fro® oixaranr or 
caused the CHS to lose the receipt and 4) the reasonableness of the expense 
17.8. (V) Payment Approvals 
17.8.1. (I') FPO Attorney Approv al 

(12 TOCO) If an FPO attorney is participating in an investigation that is using a CHS who is 
expected to testify . the CA must obtain approval from thr FPO attorney m advance if possible 
for payments made to the CHS Thr FBI mav obtain approv al for a specific payment amnio or a 
potential range of aggregate CHS payments that could lie made for the duration of an 
investigation If the CA proposes making payments for services and thr FPO attorney objects no 
service payment mav be made until the dispute has been resolved through the AGC-CHS dispute 
lesolution process (See subsection 15 1 . AGG CHS and AGG Dom Exceptions and Dispute 
Resolution ") 

P.8.2. (Vi FBI Field Office Approv al 

(II FOL'OK HS payment requests require SAC approval The final approver of thr^| 

hears the responsibility of ensuring the accuracy of the payment request 
and compliance with all CHS policies 
and other federal government regulations and] 

The final approver the refore mu st sign as the certifier inchcaang his or her certification of 
compliance before the - U! ^ submitted to the draft office 

(V FOUO) In limited situations where a payment must be made immecbarelv due to operaoonal 
or security reasons, and SAC approval cannot be obtained pnor to the payment thr SAC must be 
notified of the payment within 24 hours The C A must document the notification to die SAC in 
the C HS sub-CE within 24 hours 
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PIJ (l > Adtiwr I lpewse PiwiIn 

(U//KIUO) rhr SA( may fprow expense |>4vmmh Ui a HIS in advara r nl llir r«|trn*rs 
bring inuml In up to $S0 000 pn payment loulmp no imxr lli.«n SI00 000 pn I Y I1n 
payment irqnr«t must «V* nmenl dir justifii atiou lex llir nerd to advance I uni Imp to llir ( IIS 
Aftxcnal of an advance is app opinio ,n situation', where a CHS is rxprt trd to mt 111 sipjiifn ant 
expenses m connrrtion with his m bn opeiahnn such as nprt annual bavrl When limds air 
advanced die ( A must ensiur that the atliul expenses int imcd by die CHS aie supxxlrd witii 
vrnikx irrrtpls « whne allowed CA certification (ser sul»se« lion I Vfndcw Receipts ) 

Rased on the vnxkx in eij*ts (X ceitifn ation the actual expenses air to he i front ilnl with dir 
advance of funds Aftn the CHS submits the vend™ leceipts and any unused hinds hr 01 she 
must stpn a second tempt that irflrets the actual amount spent and any fluids the CHS irtutnrd 
to thr CA The CA must ensuir that tlie apfxnpnalr amount fix the payment ts leconctlrd in 
Drha aid lectxdrd in the sub ( I file 
P.t. (11 Paving a CHS 

■tauunp the appiov da outlined m • meat Requcrt a an d 

suKe* non ! Payment Afipotnll the SA must submit the Delta (baft version of 
[i * ■ to the draft office The diaft office will issue a draft check oi deposit 

ftmdwnt^h^^^^o^miieril issued accoiuit The SA may withdiaw fluids from his oi hei 
debit card or cash the draft check to make the payment If it is not opeiatiouallv feasible to pay 
the CHS in cash, the SA may convert the funds to another form of payment such as a cashier s 
check, money order or non reloadable debit card aftrr documenting the justification foi the 
alternate form of payment in accordance with subs eettoo 17 7 1 . Payment Request Entries 

(U TOUO) The SA with anothei SA ot other government official must witness the payment to 
the CHS .An SA may request that an FBI professional staff employee serve as a w itness if after 
a reasonable effort has been made no other SA LEO cn person ui a comparable position can be 
located The request must be in wnting provide justification fot the use of tlie professional staff 
employ ee and be approved by the SSA of the squad with oversight fot the CHS and the 
professional staff employee s supervised This communication must be retained in the CHS s 
sub CE file 

(U TOCO) In the event of extraordinary circumstances that must be documented in the C HS s 
file and appt oved by the SAC only one witness is requued The lequest must be ui witting 
provide justification foi the witness waiver and be maintained ui the CHS s sub-CE along with 

die SACs approval 

(C TOCO) The CHS must sign and date a wntten receipt at the time of payment for each 
payment using his or her assigned payment name The signed payment receipt must contain the 
witnesses signatures the payment date the period coveted by the payment and the amount paid 
fot services vs expenses The receipt must lie maintained in the CHS s sub-CE file 

(C TOCO) If it becomes uecessarv to make a collection on the CHS receipt the correction must 
be made in the presence of the CHS and the CHS must uutial the cliange If an error ts identified 
aftei the paving SA and witness depart from the CHS the CHS must sign a new receipt which 
must be witnessed ui the same manner as tf an original payment were beuig nude If the SA is 
unable to meet with die CHS (e g , if the CHS moved out of the area and the SA does not have 
the CHS s contact information i the SA must uutial the modifications to die CHS receipt and 


117 

SECRET NOFORN 




SI ( K! I '(NO# OWN 

f*/) i (rfiftdmlial I I— lownr Pol* y ',-rfr 


<b« iiiumt llial Itr or «iir waft I«ul.lr In MW h dir ( I fS p* *« In «4»nrthnf thr < MS terry* In #» 
<bjll oflirr and w autitnp it ud/i (hr ( IIS » 


(1///HOUO) Al dir Imir of payment ihr I HI Jfrnl >m r*hn fir. mm tec* »Afu .A mm 
CHS (I Ml liir rminirx may lir taxable m mtr that muri hr irp»*lrd b, appropriate t 
An SA mini mil ptovvir tax xhxr in lh rf US bul should imWurl thr ( HS to trm 
< misitllanl of thr C1IS ft * hi* e lot Ux advire if hr nr Am ha* any tjuramrx. "hr a 
Ok- payinml may br taxable mrxinv mutt br dnnxnrnlrd in Ar ud» ( I Ur 


(U//FOUO) Thr SA must rnakr reavinable efforts w> nwur (ha tfr ( US is paid *r« pmna Dai 
uk ludrs tiavrlinj> to mrrl thr (IIS or transferring (hr funds In m fJ&iei K) > a with a 

i rqurst dial an SA in dial office and ancrtlirr SA or pwna n ml official rnakr and wMnrsA (far 
payment 


(U//FOUO) If far operational oi vrruntv reasons payment r anno» hr madr n person (far SAC 
may approve payment via a wnr tiansfn (at other rlrctraav meant) or by l awhn f or rrlrnihng 
an electronic stored value card such as a prepaid rrrdit or drbd card The W anrfr r of fimii from 
dir remote location must br witnessed by an SA and anrrfher SA or govern m e n t official mad 
dnaimrntrd in thr CHS file Thr CHS must providr thr SA with same dav wrmro 
acknowledgment of irreipt of thr pavmmt Thr written ar knowle dg e mr ia t must nr hide (far d*e 
and signature of thr CHS In order to satisfy thr requirement for a tien*ure (far CHS nust me 
Im oi her assigned pavmmt name In rare circumstances die CHS tnav use a preapproved 
pseudonym fot the payment receipt acknowledgement tf operational wrtwtty c o n cern are caned 
irpardinp the use of the ( HS pavmmt name The prior SSA approval for thr use of thr 
pseudonym and the basts for its use must be documented tn the CHS mam file If the CHS teadi 
the pavmmt receipt acknowledgement via e mail the r mail must he sera to an arena* nor 
attributable to the USG 


(U TOUO) A w rue transfer to a bank account associated with the CHS rrrpawn prior a ppro sa l 
from the SAC the appropnate^^Jumt and thr FD and must be doc umfl w d to thr CHS tub- 
CE file 


1 ~.10. (T) SSA Financial Audit of Payments 

(U TOUO) In preparing the QSSR for a review period m which a CHS has been paid thr SSA 
must ensure that die following requirements have been documented m the CHS file 


(U TOUO) The pavmmt request specifies the amount of moors attributed to each 
program (Criminal C'vbei C otmienmonsm. or Couniennieiligence supported bv the 

CHS 


roval for the payment to the CHS is documented o 


• (U TOUO i The pavmmt receipt was signed bv an FBI SA and another SA at other 

government official unless a waiver was granted t see .ub v rctuo U 9 , Tayine a CHS * 


• te teceipt was signed and daird bv the ( 


A typed name constitutes a si marine m dm o 
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• (D TOUO) The peiuxl coveied is indie alrd on the in cqH and null lies die^^l||g^ r 

• (U TOl'O) The receipt appropriately distuigiuslies wbediei die payment is foi services 
o» expenses 

• (IF'TOUO) The CHS initialed the tax advisement for all service payments 

• (U “FOLIO) All CHS payments are documented in die CHS s CF. sub file and reconciled 

• (UFOUO) Annual and aggregate payment authorities have not been exceeded 


l".l 1 (V) Acceptable ls*s for Service Agreements 

a: TOCO) A service agreement is a binding contract between die FBI and die CHS. therefore 
there ts a need for consistency m language across die FBI Accoidingly. all service agreements 
must he diafted using the language provided in the service agreement form (see Appendix F . 
Service Agreement A The Mandatory' language must be used as written in every service 
agreement and the If Applicable language must be used as written in situations where it is 
appropriate Any omission of mandatory language modification of the Mandatory or If 
ipplicable language 01 addition of language not provided lequues OGC appioval. which die 
^Bwdl coordinate OGC approv al of language modification must be sought pnoi to presenting 
the agreement to the CHS for signature OGOCDC review is not lequued if the service 
agreement is drafted ui accordance with the preapproved language If no modifications of the 
provided language have been made see the following paragraph for the approval process 

(UTOUO i All t HS sci \ ice agreements must be approved bv die SAC and then by th 
appropriate DI SC the FD and the operational division St as cooidinaicd by the^^Jbefore 
being presented to the CHS for signature The CA must prepare an EC containing justification 
for the agreement and route that communication with the (haft service agreement for SAC 
approval If applicable coordination with die FPO participating in the conduct of an 
investigation or prosecution tliat is utilizing die C HS is required prior to SAC approval If 
approved the package 1 1 e the^haft service agRemefltand SAC approval I must then be 
submitted to tire appiopnate^^mit via r mail The ^|unit must review and coordinate the 
approv al of die agreement through die appropr iate op erational unit die FD and the SC DI Die 
approved agreements will be forwarded by the ^^|umt to the FO contracting officer s 
representative (COR) < vvlucli must be die C A co C A or another SAl identified in the agreement 

( U FOUO) Upon receipt of the FBIHQ- approved and signed agreement die C OR (t e die CA. 
co-CA or another SA ui the presence of anodiei agent or government official as a witness) must 
present the agreement to the CHS for signature ui payment name and subsequently provide die 
signed agreement to his or her FO C HSC to be scanned into die CHS s mam file Die hard copy 
must be retained ui the CFR If the signed agreement ts routed or otherw ise uitemnllv 
disseminated outside the CFR the payment name of the CHS must be oil that copy 
(U TOUO) In order to pay die C HS under die agreement tlie^^^^|iiiiist include the signed 
agreement that clearly documents die uifomiation and or assistance provided which wan ants die 
dollar amount identified ui the agreement Die CHS cannot be paid more or less than die 
contracted amount bv the FO or any other FO utilizing die CHS If a CHS does not provide die 
information assistance diat warrants the dollai amount the agreement must be termmated 01 
modified ui accordance with vib- r t n on 1 7 n 1 Modification Expiration Renewal and 
Termination of Service Agreements 
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(U//FOUO) Thr SAC BMfl review all CHS service agirrmrnts every nx mcerths to determine 
wlirtiirr tltr agreement may continue foi x/wthn six months Review criteria must mr ludr 
whediet ail opnational urrd lot thr agreement still exists and if service paymmts air mrludrd 
whediet tlx* amount listed is rormnensiuatr witli thr services being provided Thr SAC review 
must be acknowledged m writing and placed urto thr C HS main file All averments terminate 
within 1 2 months of thr CHS s signature on thr iprmri it unle-.s extended in * < ordanrr with 
subsection 1711 I brlow 

(U//FOUO) A smit e agreement is between the CHS and thr f HI not between thr CHS and an 
FO Him- foie any FO utilizing a CHS under contract must abidr by thr terms of thr nervier 
agreement Hie SAC is responsible for ensuring compliance with thr terms of thr agreement and 
tiie termination of thr apermrat 

(U//FOUO) Approval of service agreements does not provide an enhancement of annual or 
aggregate payment authorities These authontirs must be requested separately as noted above m 
subsection 17 J , "SAC Annual CHS Payment Authority and subsection 12 \ Ag^rgaflr 
Payment Authouty 

(U//FOUO) CAs must consider that a service agreement mav preclude the CHS from receninp a 
liunp stun payment at the conclusion of the investigation and will reduce am request for a 
forfeiture avvaid The information and assistance provided during the time period for which a 
CHS is under an agreement cannot be utilized as justification for either a lump-sum or forfeiture 
avvaid 

17.11.1. (U) Modification. Fvpuation. Renewal, and Teiminatioo of Service Agi cement' 

(U//FOUO) An FO is prohibited from making modifications to an agreement after it has been 
approv ed at FBIHQ However a modification tequest mav be submitted using the same process 
required for initial approv als 

(U//FOUO) A service agreement expires 12 months from the date of acceptance lie the date of 
the C HS s signature) If the FO deems it feasible to continue the agreement it must submit a 
reuewal request using the same process required for initial approvals 

(U TOUO) If an FO decides to terminate an agreement prior to its expiration and a pavmenf ts 
due to the CHS imdet the agreement the temimauon must be documented and initialed on the 
CHS receipt foi the last serv ice payment under the terms of the agreement If the CHS is nor due 
to be paid under the agreement the agreement must be terminated via a letter signed bv the SAC 
with a copy sent to the CHS payment sub- file 

(U TOUO) If the CHS decides to teniniute die agreement the CHS must provide written notice 
Tins requirement must be included ui the agreement Documentation noting the CHS's 
termination must be placed ui die CHS payment sub- file 
17.12. (V) Payments to C HSs bv Olbet Field Offices 

(U FOUO) To ensure that annual or aggregate payments do not exceed the payment authorities 
(see subsection 17 2 . '“Field Office Funding for CHSs. s ubsection 1 7 j SAC Annual CHS 
Payment Authority and suhsectio i i ■ ur Payment Authonrv i all payments to a 

CHS made by another FO must be cooidmated with the OO Payments mav be made bv either 
the OO ot die FO which utilized die C HS The pavmetil authority however always remains the 
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trsponsihilitv of thr OO All paynmll must Itr tk* wurntrd in llir l IIS s sub Cl file and hr 
irronciled at Delta 

17.13. (VH.iftv in I ini »f Mon< tai > hvnral% 

(II TOWI An SAC may appinvr thr |nmhase of a gift in hni of a snvn r payumil in lunilril 
citruimtancrs sirh as wlten thnr air farts to indicate dial a ( IIS whow assistain r |iisti lies a 
srnice payment will not arerpt a rash payment Pnot to submitting a leqnrst to piui lusr a gift 
tlir CA mutt rnsuir tlut tlir CHS is Willtng lo accept a pill ol .i|n*in tation from llir I 111 SAC 
apfnm.il must hr granted befoic llir gift may hr punliased Plaques mementos and smnlai 
items mav not W ptesenled to CHSs who air tin airnalrd m who havr extensive ninuiul 
histones An FO must not use CHS funding lo piurhasr gifts foi tlir CHS in irropiution of a 
notable occasion (r g a hnth an illness a nuniapr 01 a graduation) «n foi ihr (’IIS's family 
mmibrjs ot hi ends 

(TJ TOCO) The value of tlir gift must hr documented liy a \mdoi rrcnpt in oidrt foi tlir C’A to 
br i mobilised m obtain an advance 

(U' TOIK)) Because the gif) is a srtvicr payment a wiittm payment trenpt must still br 
executed in arc ot dance with subseypoo 1 7 9 Paying a CHS 

17.14. (11 lump Sum Payments 

(U' TOCO) A CA mav request a lump sum payment foi a CHS at the conclusion of any 
investigation ui which the CHS has nude significant contubnbons to FBI investigative nutteis 
at at thr conclusion of the CHS s operahon for the FBI The CHS may only receive a lump sum 
payment foi information oi assistance fc*i w hich he oi she was not previously compensated This 
does not preclude a CHS from receiving a lump sum payment foi the same investigation foi 
which he or she previously received service payments however the lump-sum payment must 
compensate the CHS for information ot assistance not previously compensated 

(U TOUO) Each lump sum payment request must addtess the significance of the investigation 
and the C HS v contributions to it The following information must be included ui any request fot 

a lump sum payment 

• (U TOUO) Title and file rnunbet of the case to which the CHS contnbuted information 

• (U TOUO) Details tegarduig the significance of tlie investigation 

• (V TOUO) Justification lot the lump sum payment (must be for assistance not 
previously compensated) 

• (U TOUO) Statistical accomphshmmts attnbutrd to the CHS s uifomiatiou or assistance 

tlut support die lump sum payment 

• t U TOUO l Whether the CHS suffered anv financial loss i not previously compensated I 
as a result of his ot her cooperation in the investigation 

• ( U TOUO ) The total amount of sen ices and total amount of expeuses paid to the CHS 
fot the FI* and m the investigation and the total service payments paid to die C HS for the 
investigation! s * described ui the first point above 

• (U TOUO) Whether the assigned FPO concurs with the payment (if tlie CHS is to testify 

ot has testified i 
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• (U//WJUO) IV value of %rt/rd in forfeited pfoprrty 'ibtamrd r a irwJt of thr ' MS i 
< oopnalxifi aih i wlirtlin dir f IIS Iuh irrnvwl in would V nwmuMrti Urn m award m 
nominated Fiji a payment irsultmp lot failed a*irt» 

• (I I//I-OI JO) WliriJin ilir • I |'-> feta ** will mnvr any payment far um w or eyres 
from any odm I Jv aprot yfirs) m former tion with thr information at ktw« (hat hr or 
site piovidrd In lV Mil 

(I J//FOUO) IV liunp sum payment irqurst must V approved by thr SAC.' A limp nan 
payniml mint V paid fioni tV I O s budprt subject lo tfir SAT. s annual partner* authority If 
dir payment is within lV SAC s paymrnt autixxity but far FO s budgrt hat OHufhr imt fanfanr 
.in mliam emerit irqurst must br (omdinalrd throtiffa tV leiffart unt of thr appropriate 
npnatiniul unit fsrr Mibscrtion I / Field OfTirr Funding far CHSO 

(U//FOUO) A lump sum paymmt irqurst that rxrmfc thr SAC % annual author *v and ur oar a { 
dir aggregate S 100 000 mrrrmmta! diirsholds must br suhuntird to thr appropriate oprrat»or»J 
unit fat approsaJ in accordance with •. ^.n-tjon 1 1 • “SAL' Annual CHS Payment Aufaontv 
Thr opnational mut is irvponsibir for evaluating dir amount of thr requested lump van 
pavmml apauist dir opnauonal bmrfit providrd by thr CHS s assistance Operational unt 

i i ii hi ions must b r appiovrd at thr appropriatr autbonty level wnhm thr tetpecbve 

tIi^qipu^Jintc*^^Kuun!nn^^sKJTnnKlni-d on thr irqurst 
17.15. (T) Rewards 

17.15.1. (T ) Rewards Offnwi bv Lotitirs Outside the FBI 

(U//FOUO) A CHS may accept irwaids from another runty offered as a result of hu or her 
assistance The reward must be documented in thr CHS s cob-CE 6 k .Approval to dmclotr far 
CHS s identity may be necessary in acc or dance with Section 15 . Disclosure of a C ocrfademul 
Human Source s Identity If it is necessary for a CA or a co-CA to receive far reward on behalf 
of die C HS to protect the CHS s identity the C A or co-CA must document far recrrpt of far 
reward and the transfer of die reward to the CHS The C A s or co-CA i transfer of far reward to 
the C HS must be witnessed by the C A or co-CA and ancfaer SA or other eovernmew official 
and the CHS must sign a receipt as with any other payment m accordance with >*%ect>ja 1 7 9 
Paying a CHS 


7.15.2. fll Rew ards Offered bv t V FBI 
1 r 1 1 H O i Tlie policy on acceptance of FBI pubhch advertised rewards 0 detailed ■ 


P.16. (V) Foifeituie Awaids 


(U TOUO) A CHS may receive an award based on a forfeiture even if hr or she has already 
been compensated for die mfonrution and or assistance that duectiv led to the forfeiture 
Howevet the forfeiture award must be offset bv anv previous payments far information or 
assistance which led to die seizme excluding expense payments 

(U TOUO I A C HS may receive compensation of up 10 25 percent of far net value of far 
forfeited property not to exceed S500.000 pet forfeited asset 
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(UHH 1)) Thr Imfritixr mjiiI irqir«l mini lr Jfifnovnl by tlir SAl and Milnnitlrd In du- 
ll!* under thr CHS s inmd»o I V H mmt tm ludr 


• (\) FOI 1)) A copy of thr hiul nulu tal mdn nl fmlcitiur m ilr« lai Jlioti nl 

administrative Infntiur 


• (l ! VOl JO) IV iijnr and opinion > »x* luinar nl dir I IH) Al JSA involved in thr 
opnalioii of IV ( ITS irj' anting pavmrnl in IV CHS with fix frited proceeds il .«|*|>li< able 

• (U VOl JOT TV total value of tV fix frilrd propritv 

• (T ’ VOl JO) IV amount of actual i ash «*i irsuhul pus rrds if known 

• (It VOl JO) IV percentage of equitable shaiing (llir slump dislnu smiriit is based on tV 
irnunung funds aftn all expenses have Item drduclrtl including foifriluir m inis) 

■ (U TOCO) A detailed justification lot die pavninit of an award including the 
information .x assistance ptovidrd by thr CHS that directly irsultrd in tlie 
snziar fmtntiue of the proprrtv 


(IT VOl JO) Verification that thr IPSMS lias hern notified of the FBI s inlrnt to pay an 
awatd i hi the forfeited property Forfeiture peisonnel in an FO ate lespousihlr fot 
toiw.ndmg a communication to I r hi ! HI niirni to pay an aw aid 

b ir d on t he fotfnhur and chn king tlie aw aid block tto the sliaiim 1 f oi ms 
■H The notification must be documented in the t HS s mam tile 


• (U VOl O) The total amount of service* and total amount of expenses paid to tlie CHS 
fot tlie FT m which die property was seized ot foifeited and a brief justific ation foi all 

service payments 

• (U VOIO) Verification that the CHS was not previously compensated fot die 
information or assistance that led to the seizure forfeiture of the property for which die 
award is being sought if prioi payments have been made for such information ot 
assistance the communication must identify such payments 


(U VOl O) If the forfeited property will be placed into official use the appraised value is used 
to determine the award All other property must be sold and die proceeds deposited by the USMS 

ptio* to a determination of die awatd amount 


(U VOIO) The CA or co-CA must submit the request for forfeiture awards to die appropriate 
operational unit upon receipt of the final judicial order of forfeiture or declaration of 
administrative forfeiture pnex to any equitable sluruig The operational unit must evaluate die 

led award pavment again st die opaatnmal lmieht pimidr : 

approv al of the tequest with FD 

<V VOIO) The opeiational umtimist |nq>. ur the a pproval communication for the FO with 
ootihcanori to the approprutr^^|niut aud^^| and cooidmate the necessary transfer of 

funding 


1“ 1” (Vi Piojki UdhiIhI luromr 

(U VOCO ) An FBI operation involving a CHS may produce income hi order foi the FBI to use 
dial income commonlv called project generated income (PG1) to offset the necessary and 
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r i 4.4 it . 1 1 • I r • >|* I. . • III- -II' -I h , • >„ 'Ijtisli'*, lin 4|/{>i'<>M.4lr n. ,»• -*#*». 40 A tlorw . 

General (AG) rxerrggun 

(U//FOI operational unit authority may be warned 1m a UHk>btr«apaMnd lor 

vrrvires 4i ul expensr* with PGI provided dial all operati-mal i o«v have \m tnv*t*4 trprm 
SAC approval and < orx iuirix r ,,f the IPO ^Virrirv involved m the opera tion gf the ( Fff> frf 
aj>pli< able) (lir t A must snliriHt 4 - onanurm ainai m 41 • mdaifr witft the | 


(U//FOUO A CHS rnay be paid from PGI finds or from CHS fun 
n ol Ik- comminpjrd with CHS finds Therefore POs must r leafy doc a 
Cl: Ifir termination of PGI fundmp for CHS payments and the ca 
PGI payments must be documented m l>ha 

17.18. (1 T ) Funds/Cifts Given to a CHS by a Subject 

(U//FOUO) With the exception of funds paid for goods and semen rendered m li-pfU 
business transactions any money illegal proceeds (e p garobbng. krsar. shark mg vale a 4 
contraband) or gifts received by a CHS from any individual or group dal is a aubjert or 
potential subject o I an FBI m . ,11 potion must b e uraed over tote FBI Dtepomn— ofmcfc 
funds 0T gj ffa should be m accordance with the ^ 
and with subsection 2 3 1 . Gifts 


SI ( KII NOIIINN 

(ID "mfHlrtili.il llum.ut Sinmic INiIh y (.iiulr 
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r i« 2 



I ' It» (l ) Pax mrnlv to a 1 1o\«l ( HS 


(U/TOUO) lienerallv a CHS nuv ihK hr (wud if hr or shr is in a closed status In tltr lair event 
that a payment must hr nudr ritliri lot services oi expenses the SAC nuv aiitlicni/r a our tune 
payment to a CHS who has hem closed If men r than one paviumt must hr nudr to a CHS wdio 
has hem closed the CHS must fust hr reopened according to Uie irqiuimients of sul*ectioti I S 

Requirements fot Reopening a CHS 
I' II (U Owe I iiin Non C HS Paxinriil 

(!.• TOUO) The linuts and trqmiemmts described ui Uus subsection apply to non CHS 
payments With SAC approval only one payment nuv be made to any individual who has 
provided information to the FBI in furtherance of an FBI investigation but who lias nrvrt hem 
opened as a l HS fot the FBI Foi payments in excess of S 1 0 0 IK Hi a communication irquestmg 
die amount drsurd with .i tustifn ati.m must tv submitted to^^^B>'< ipptiu.il \ non t Hs 
nuv o*dv be paid fot services rendered and oi expenses inclined hv tlut individual as defined 
above in subsec tion 1 7 _S l . Semces and subsection I ’ > Expenses Payments to non 
CHSs are chasged to the CHS budget using die apptoprute case file nunihet 
(V TOUO) Before approving a payment to a non C'HS the SAC should weigh the bmefits 
gained by making such a payment against the risks involved ui not tracking die prison as 
contributing to the FOs and die FBTs intelligence base and not providing protection to the 
individual's tdmntv 

(V TOCO) Non CHS payments nuv not be used for the irunbuisrment of die expenses of 

agents ot other LE or IC officials 

fC TOCO) If payments are nude to a uoo-CHS. the FO CHSC must open a file dedicated to 
tracking these payments in Older to capture that prison's contributions to the intelligence base 

and die amount of funds paid 

I' ll. (I*) Payments to a Non C Hs Requiring Maintenance and Swunts 

(C TOCO) CHS funds must not be used fot the maintenance ot security of an individual who 
lus never been opened as an FBI CHS but who requires maintenance and security because of lus 
ot h« cooperation with the FBI This includes individuals awattuig WSP entry SAs aie 
prohibited from opening these individuals as CHSs merely for payment purposes SAs must use 
FO case fiuding or funding from the FPO foi maintenance and security oi relocation payments 
fot these individuals See Section S Witness Security Program 
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17. IS (U) C IIS ISovMliBf If — ty of Pfoptrlt i» Sopporl of •• I Ffl 

(IV/IOIK)) In iNiln Int a (US In |*ovwlr — ■ y o» |a<*jr»ty w. *44**1 <A m EMI m v*^nr*bn 
llx AS AC mmt makr a vmtlrn fmduip dial tfir a> > ryAmn r of 0 tr ( IIS i mmrv n« pwpntv « 
imnuiy and a|i|iii>fMialr f<* o{irialMjnaJ i raw an IV finrim f nut vvtudr a 

drlrnranabnn whrthrt liir . urunvUnrra aatr th r prarntiai far rwn ion -a a. ^raairr of 
« omi inn of U»r < IIS Thi* wirtlrn Inalinr nanl hr drwnanrnlrd m thr .alid—m rnh 6lr 
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IK. (I ) C losing :< C onfidential llninan Source 

IS 1 (1) ( lovinj i nmmunii adon 

(1) VOl V)) When a drlnriniuDoii lus hern nuilr to (fax a CHS a « omniumi ation 
doaanmtinp the reason foi closing must lir me ludrd in dir CHS s mam file lliose least ms aie 
listed below in subsections 18 11 and 18 I l«elow Although nioir llun one reason nuv exist 
for closing a CHS if oir of the reasons would lustifv r losing the CHS foi cause tlie closed foi 
cause i at r pray must be selected as the leasts foi dosing 
18 1 1 (11 t-enrial Reasons foi t losing a < IIS 

(U TWO) A CHS nuy be closed because 

• (U TOl ’O) Confidentiality has been unintentionally campr oitusrd 

• (U TOUO) The CHS s cooperation has been completed 

• (U TOUO) The irquest to opetatr tlie CHS has been dented by FBIHQ ot anotlin 

agrorv 

• (UTOUO) The CA Hans fen ed 

• (U//FOUO) The CHS 

o (U TOUO) Has died 
o (U TOUO) Has entered the WSP 
o (U TOUO) Is tn pool healtlt 
o (U TOUO) Has lequested temunatiou 
c (U TOIO) Has relocated ot is unavailable 
o (U TOUO) Has been unproductive 
o (U TOUO) Is no longer in a position to report 
18.1.2. (V) C losing a C HS for < ause 

(U TOUO) The decision to close a CHS for cause as opposed to a general reason must be 
based on a consideration of tlie seriousness of die facts and circumstances of eacli case Tlie 
decision to close foi cause howeser is tequtred if their is grievous action by the CHS ot a 
discovery of previously unknown facts or circumstances dial make the uidividual unsuitable foi 
use as a CHS Documentuip dut a CHS was closed for cause also establishes a record regarding 
the seventy of the CHS s conduct dut will guide other SAs who nuv consider reopening the 
CHS m future 

(U) The following is a bst of reasons that might justify closing foi cause 

• (u roucnuiA 

• (U TOUO) Unreliability 

• (U TOUO* Unwillingness or inability to follow uisttuctions 

• • U TOUO) Serious control ptoblems 
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(I /# < onfrdratial lliaruri Sowrr Miry <«uhV 
1(12 (I ) C losing PrwMluir 

(1I0KMJO) ( i|Km < losing thr CIIS wtirthri for cause or Inr a general inm the CA and nnr 
oUin I HI SA I .IX) ot person with a rnrrgxaiablr position m a U S mtrlhgmrr agrrir y urrvraf 
as a wibmH must 

. H ..I Ml O) A.I.iv-OiM IIS aird that hr r* she t* r losrd 

• (U//FOUO) Document dial such nribcr wan fltvm and whrthrr the ( MS * knm* Wiped 
in ript and undnstnod 

(U//FOIJO) If thr CIIS irfusrs to m knowledge thrvr advisements thr refusal m uM hr 
donunnilrd hi thr samr mannn witnessed by thr CA and thr wrtrjrss m anr of thr potHiana 
described abcrvr 

(U//FOUO) In addition if thr (US was aulhun/rd to participate in OLA anv pmdmr 
aulhon/abon must hr icvokcd m accordance with subsertinn 13 J Revocation of OIA 
Andiori/ubon 

(U//FOUO) Whm a CHS is closed fot cause thr CA must prosidr wnttm notification of thr 
closmg conninuiication to thr ASAC (or via successor form m Delta) and a copy must be 
maintained in thr CHS s validation sub file 

(U//FOUO) Wlicn a CHS is closed for cause subsequent contact with thr individual requires 
special authorization ( see subset bon 1 8 ? Future Contact With a Closed CHS") In addmoo a 
request to iropeii a CHS who was closed for cause requires additional justification and 
supervisory scrutiny (see subsection 4 i Request to Reopen a CHS ftmouslv C losed km 
Cause) 

18.2.1. (l T ) I>elav ed Notification 

(UFOl'O) In die event dial the CA or co-CA has determined that there is sufficient reason id 
close a CHS but providing an immediate notification to the CHS would likeh jeopardize an 
ongoing invrstigabon ot prosecubcn or cause a flight from prosecution a decision mav hr node 
to drlav the notification Tlie decision and supporting justification must hr documrntrd a thr 
CHS s mam file 

18.3. (V) Future C ontact \\ ith a ( losed ( HS 

(U) Absent exceptional cucuiustauces that axe approved tin advance whenever possible > bv an 
SSA an agent must not uubate contact with ot rrspood to contacts from a former CHS who has 
been closed for cause Approval for such contact must be documented in the CHS s mam file 
C HSs who vseie closed but not fot cause mav be tr -contacted without prior approval 
(U) New infomubon may be documented to a closed CHS file howev er the CHS must be 
reopened it die relationship between the FBI and thr CHS is expected to continue besond thr 
mibal contact or drbnrfmg 

(U) To make payments to a dosed CHS see sufrsecuon 1 ^ 20 Payments » a Closed CHS 

18.4. (V) ( oot dinattou \\ ith FPO Attorneys 

(U TOUO) If an FPO attorney is participating in thr conduct of an urvrsbgatioa that is ubhzma 
an FBI C HS i>i die FPO is working with a CHS in coanectiao with a prosecution the C A must 
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ttnnttuulr vm kharr wl«nir\ri pomihlr) will* thr 1 1*0 at toil try as\i>»i»nl Id tlir matin 
irf.aniiup any ifcs icmmi drsatUtl lit tins, set luwi 
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fl /) f onfidmnal I lurrun Nr*** r t*ol m y t *wdr 

IV (I ) I* xliMl* a i i llorinl* f Ppti iilioiis 

(l J//|< M JO) ( Jnlrss s|iri ilird tidier wise in this er»lw*i all frfhrr rA dm K . m^A < to FT 

CHS upnaiions All I I upn annual 4|i|]( rival authority levels miy be drlryynrd mr v**r» wexy 
position level uiilrss spe* ifird udinwiv- In addilvm approval may hr provided by a f*'*prr} v 
authnri/rd individual in an acting c apart! y nr by a per vm hnkhng a rrr*f tmnr portion than 
irquurd by (hit Wi 

(U//FOUO) This sertiori provides vUndaidi/rd policy fe* ail irr.rrtipjtnr p»'<rjan. area* related 
lo I io(h I I CHS operational arbvity and nr wiper atiorul travel Adhrrenre to flat potior fr» brtfc 
CHS inlm national operational and known nonuperalaorul trwd pomntrs fflrru-.e 'tfidnarai 
among affected paitirv and mitigate, thr nsk mlriml in surh arttvrtm 

(U//FOUO) The following audmntirs to thr nrimt to which til rv apply to 1. 1 operator** govern 
thr pobry for ET CHS operations 

Fo reign Intelligent e ( olUtctton fNSIG) {October 31 2003; 


Info rmants and C ooperativx tt’itnenses in Eirrasem tonal Jun nit naxa, (January 7 1993; 



irmnrandl TO of UodCT ^^y**^ (™»reeTnnf Omwtm amt fV— Ar bV.WW rf 
thr Cential Intellig ence Agency and thr Federal Bureau of hr- * Ji£at> *. t Juhr 20 20 Cr 
(hetraftri trfrnrd to as thr FBI CIA MOLT) 


(U/TOUO) Tlir aforrmmtionrd authorities differentiate between CHS operations m support of 
national srcuntv and criminal investigations thus differ cm polio rcjvaremems arr mmdafted 
for each type of CHS operation In addition FBI pobrv differentiates hetween the 
aforementioned investigation types and positive foreign mfrlhrencr • ?F! operations Therefore 
tins section establishes different appros al 1 reels and pobrv standards for a CHS opera tio n m 
support of a national security investigation a PF1 investigation and a amanal imrUieatocn 
However whenever permissible under the above authorities FBI process and pobrv will be 
consistent for all CHS ET operations When applicable thr beading of each subsection mcfccairs 
whether it is applicable to nauonal security PFl criminal or all m'.estizanaos if an ET CHS 
operational request is in support of both a national secunts investigation and a enmmai 
me estimation die pohcies and approsab for operation tn support of a naocnai sreunrv 
investigation apply 

(U FOCO i Based upon the category of CHS acnerrv specific approsab notification* and 
dociunentaticni requuements apple These categories are defined is follows 


1 (V Emtemtonal retei- to im bode of land or mo bee oad tie mneonai nautoctiNt jf tie l ward Swre 
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• ( S MM Its I I o|tri aftonal ti asel llir Cl IS bawls to a lore ign country hmn dir 
l 'nitrd Stalest m from nnr hurtgn « oiuitis tn another toingn > ouuby to engage m 
opnattonal activity (r p wlini tasked to rollrc l intrllipmi e in rvitlrnc r) tm lidull «»l die 
I HI Thu artrvitv nuy l*r tin bird at under laird lo llir liost nimby uwl may lir 
uniUtnd m a |ouit ifniUtm 

• (V WC I1N I 1 resident Ihr CHS irsitlrs in 4 Imngn counbv 

• (SVNF) ( HS I I dehitrf In siippoit of an Mil oi a USIC objertrvr llir CHS bavrls at 
thr irqnrvi of an 1 HI employer to mm tn a fompn counbv foi a drlnirfinp lot bammp 
« lo ircmr passed itmis oi br assessed See subset lion 19 V I jnplovrr I lavrl 
Rrlatrd lo a CHS Opnabon foi pindaiH e on fotripi bavrl in suppoil of I I CHS 
activity 

• (S' "NT) C HS I 1 operational c oniinuiiivatinns In supfioit of a lulunul security nuttn 
a CHS al thr dnrction of thr Mil commune airs with a sublet l of an uivrstipalion who 
is tn a foingn counbv The CHS niav br located domrslit ally in die samr country as llir 

subject oi in a srpai ale country 

• (S NT ) loirigu based ( HS opeiatinnal Iras el tn the I uited States (opeialioual 

domestic ti asel) A CHS bavrls honi a foreign counbv to thr IJiutrd States to conduct 
operational acbvitv (e g Legal assigned CHS operational trayel to the United States to 
support an FO imrstigahou ot an FO assigned C HS w ho resides in a foreign country' 
bavrls to the United Statrs ui support of an operation) See subsection 19 4 I 5 . 

I itmpi Based (. HS Opnational Ir.nel to die l nitrd Statrs (Operational IXmiestic 
Travel 

• (V ‘NF) C HS F I business or professional ti aiel: The CHS has els to a fotrien country 
from the United States or from one foreign counbv to another foreign country for 
professional oi business purposes and is not tasked bv the FBI to collect evidence or 
intelligence The CHS is not conducting business on behalf of the FBL nor is travel paid 
far by the FBI Professional or business travel can include routuie travel related to the 
CHS s employment or profession or be part of professional development such as 
attending a conference a seminar or a bade show See subsec tion 1 9 4 1 7 ET C HS 
Personal Travel and su bsection 19 4 1.6 , '“ET CHS Business Professional Travel for 
more information 

• (U TOUOl C HS FT pei sou al travel: The CHS navels to a foreign country from the 
United Stales bom one foreign country to another foreign country or from a foreign 
country to thr Umted Stairs for personal reasons and is not tasked by die FBI lo collect 
evidence or intelligence The CHS s travel is not at the request of die FBI not is the 
bavel paid for bv die FBI Personal bavrl can include activity such as a vacation a social 
or familial visit to a foreign country or trav el foi personal financial activ itv < e g busing 
vacation propettv ) See subsection 19 4 1’ ET CHS Personal Travel and subsection 
194 I fi ET CHS Business Pi ofrssional Travel for more uifonnatiou 


* Vi The irra, foreipi leim » aos bodv of land of * aiei mid« the lemrorul jumdiction of i countn othei than 
the lulled Stales United Stales includes the District of Columbia temiones and poueuiooi 
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• (S//NI )f IIS I I Ii4ir.it Iravel Ifie |M|xv of this t - , i jXt\, In frarjf I hr 

( IIS tijvrl iimn 4i y from tine frungn tinirtb y In another foreign 'tiunfry <m ft not one 
foreign i mnrtjy dnough thr United Mate-. in armthei itnnpft t ourt»y m authorized m one 
of tlr tidm I I tiavel « alepoties Iherefure tnUmmMwm for du\ 'alepr* y n - //(In ml a*. 

I mi I of dr I T tiavel irqnrst foi any of dr other travel r^^irt 
CIJ//FOUO) Mr (Am ro ( A naivt "nigilrir Urlta farm 




|wlmrvet dr ( IIS -nUvity falls within dr above listed ralrpotiet. nr- epr 



'In k B 1 1 cdff 1 OQ It 


( i"j mi pm 


• (U//POIX)) ( onrlm imp operational c nmmuntr aborts 

• M I < I' < », \ 

support an FBI mvn.li pal ion 

• (U//FOUO) Operating a CHS residing in a foreign t ovmfry 

• • if »v» limn 'A<r OMBtry to aoodrr foreign cmafry or fan 

a foreign country to thr I ruled Stairs to operationally support an FBI mvrstigaban 

<) • ■ xJ m used track CHS fbragD personal and 

business professional travel 

(U/VFOUO)* His not usrd to seek approval for FBI employee ET laid 

rdalrd to i< I is operation This ts accom plished using a; Employer 

Havel Related lo a ( MS Opeiation i Thr I also not usrd to track CHS 

domestir pnvonal oi busuies ^professional travel 

(U//FOUO) Thr previous pohrv on FT CHS oprrauoos used thr co nc e pt s of approval for ET 
CHS travel and approval for ET CHS operations svnonvrnousiv This created c o n fus ion because 
approval is required even if a CHS does not travel bur resides and is operand m a forenm 
country oi if dr CHS is involved in FT operational . umniuuK auons This CHS openbonal 

-■> ongmation pant lie dir L’od 

les oi an international locale) 

■■1 

approval and notifications 

(U EOl’O) An open full investigation is required for the FBI to engage m ET CHS operations 
(U TOL’O) Subse ct ion 7 6 "Sworn Law Enforcement Officers cxmjuub a prohibition on 
operung a LEO as a CHS unless the person is reporting on matters related to public corruftwo 
Tins ptoliihmou .applies only to C S LE personnel no prohibition exists for foreign LECH 
Hovvev ei agents must be cognizant of other sensitivities inherent m opening and taskmg a 
foieimi LEO as a CHS ov erseas and be aw are of the definition of foreign official and whether 
« not die term applies to the LEO 

1** 1 (V) National Secui its Investigations 

10 I I (V» ET ( Hs Opel ahnu in Support of a National secants lose ngation 

I S "NF i Tlie FBI niav engage m the following ET activities ui support of an qw foil substaouve 
lunotul secnntv uiv estimation ot a full PF1 investigation 
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(\!)( imlitlrnli.il llimuii St hiii r IHiIh V ( -unit 

• (V'Nl) ( «mi|ilrlr llw wriuirtH m nt imtiiinil of oftii lals ol lint .il i muilnrv if tlir 
assessment «h in nutninil wan Iwpiui by the I Bl tn the l lulled Stales 

• (V "N| )0)matr »<*l |iav oUh uls ol ihtral * ountnrs alMoail wlm Iuvt Itmi in mi In I or 
npeiatrd an C1IS» by tlir 1111 in llir I tailed Slain, whni H is mil piai In able In Inin limn 
mn lo anoilm mtrlhpem r ipiii v llir tlrlniiiuuliiHi of a iiunnvn in nut based solely 
on practicability but tatlin mi llir lolalitv of llir ( IIS upeialiorul i in iuiisI.uh n 

im IikIui)' thr reasonableness of tlir I III n i ihiIiiiihsI oprtation and |uvnu*nl of a C I IS 

• (S Ni l Opnalr ami pay UHSs bavrlinp in irspomr lo instmt Ham bam fotnpn 
intrllipriHT sn\n rs n inlriiutiiHi.il Im mists 

• (S."NF) Opeiatr aikl pay UHSs In travel abinad at thr (fain lion of llir Mil to iiukr 
(*01114(1 with tmcign tntrlhpmc r services n mtn national tmonstn 

• (S^NF) Authomr UHSs to opeiatr nub souirrs uitrrnatiunallv »n arcoidanrr wilii 
<ul»\r\tic*i 19 I II* of an FT Sub Source 

10 1 2 (V) Pi ohilulrtl 1 I National Sri mill l IIS Opeialtnns 

(S NF) llw IHl may not engage in thr following activities 

• (S NF) Recruit as CHSl ofTinals of countries tli.it air not ihtral countries 10 This 
prohibition dors not apply to nonnunapnnmt (t r fust Imr Irvrl) I.hOs ot other first 
hue level go\ niimrnt mtplosTrs Howrvei if thrrr is a qurslion about any othrr IT! ot 
governmental position thr FBI agent must consult thr OGC to drtrrnunr wlirthrt lliat 
prison falls wrdun thr niratung of officials as stated in this paragraph and below 

• (S NF) Pay foreign officials durctlv or uiducrtlv for investigative assistance This dors 
nor prn ludr iruulnnsnnmt of LE or security agencies of foreign governments to tlir 
extent authorized bv the United Stales and foreign law and does not exclude die payment 
of a foreign LEO or national security agency employee wlule the individual ts open as a 
domestic FBI CHS in support of an open FBI investigation (e g die Foreign Domestic 
Security Service initiative) 

(& NF) A fotetgn official is defined as a foieien natimul ui die United States who is acting in an 
official capacity for a foreign power is attached to a foreign diplomatic establishment foreign 
consulate estabhslmieut or odiei establishment undei die contiol of a foreign power or 
euiplovrd by an international organization ot odiei oigamzation undei an agt cement to winch the 

United Stairs is a party (see the NSIG) 



i foi a Lm of threat commie; 
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19.2.1 <S M ) I 1 OI A hi a ( IIS in Siippoil of a National SwwM) Inirsligalinn 


(II TOHO) In addition In Ihr aptxnv.d sought fin an FT (IIS operation hi submit of a natinnal 
security investigation additional ap|novals air irquurd il (lir ('IIS will engage hi OIA llirsr 
arr set oul in yubsrcboiis 19 7 1? 19 I 1 and 19^11 below Thr appioval of thr OIA niav 
br sought coorurrmtlv with thr FI opnalional approval irqursl llowrvn if llir nrrd for OIA 
approval arises after CHS 171 operational approval lias brni ottfauird thr OIA afipioval must br 
aought independently and obtamrd pnm to thr CHS engaging in tlir OIA 
IS 'NT) Foi ET CHS national security irlatrd opeiations OLA is drfinrd as any acbvily that 
would consbtutr a mine undn frdnal statr of local law if engaged in by a pnvatr prison 
except as authorized undrt this polio 

(U'TOUO) In appiovuip liar OIA. FBI officials must find that thr OIA is necessary to 
accomplisli any of thr following 

• lU T0l T 0) Obtain significant mtrlligmcr oi mtanaiion.il trnonsm information 

• (!!■ TOCO) Establish ot tn.uni.un cirdibilitv oi covcj tlut is mipuiiant to thr succrss of 
an mvrstigabon 

• (V TOUO) Pirvent oi avoid physical injurs to individuals ot serious damage to pi opr i tv 

(U' TOUO) FBI officials must also find tlut thr nrrd fot thr OLA outweighs its seriousness and 

adverse consequences 

(U TOCO) An FBI employee must never authorize a CHS to participate in any act of v iolence 
except that the CHS may lake reasonable measures of self-defense in an cmngencv situation to 
protect lus oi het own life or the fives of otliets against wrongful force 

(S NT) Thr FBI is not pernutted to task a CHS operated jointly with another USG agency to 
perform OLA acbvntv without thr authorizabon requurd in this seebon If thr other agency lias 
tasked and authorized a CHS to engage in OLA. but the FBI lias not received tlie authoiizat ion 
requurd by this serbon the FBI may otherwise continue to operate the joint C HS and participate 
in all aspects of tbe operation including tasking gathering intelligence and drbnrfing thr C RS 
except that tlie FBI may not participate ui the tasking the conduct or the fimduig of the other 
agency sOLA 

(C TOCO) See subsection 19 13 . Emergency ET OIA Authorization and subsccbon 19 14 
Duration of ET OLA Authonzabon and Request for Renewal for guidance on these topics 

19 2 1 1 (S NFj ET OLA That Violates Federal Law oi is a Felons or a Serious C iitne 

Fndei Slate oi Local Law 

tl’ TOCO) Tlie follow uig approvals are requurd for ET OIA ui support of a national security 
investigation if the OLA violates any ledei.il law or is a felony or a senous crime undei state ot 

local law 

• <U FOI Oi SAC approval of the OLA 
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• fU/FOt JO) Appropriate- Mil) prnpaph* unit and I ryA •***1*<*»m flfCMA (par dM 

Milrvrt turn 19 ' Hole of llw lorn national Operations l)r/mfjn m hi OfS C tpn*v*» 

aid vubv-rtiori 12 8 "ET CHS Opaataona by a LegM or m A1A1 ") 

• (UC/FOUO) FDD IQ operational division AD for drsi*nrr) approval of thr OIA 

• (U//POUO) AACi NSI) (of drMfpirrj atqjfovaJ of thr OIA 

(U//FOUO) l ot OIA trialed to ii uteri al support foi tniomni m nateunal vr.urrtv ur-.rstiesitMM 

see IJIO< , subsection I / ft and «hr founlartorrvmm Policy tMnrtn* and P'. u 1 Gw 4* 

OT/SpPCi subsection 12 6 2 

ap|n <>v r il.r f I Mis operation and haft an OIA checkbox to nhr at r feat (XA apart of dir 
operational lequrxt Thr OIA checkbox mart br weA i f OIA a amdoad. bl does no* provi dr dr 
approval authotiv-alion Ratlin tlir ( A or ro ( A must wr an BC rrlomrm? (hr vrnli.rriH 
■■■ I.* mol ihr a ppamag oAt ttl boding and approval of dir OIA Morava oner 

this OIA irquurs SAC and both ffllHQ and DOJ approvals it is important that thr rrqurrtmg 
SA ptovidr irlrv ant infotmatiou about thr natiur and sropr of thr proposed (US OIA m (hr 
request uig comniuniration including thr tvpr(s) of violation how thr OLA advances thr 
investigation details of thr inv estigation to date and dir objectrvefs) of thr ET opn abm 1 2 Thr 
appiovrd EC lrqurst must lir plarrd into thr CHS OIA sub file OIA is not permuted to PFI 
investigations 


(S AT) OIA Ihat Dors Not \ lolate I ederal law and l 
Serious ( lime ( udei State oi laical Law 


Not a felons or a 


(S//NF) SAC appioval is tequired foi OIA in which a CHS supports an ET a 
operation and the activity does not violate federal law or constitute a felon v or a spiious crane 
tuidei state or local law J 

approve the ET C HS operation and lus an OLA checkbox to tneb ale that OLA is involved wuh 
the operational request The OLA checkbox must be used if OLA n involved but dors not provuJr 
die appiova l authorization Rattier the C A n < A nmvi use mt( i-lerrn.. uw the vrializrd 
document the approving official s finding and approval of the OLA Thr SA 
the OIA approval must provide relevant information to the SAC about the uaruie and 
scope of tlie purposed CHS OLA on the Delta OLA form or m a requesting EC mrluchn? the rvpe 
of \iolation(s) how the OIA adv ances the investigation details of thr imesti ration to date and 
thr objective^) of thr ET oper ation M The approved EC request must be placed «Uo dir CHS 


U (U TOUO) A sample ET OIA request template has Sew crafted to eatur the Md with wv.naf the OLA req 
The information requeued m the l * , *f 1 * fc ifcould be me hided a die Delia OIA tea a a a EC ti ed ic thr w 
opeianonal approval requeti The OIA template :»n he found a the S e—ri apphrateawd ahe 

expedite the ET operation C 
”(S NF> The linguai 


a felocv or a tenout emur under irate « local law u al 
)LA in national lerunn manat The tiheUhood bar aettvm e 
i*. exnemeh tmall ifeaineul 
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OIA sub hlr t'.vrn though llie SAC is pnntiltod to appnuc llw OIA iiwlrt this sulwrt turn tin- 
OIA appioval iI«m innmUhtm must l*r iih Iwlnl u put of tlir overall I I ( IIS npnalMm 4|i|Nov al 
trqurM sml to Mill IQ OIA it not |mmiltrd m II I investigations 

(S Nil An s Vt nut approve OIA in a national smutty ( IIS I I qioalion iih IimIiii|> I ml not 
limited to establishing huidinr and maintaining serine cover by making lake iqueseiilatioiis to 
thud panics to ronrcal tinr pnsonal identity in lltr linr ownership of 4 propnclai v Wlim sin It 
I 41 m- i q u m e n tations 4ir ltutlr to 411 employee 01 4 1 im^mnnil of a USG agent v 411 4 |i|Nnpii 4 tc 
office within tlut apctu v nmsl hr notified unless doing to would jeopardize tlir operation Any 
decision to widihold advisrmrot to that agency of thr false iqucscntatiou must Iw mailr by tlir 
SAG and thr AD of the I ItlllQ operational dmsion with pingiam oversight of tlir invcsUpation 
thr AI) tn turn must romult with IXY1 NSD on die operational factors asstnated with 
withholding thr disclosure of thr false rqircsmlation to thr 1 >SG agent y 

|0 2 I t (l TOGO) Verbal PQJ C ouatci t H T Wlta Swfton (C rS) V 11 II 101 i/atmn foi 
( rtlatn OIA Related to Malrnal Suppoit of 1 mutism in ( ounlntn iniisui 
Iatfttt|ittoat 

(U fFOUO) See DICK, subsection 1 7 6 fot guidance on this authon/alion 

19 . 214 . (I EOl Ot Positive Foietgn Intelligence Investigations 

(U TOGO) Thr AQQ. Don> defines foreign intelligence as uifonnation irlating to tlir 
capabilities intmtKMis a activities of foreign governments o» rlrmmts tlmrof foreign 
organizations 01 foreign persons cn intrnutioaal terrorists A foreign intelligence tequuenimt 
is a collection teqiuiemmt issued undn the authonty of the Director of National Intelligence 
(DNT) and adopted by the DI Additiotullv the Piesident of die Giuted States a USIC official 
designated by thr President the AG the DAG or odiei designated DOJ official may levy a 
foreign intelligence rrqiuirmmt on the Mil Foieign uitelligence collection by die FBI is based 
<qxm the issuance of such reqmrenients 

(U TOGO) The FBI putsuant to Section 9 of the QIQG places foreign uitelligence 
requuements into one of two categories ( 1 ) those that address national security issues that are 
within the FBI s cote national security nussion (1 e FBI collection requirements) and ( 2 ) 
uifonnation relating to the capabilities intrntions or activities of foreign governments 01 
elements thereof foreign organizations foietgn persons 01 international ten ousts which are not 
w ithin the FBI s core national secuntv nussion 

(V TOGO) Requuements that fall into the second category are known as PFI collection 
requuements and tuav only be addiessed undet the policy foi PFI in Section 9 of the DIOG 
(G TOGO) PFI investigations by definition are not national secuntv investigations because 
national secuntv investigations are within the FBI s cote national security mission However ui 
the interest of consistency in pobev when feasible ET CHS operations in support of hill PFI 
uivestigalions follow the same approv als and notifications as those mandated for national 

secuntv investigations (as described in .1) •- 

ten ET C HS Nati. nial Secuntv Operation-. 1 and aie managed by the 
HOC 01 a designated entity 

( G TOGO ) OIA is not authonzed ui support of a PFI investigation 
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If J. (I ) ( riminal Investigations 

(S/(NI) Mir FIJI nay ruga yjr in HI CHS arnvrUr* m support of w 'ipm full vdytfaMiye 'iwntra 
investigation 

(U//FOUO) ET CHS operations in support of moral invrtngabom are rate^on/ed » nton 
involving sensitive < urunmburrs or ihA involving wroitivr oimmbarja If the Br.'Avbon 
involves sensitive cue umstanm additional approvals apply See IV ? T.T CHS 

Opel all ons in Supprxt of ( nnnnai Invrstjgalinm Involving Sensorve C ir ni f o a 
(S//NF) Foi llir pui|josrs of ET CHS openbom m support of rmnmaJ ur.^hrMttjm i* 
following definitions apply 

• (S//NF) A foreign dectSMO making official is an individual mdi scaled decammm^aag 
authority on a natiorul level 

• ( V^NF ) A foreign official is a person mvnted wXfa foe o tbo rty of an otter of a tmmfft 
nation 


(U//FOUO) This definition of foreign official to support of a annual mvrsu cation e dsflereol 
from tlie definition of foreign official m the context of a national seruritv ur. «~a icanon 

19.3.1. (1 ) ET C HS Operations in Support of C nminal lovestigstioov Not lavotvmg 

Sensitive C ii cumstances 


(U//FOUO) Tlie following ET CRS operations do not involve sensitive area 

• (U) Authorizing C HSs to travel to and operate in foreign countries 

• ('S 'NFj Malang reasonable payments for services and expenses to CHS* i 



• i S NF i Expending reasonable sums for expenses associated w di (he Atndpf 
operation of foreign decision making officials as defined tn if 


gHowevei no povmencs mas be 

made t for services nubooi the approval of bt AG a 

a designated DOJ official ) 

(S' "NF l Authorizing CHSs to engage m OLA not inv olving a sensitive n rc u mst a ace as 
described in s ubsection 19 3 A 1 . ET OLA Not Ins oh mg Sensitive CscuoMzaares a 
Support of a C nnunal Investigation and approv ed m accordance with K^bsecUoa 
19 3-4J .Approv al and Notifications for ET OLA Not Involving Sen sane 
C ircumstances in Support of a C rumnal Investigation 

(V) ET C HS Opei ations in Support of C nnunal Inv estimations lav ohms 
Sensitive C iicumstanres 


(S NF) ET CHS operanons that involve sensitive c 

• ( S ~NT) Developing or operating a foreign decmnn-io Aing oftcal » a CHS 
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• (S'^NF) 1 jigagmp in an activity dial will have a significant effect on or « niistitutr a 
significant intiusion into the legitimate nprralion of a foingn gnvniimnilal nitily 

• (S/'NFT Hngaginp in an activity dial will involve a significant nsk of IkhIiIv liaini ilratli 
or a substantial financial loss to any victim 

• (&7>JF) Engaging tn any OlA involving any foreign decision making official 

• (S/7NFI Establishing any irlationships with meinlieis of groups engaged in violent 
activities duected against the government then hi powrn in Uie host coiuitiy 

• (S 'NF) Engaging in the sale of drugs ui which tlie .n tu.il possession of the dings is 
transferred ui a host country to a petson who is not coopeiating with the U S 01 foreign 
LE officials 

• (S/ NF) Using as a CHS an a ttorney a rleipyman a phvsician 01 a membei of tlie news 
media licensed in the I'm ted States in his cn hei piofessional capacity 

• (S/^NF) Accepting money 01 any otliei item of value tliat is reasonably believed to be tlie 
proceeds of an dlegal activity ot is used in furtherance of an illegal activity 

• (S NF) Fn pap in g ui any othet actnitv diat may have a significant adverse impart on 
foreign relations or LE amvrties widi any country or group of countries 01 anv activity 
that reasonably could if disclosed be expected to cause significant diplomatic 
govenuurntal 01 public controversy 

• ( S "NF) Engaging in anv OlA except for die OlA categories listed ui si ih section. 1 9 . 1 

"‘ET CFIS Operations in Support of ( iitmn.il Investigations Not Involvuig Sensitive 
Cucumstances 

19.3 J (l*) Required Approvals and Notifications foi ET C HS C iiinin.il Operations 

tU TOL'O ) The i equest for approval ofaj^j^C* ” * M^nitiated by the C A or 





accordance wTtJnn^5elo\^ui<yin^^^>ot^manzat!otni^^Tt^n^onin^iipested uito 
Sentinel and information leads are sent , *' e I^gatfs) die appropriate IOD 

geographic unit die FBIHQ OfM M ith p rogram mpoodxlity and the D1 

HCC. and an action lead is set to the relevant FBIHQ operational division HOC (or designee) 

(U TOUO) The standard for approving die ET CHS criminal operation is that it must be 
reasonably necessary to detect uivestigate prosecute, ot prevent criminal conduct tliat is in 
violation of the Laws of the United States Moreover die operation must be conducted ui a 
manner that respects to die greatest extent possible, the laws of die host country’ 

(S NF) As part of an ET CHS criminal operation a foreign LE official who has siemficant 
supervisory responsibility within the host country must be uifomied and must concur widi the 
CHS operation If the FO determines ui consultation with die operational division HOC and tlie 
affected Legatfs) tliat the host country should not be notified of die operation articulable facts 
must exist showuig ( 1 1 the particular cucumstances within the host couutry jeopardize 
operational security including die safety of the C HS or (2) because of the nature of die FBI 
investigation cooperation with the host country is not practical and die ET CHS operation is 
needed to further a compelling LE mterest 
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(U//I-OUO) Hr CFP normally the U S Attorney w designer mutt be aware of thr proposed 
<ifin alum if thr HIS is irquirrd In testify and so far as thr operation rrl tn r ompiuirr with 
1 1 S laws and proaerutive shalrgy must concur with thr proposed imp of a CHS 
(S/(NE) Mir CHS must lie properly admonished prior to thr FI operation in ar > or dance with 
siilivt lion l‘> 1 1 hr Operational CHS ET Briefs and Planning 

(U//FOUO) All ET CHS rnnnrul operations require 

• M HU OiSA( approval of the operation Ihis approval is an a d U tt mVd g rnwnt that 
die use of a CHS in thr ET jurisdiction is irquurd to further an important L£ mtnra of 
die United States 

• (U I Ol Oil BJI 10 operational 'h . r.ion AO or designer approval of the operaliaB 

. I POUO I I ! ' <[> geographic unit and Leg* notrfiobon of Arapcntxnfur 

aJso subs ection Ur 7 Role of thr International Operations Division m ET CHS 
Operations ) 

• fS NI ) ( 3A I fctfcj l iart a notification of the operation The Sentinel ET CHS wufcflow 
process allows for a irstru trd coniniunicalioti to CIA Headquarters (or CIA noftfiraban 
The extent and tuning of die C OS briefing on the ET operation is deternaned by the 
Legal 

• (S//NF) C OM notification of the operation if appropriate (as determined by the Leg* 
and the FBIHQ operational division HOC [or its functwaal equivalent^ 

(S-'W) The COM is a DOS appointed position either as a political appointee or as a career FSO 
hi either case die C OM is not a senior LE official consequently the COM may not understand 
the nature of CHS operations or die sensitivities that surround these operations Ther e for e it is 
critical that die Ijrpal FBIHQ and die affected FOfs) coordinate closely on the COM 
notification process 

(S"NF) The operation of a CHS by a LEGAT an ALAT or an FBI task force member while m a 
foreign country must be approved in accordance with subsectioo 19 8 . “ET CHS Operations by 
a Legal or an .ALAT For approval purposes the IOD DAD approval corresponds to the SAC 
approval listed above however die LF.GAT .ALAT or FBI overseas task force ET CHS 
operation must also receive appioval fiotu the AD of the FBIHQ operational dnision with 
program ov ersight of the uivestigation the C HS is supporting See subsection 19 7 1, 

International Operations Division .Approval and Management Role Over Legal- or ALAT 
Assigned ET CHS for the list of equivalent IOD approval levels 
19.3.3 1 . (S NT) Additional Appi ov als for E I C HS < mnin.il Operation*. In\ ohrog 
Sensitive C u cumslanres 

(S ’NT) ET C HS criminal operations dial invohe sensitive airumstances require AG tor 
designer! appioval ui addition to dir approvals listed above 

(S TsT) The FBIHQ operauonal division HOC managing the ET request must provide the DOJ 
approving official with an AD approv ed summary of the ET CHS enmnu] operation m a 
document siutable foi dissemmation tee an LHM> that sets our the relevant details of the 
operation denionstiaies that the standards for approving the operation have been met as set out 
ui subseciioti 19 * i Requued .Approvals and Notifications for ET CHS Cruxwul Oper Moos'). 
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and fully explains all farUxs mmnundinp die smsitivr i anamlances Oner qipmnl 4 1 **|»v «»l 
the approval Ax umrnuiion must l«r placed into thr (IIS Delta file 

19.3.4 (S NT) I 1 Ol V hi ■ C IIS in Support of a < nininal 1 11 Mitigation 
(ScNTI In addition to the appinval sought fin tlie I I CHS (^nation in siqi|iuil of a Minimal 
uivrsbpatton srpai ate appiovals aie irqiuird if the CHS will ciigapr in OIA Hie appinval of (lie 
opnation nuv he sought concunratlv witli OIA a|i(xoval llowrvrt if tin* need fin OIA 
authority aiises aftrt CHS I I' operational .i|«|no\ al has hern obtained die OIA apptoval must be 
sought and obtained pilot to engaging in the OIA 

(V NT) For ET CHS aimuial operations OIA involves arts dial if engaged in by a pnvate 
person wotdd be in violation of U S fednal state in host counby law witliout die aiidion/atuni 
piovided for in this poliev lVi the applicable AGGs, OLA apptoval must sought if the CHS will 
engage in conduct m violation of host rounby law in signal of a ruminal investigation 
(IFTOUO) An KBI employee must never authon/e a CHS to paitirtpalr in any act of violence, 
except that the CHS mav take reasonable measures of self defense m an emergency situation to 
protect his 01 her own hfr 01 the lives of others against wrongful foice 

(VlffOUO) See s ubsection 19 13.. Enin pm n \ I I OIA A u tbori a bon bad s ubsection 1914. 
Duration of FT OLA Authorization and Request for Renewal for guidance on diese topics 
19.3.4.1. (S VF) FT OI A Not Ini oiling Sensitive Circumstances in Support of a 
( rtminal Investigation 

(S NF) The following types of illegal activity by themselves do not constitute sensitive 
cucumstauces 

• (SNF) Engaging in the expression of intent to participate m criminal activity 

• (S "NF) Engaging in dlegal gambling acbvibrs 

• (S /NF) Engagmg ui controlled piurhases of stolen property' provided diat measures are 
undertaken to ensure that die property, once delivered will not leave the care custody or 
control of the U S or foreign LEOs 

• < S NF) Engaging in controlled purchases of cotibaband including drugs weapons and 
explosives ptovided that measuies are undertaken to ensure diat die contraband once 
delivered wdl not leave the care custody, or conbol of die U S 01 foreign LEOs 

• ‘S NF) Engaging ui the controlled delivery of contraband mcludmg drugs w eapons and 
explosives into the United States pronded dial domestic guidelines and ptocedmes with 
respect to die conbolled delivery of drugs 01 other dangerous cotibaband m the Uiuted 
States are followed 

19 3.4 2 (V FOl Oi Appioial aud Notifications foi ET OLA Not Ius oiling Sensitise 
Circumstances tu Support of a C limiual Investigation 
(U FOUO » All ET CHS OIA not involving sensitive circumstances conducted in support of a 
criminal investigation requires 

• (U FOUO) SAC approval of thr OIA 
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• (IV/POUO) AjqiiopiMlr K>l> gn.gjapbw mill nd Irg* n*tf*M**i of #r Of A 'wr akr, 

submrtipn 19 6 Rcdr of thr lr?/* m ITT CHS OpenhnrK are 1 • - / K/dr 

of itir Iritii national Operation* Division m 1:1 C.HS Operations ) 

• (U//FOUO) FBIHQ operational dr.is urn AD (or drwprf; qiprovai of (hr OIA 
(S//NK) Hy approving thr OfA (hr appi ovmg nfh( iak arr jrknowlrdfmf (hr* fmdmy that (hr 
benefits of Ur operation outweigh Ur risks jsvrulni with (hr CHS engaging m vurh mHv tty 

(ij//Fou<» 

appiovr thr h'^ni'wqinatifxHiiirnia^IiKlT^Oi^TxJ^i^rwi^t^Li^IA i* part of thr 
npetalionaJ rrqurst Ihr OFA checkbox must br used if OIA is involved but dor* not pum lrlK 
appioval auUion/aiion Kalho Ur ( A or <o (A must use mi EC rrferenr mg Ur rrruh/rd 

0 document Ur appiovmg official s finding and approval of thr OIA Mrrrova vtnrr 

1 icqiurcs SAC and FBDIQ approval tl is uiqxirtant that thr requesting SA provide 
relevant information alxmt ihr natinr and scope of Ur proposed CHS OIA in thr requrstmf 
communication including Ur typrfs) of violation bow Ur OLA advance* Ur investigation 
details of Ur investigation to dalr and Ur objectivefs) of thr ET operation 1 Thr approved EC 
request must Fr placed into thr CHS OIA sub file 

19.3.4.3. (S//NF) ET OIA Involving Sensitive ( irrumstance* in Support of a < nnsil 
IavMttgattN 

(S/^NF) If Ur ET CHS OIA dors not fall within thr limited list of nonsmsitne OLA luted tn 
suhseclion 19 3 4 1 ET OIA Not Invoking Sensitive Circumstance* m Support of a C renmai 
Investigation. thr OIA is drmrd sensitive 

19.3.4.4. (S//NF) Appioi.il aud Notifications foi ET OL\ Involving Sensitive 



C iirumstances in Suppoil of a f nnunal In\ estimation 


(S/^NF) Thr following approv als and notifications arr tequned for a CHS id rmunr m ET OLA 
Uiat involves sensitive circumstance* 

• (U//FOUO) SAC approval of Ur OIA 

• (l' "TOCO) Appropriate IOD unit and Legal notification of thr operation (see also 
subsection 19 6 Role of thr Legal in ET CHS Operations and subsection 19 1 Role 
of the International Operations Division tn ET CHS Operations ) 

• (U TOUO) FBIHQ operational division AD (or designee) approv al of the OIA 

• (U TOLT DOJ Criminal Division Office of International Affair* approval of thr OLA 
(S "NFI Bv apptovuig Uie OIA dr approving official* are acknow ledging thru finding dial thr 
benefit* of the operation outw eigh Ur nsks associated with dr CHS encaging in such actmty 


11 (T TOUO i A sample ET OLA request template has been allied to atstsi the held nth arrant the OIA request 
The information requested m the template should be me hided in the Delta OLA form on in an EC led to <1* averail 




expedite the ET opera non OLA request 
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appt ovr dic^^01?^ipniiii«ntt»in»a^*i^^^imino^iMnatniMlu^lA is involved with 
the operational irqurst l"he OLA checkbox must tie used if OlA is involved Inrt dors nol pinvidr 
thr approval authorizat ion Rathri the CA « CO ('A must use an EC referrnring the smalt/ed 
document tile approving official s finding and apptnval of thr OlA 
iIA irquurs S AC' and bodi FBDIQ and IX)J ajijwovals it is impoitant tlul thr 
requesting SA piovidr ir lev ant inhumation about the natiue and scope of the proposed CHS 
OlA in the requesting EC including die tvpe(s) of vioUtion how the OIA advances the 
investigation details of the investigation to date and the objective^*) of die ET operation 14 The 
approved EC irqurst must he placed into the CHS OIA sub file 
IP 4 (V) Polio Vfiplic able to E T C IIS Opei at ions in Support of All 1 vpes of 

Investigations 

1 1 ' POL O) Use t < quiied each Unie a CHS engages in ET operational 

navel oi an FT operational activity (i e to seek a one tune audion/ation) However a period 
of authorization may be used few anv travel ET activity authorization tvpe and should be selected 
when a CHS resides in. oi travels frequently (i e more dian duet* tunes duitng a consecutive 30 
day penc*d> to and from die same countrv so long as tl u* operational scqj** tec hniques used or 
geographic tegion does not change during dial period be used 

regardless of the CHS s ouguution pouit (i e die United Stales or ui uitemahonal locale ui 
cases ui which a CHS resides in a foieign country) Tins form must also specify die specific 
nature of the operational travel ot activity- The exemption to reporting each operational travel 
request is in place to recognize situations such as CHS trav el neai oi on the botdei of Mexico 
Canada or anv other frequent cross-boidei travel area and the CHS s CA or co-C’A must closely 
coordinate tlus exemption uidi the FBIHQ operational division HUMINT Opeiatiotis C enter 
(HOC) and die aflfected Lrgat 

19.4.1. (IT Documentation Requirements for .All C Hs ET Operational and 
(. onunumcation Requests 

19.4.1.1. (S/MT CHS El Opeiational Travel 


(S//NF) Whenever a CHS travels to a foirtgu country from the United States or from one foieign 
to another foreign countrv to engage ui opeiational activity (e p when tasked to collect 
intelligence or evidence i on behalf of the f HI the C A or co C A must complete | 

s with an El CHS must l>e 
■■■■■■and be approved as part of 

the CHS ET operation 

IS "NT i ^^■■■■^^^■li i t be filled out ui its entuetv Tlte selection vvitlun the C HS 
Activity Details field duects die user to provide relevant information Tlte request must set out 
the justifrcation few seeking ET operational autlioutv include all pertinent facts and die 
background of the investigation and describe how die ET operation fiudiers the prosecutorial or 
intelligence objectives of die investigation The request must acknowledge when apptopnate 
dial the AUSA or DOJ attorney if assigned supports die use of die CHS in die ET operation 


TOUO) See previous 


note 
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Upon < oinplrtum dr form is venal i/rrl in I Vita and dr information i( ingxirlrd and vent via 
|W^" m Ii nil Uj > 

(U//KXJO) For example, ll Brinlarilaral 'Vi .mortal it srlrrtrd ja a category in the GW 
Tnvd/El Activity firld and l)r^| - 1 - 

automated Delta/Smlinrl workflow will 


• (U//FDIJO) Sri an action Irad to thr irlrvant FBIHQ ciprrationaJ division HOT (to 
complrtr dr FHIIKJ coordination authorization and notification process) 

i"im.iiioii Irad to thr opciationai drvmo n UC with propn lespowwbdhty 
ovn tlir (US opnation (selected by tlir di after of thr 

• (U)SttM Mfc n> M lifloladt nmrd from routing table bv country) 

• (l ') Set an mfenuboo lead to tlir appropriate IOD geographic unit ( determin ed from 
routing tabic by country) 

• (U) Set an information Irad to thr HCC 


i hi s upport of tlir above tlir congileted 
g^w.ll br routed to restricted files in Sentinel 

(S//NF) The FBDIQ operational division HOC (or its functional equivalent > is responsible for 
oblauung .ulditnm.il appi ovals coordinating with die relevant IOD geographic unit and 
perfomung other tasks as detailed ui subsection 19 Roles of the FBIHQ Operational 

Entities " 


(S(' r NF) If OLA autliorization is sought as part of the CHS ET operation see aib vectron 19 2 1 
"ET OLA by a CHS in Support of a National Security Invesugation and ^utiJ 9 4_ ET 
OLA bv a CHS ui Support of a Criminal Investigation for OIA approval requirements 

(S(''NF) If the ET CHS operation seeks to exempt notification to the Legatts) the requesting 
office must provide compelling justification and the exemption must be approved m accordance 
with su bsection 19 1 • . Exemption to Providing Lrgat Notification 

(S /, NF) The ET operation request must clearh identify whether the operanoo is to be declared to 
die host country In national secuntv matters thr pirsuinpUon is that thr host country will not br 
notified of the operation In mnunal nutters if the CHS operation is not to be declared to the 
host country tire request must provide die justification for not informing the host country of the 
opnation The undeclared cruniiul ET operation must also be coordinated with the dsviuon 
HOC and the apptopnate Lrgat in accordance with subsection 19 > 1 Role of the Operational 
Division HUMINT Operations C enter and subsection 19 6 Role of the Legal in ET CHS 
Operations 

(S NI ) It the opa H lu. ted louitlv with the host country or with other ' 

ui the 

submission must provide details on dir natine and scope of die |Oint opeianon Should the ET 
operation be conducted as a unilateral operation the FBI s exclusive operation of the CHS must 
be detailed in die request as well 

il l Ot Oil -eofm ^|r irquned each tune a CHS engages in ET operational 

travel oi in] r operational activity (te toseeka me -tunc 
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I 1 ’ I IVlirv Ayiyilti able to E I ( IIS Opnations hi Sii|qx»it nl All I v|irx "I Investigation* Iih 
hathn details 


(l ' l a M Ol 11 v i \ .w ■ o i A must i omnium* u« ui nuripni* v < «ninimm< alum plan i*. <b tailed 
tn tiavrlmp loi >i| iri.iiiou.il iriMm 

10.4.1.2 <s NFM IIS I I Rnklral 


(S'/NF)Whrnrvnfa( \*x> *»t \ mx-m 4 1 i is * n 1 ndgg .»> 1 1 « m ■ mbi ounfc v Ael y 

till*. 

iii< 1 I at oo( Inankttluuwui 

pnviiv 111 >'1Imi Ioi ripu < oiuitnos using llir 1 0111111111111 lion ol 

and have thrsr approved a* part of thr (IIS ET ojx-iation llnv infoim.ition is p«tk ul.ulv 
important for an F I irsnlnil CHS since Uskuip drl*iirfinp .uhI operational and rmnp.ni« v 
communication stiatrpirs must lie < .urlulK planned and fully undei stood by tlir (IIS 


(S Ml lx* filled in ils willun 

CHS AiAivU^^Hanwlnonnn^isn to |no\idr irlrvant uifomution I1»r irqurst must srt oui 
thr |itsn fixation t»i seeking FT operational authoiity iih link* all pntmnit farts and batkgiotuid 
of the investigation and drtail hmv thr FT ofxri ation fiuthns tlir piosrrutonal 01 intrlhpencr 

wofftrMwmKwa rhe nquot mml a ck no wl e dg r that the AUSA a ix>' Money ii 
assigned. supports tlir l l operation 1 |xx i . omplotiou d io^^^? ^*~!. rained in 

Drila and thr tnfoinution i- ini|x'i1rd ndj^^^jjjlO trlr\.uil FB1HQ StikxholdBS ill 
Smtinrl restricted rasr files 


il TOl ’O ) l^^xamplc if Resident is selected is . 1 . ategory in thr CHSTiavrlFl Activity 
field and tliojimHis approved and smalized ui Delta the automated Delta Sentinel 
workflow will 


• (U TOUO) Set an action lead to the teles ant FBIHQ opei ational division HOC’ (to 
complete the FBIHQ coot dilution autliou/ation and notification process) 

• (U) Set an iafimatma lead to the opera t ional di\ wo nUC with pr ogram res po nsibi lity 
over the CHS opeiauon (selected by the diaftet of the^^^^Hi 

• (U) Set an information lead to Legal! si (determined from routine table by country ) 

• (V) Set an uifomution lead to the appropriate IOD geographic unit (determined fiom 
routing table bv country) 

• (U) Set an information lead to the HCC 
support of die abov e die completed 

IHHu ill be routed to restricted fries ui 

(S/NF) The FBIHQ operational division HOC (or its functional equiv alent) is tesponstble for 
obtaining additional approvals cootduutuig with the televanl IOD geographic unit and 
perforuung othei tasks as described in s ubsection 19 5 1 Role of die Operational Division 

HUMINT Operations C entet 
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(If) ( <mfulrtrfi4i Human V * arr Pnhr y d ir 


fV/NI ) l( OIA it sought «rr •. .1 * IV I TOfA by j C HS in a^ifsxt of 

a NatuxiaJ Sri nitty Investigation and "tn« l‘/ H M OIA Iry a r H'. tn qqxx' -f a 
( nmirul Investigation Ini OIA apfuoval mpinrnimt'. 

(S//NF) If the I I CHS opaalion vrrfcs to memfi* notify .toon Id I hr dr trrpa+atp 

oflii r must |N<ivirlr < onqirllinp inside atuxi and (hr rnmtyum mmi be 4 pprovrd in ar'ordwe 
widi miIisci fM) l'> • I xenqition to ProvKhflg la-gal Noli if* 4vm 

(S//NI ) Ihr I I ofinatjoti request must « Iraily identify whrfhri dir operation M to be derived to 
tlr I msl country In national senility nutters thr pirsianptiori k that thr hud < ouMry will wH hr 
in K i fir d of tlr operation In irimmal nuftns if tin- CHS operation is not to hr dry lared to thr 
host « oiaiby tlx* reqursl must provide dir justify ation for not informing dir hod 'natty rdf (hr 
of motion Ihr imdri laird r iinnnaJ FT operation must also hr ' oordmalrd with thr Vision 
I KK ai id tlr appiofn tale I a- pat m accordance with ' Rolr of (hr Oprrato»aJ 

Division IfUMINT Operations ( entn and subnet toon IV 6 Kolr of thr LrgM to hi ( HS 

Of xi allot is 

(S Mill tin frWiw 1 . |d be 1 ondix trd i< )iu(l v with th r hod country or mb od.r 
apenries in the host < oimtiv llrH Hkfaawuoo must pros tdr details an fee 

luliur and s< ofir of dir joint ofx■^lft<Xl'moidd^hr^fop r, ^ 1 ‘ 0,, tw ' ondurtrd as a umlak-Taf 
opnation dir FBI s exclusive opnation of dir CHS nuvt hr defatted m dir trqum as wrll 

' I uiusi 1 otumunirair an mrtymr\ • < matmanctboa pirn » delated 

in a CHS who is a irstdmi of a fotngji country 

19,4.1.3. (S//NF) CHS I T Debrief 


fS/^NF) This category applies whenever a CHS travels at dir request of die FBI »o meet m a 
foreign country for a debriefing, for training, to receive pined items or be anmd Thr CA or 
1 o < \ mu 1 '!■» meat ■ h > 1 tT , ’’fT ■ .*- Jnl 

8L^ 

^^and approved as part of dw C HS ET 

operation 

M 1 iix'^1 ^|must be filled out in its mtuerv The vr lemon widan thr 

CHS Activity Details field directs die user to provide relevant information far thr selected 
category The request must set out the justification for seeking ET operational authority and 
uk lude all pertinent facts and the background of the investigation and describe how die ET 
operation furthers the prosecutorial or intelligence objectives of the mvrsti ration The request 
must acknowledge ttut the A' s.A ot DOJ anornev if assigned supports the ET Upon 

completio n soulized in Delu and the mlonnatian is imported and ■■ 

.takebolders ui Sentinel restricted case hies 


r (V FOUO) A sample ET OLA request template ba . been a* fled 10 atacc Sr field *n& w nam The OLA iigirit 
The mlbrmiUon tequested in the te nq>l«te should be included in thr Deft* OLA fora «■■£( and to thr >vwnd 

in law in jpeediraiiv Oecienrd w 
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(1 r> | iMlIlitrillljl I IlMIUII SlKIH r INllll v < iiimIt 


(I I I M 't »' I M I i mil'll it Ui ' >■ I «nr< I i ll . Ill) i i ll m III! III 

Tiawl I I Activity field ui<l tin ipi«to\rd mil sniali/rd in I Vila tlir JiilmiMlrd 

IVhaNoilmrl work (low \%ill 


• Sri an action lr.nl in tlar irlev ant I I til K^ (^national ill vision I KM (In 
mni|>l(*tr lltr I ItlllQ . tmntinaiion autlun i/aiiiMi anti noli In ation pine rs»| 

• 1 1 \ s< t m infill nub on la idloii npWTrtw— I di i wn I I wn 
inn the Cf|S opnati IcMi .1 1>\ tin di.illrt .<1 ilu 

• (10 Srt an inlnnnation lead to I rful(s) (drlniiunrd font moling table by i ounti v) 

• (in Srt an information lead to On* appropriate KJH grogiaplm mut (ilrtntumrd hum 
toittmp talilr by country) 

• (in Srt an information lr.nl to ihr I K ( 

(1 I III support ol till iU . , tin <mplrlcd 

(S "Ni l Tin* FBIHQ ojiri atmnal division HOC ' (or its turn iinn.il equivalent) is responsible foi 
iMnauanr additrorul a|ipi ovals coordinating with thr tries ant l(M) grogiapluc unit and 
pa forming otho tasks as drscnhrd in sul*sn turn 19 > I Rolr of tlir Oprratioiul Division 
HI “MIN I Opnahons ( nun 

(S “NT ) IfOlA anthoii/atioii is sought srr ulintiou l‘» I FI OlA by a CHS in Suppoit of 
a National Sreunty Invrsti gallon and ubsection l** t 4 FT OLA bv a CHS in Support of a 
C iinunal Investigation fin OlA appiosal tequurnimls 1 

(S NT) If thr ET CHS operation srrks to cxmipt Dotifk.ition to thr Irgal(s) thr itt|urstuig 
office nmst preside compelling tustifn. ation and thr rxrnyttton must br appiovrd in accordance 
with cstiou 19 1 Exemption to Piosidmg legal Notification 


(S NT) Thr FT operation irqncst must c trails idrutifv whrthn thr operation is to br drclatrd to 
thr host country In national sreunty matins tlir presumption is that thr host country will not be 
notified of thr operation In ainnual matters if thr CHS operation is not to hr dec laird to tlir 
host countis thr request must preside thr justification fc* not infotming tlir host country of thr 
oprt ation Thr undrclaird amnnal ET operation must also br coordinated with thr division 
HOC and tlir appropriate Legal in accordance with subse ction 19 ! Rolr of the Opnational 

Division HI "MINT Oprratioas C min and ibsection 1 ** 6 Rolr of thr Legal in ET CHS 
Operations 

to br couAictrdicunth with the host country or with otb 
agencies in the host country the jm|H^uhmi-.M»n m Delta must pros idr details on tlir 
nature and scope of thr jouit opnatuM^tlould thr ET opnation br conducted as a tmiiainal 
opnatiou thr FBI s exclusive opnation of thr CHS must br detailed ui tlir irqiiesl as well 


iV TOI’0> A umpl* ET OLA request template has bm 


The infwxwnoc 
oper rtv?o*: apw; 
tectum. it the I 

■pi I * Ik 


requeued n Ik MplM diiuk 



It* inch* 



assist the field mth writing the OLA request 
Oei»» OLA form oils an EC tied to the oven 11 
ifoimel appbr ition uodet the Bookmark' 
■Du’, fenf'lor war specifically den sued to 
HI he pteced mao Ke < HS01A ub file 
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SI ( Kf 

/II) 1 ooltdruiiaJ Human HOtorr PoIm y • e»*V 


m imi n i,. < ' 
4 s r trialled m fir I 


» <» < A mus t • 'Himtvmi* atr Mi nmfrrw i • m 
I Ui any ( I f\ HI tliM ' Mrftrt i 


if. 


IV 4 I 4 (S /M ) f IIS I I Opri altonal • 'MttMMuty* 

(S//NI ) Hun i 4if,(» y qr\An-\ whrnrvrt 4 ( IIS mi Hfiiii' ufm 

dir »Iii« twin of llir Mil < •mmiuaut '* will) 4 mbp-rt i»f 411 mr.r~.Uf mm m> w4» m a 4 I 
MMUiliy llir ( IIS nuy lr bujloi limnlK illy mlhr urw>'««lry4ilir «^n> ova 
sepai air i ountiy 

• illuri I of 4 national ✓ 

< otiiriuiim aiiou is tasked lluwnn if j OIS farquntly r uniiuwa 
(l r nutir 1 I 1411 direr tunes during 4 < noser uTive 10 day prnod, a a 
lo sprcrfy 4 « oiiaminK air on imirfaarar of up lo one year hub? thr IVnoil 0 

•pot v lot dcx urnrniinp llir fr»-'|urTii 'imnunnAaot Tba nmpln faaapn 
irpoft r 4 i h operational < <mniuru< afton request n 10 pbrr lo wr/ipur Ar 
globalization of f otiBiiium at urn lr< Inioh.g, hnw*".*r the r MS \ f A r 
( oordinatr llir use of thr exemption with thr f BIHO operational dr. ision HOf to if 
geographic 4) scope llir antic ipalrd time ft «ur and (fir aflrnrd ' ountin 

0J//FOUO) n> 

|>I till- ojx-i.ihonaJ 1 oimnmm aliotr loc .» irmVriT * I f-, il Pas fypr -if — retard 

< min mum ation is already inr ludrd in dir imtiaJ ^|a trpartor juduruatoi M aaf 

required as loop as dir v opr of llir c ommurm ation 1 thr pro graph* «n non dkr stoar 

Howes rr if dir sc opr changes 01 expands a separate authorization nxpanl sat hr ndw— rtf 
For rxaniplr if a CHS resident in France is authorized at port of thr tmtui requrW to 

( onmiuim ate with a national vrrurrty subin t ui Belgium big law? thr FBI tanki thr CHS wnr 
ac cess to other known subjects and ex pands the opt 1 miiaf on — mcjtmm to afhy tea ■ 
Ciernum and the NedieTlands another ^ ^^iMUf tor CHS ET opototod 

comnnum ations category must be mhm/Ri - ’ * 

scope of the subject communications and the jrroeraphir lor atom 

1 S W) The | ^Jniust be filled out in its raven Thr w ir cu o n a 4 a tor CHS 

Activity Details field directs the user to pr os xJr relr-. aol mt /rmanon for ')•*• wiecird toeaors 
The irquest must vet out the lustificatiou for seeking ET operational autaorir nr hade ail 
pertuieut facts and the background of the imrstaeatnon and dr sc r ibe bon thr ET operation 
furthers thr prosecutorial or intelligence objertnrs of thr Knestrfabon Thr rrqorsi omi 
acknowledge tlut die ACSA or DOJ attornes if assuoard supports thr ET 
completion thr form is serialized in Delta and the mfocmatian n ■ 
irlevant FBIHQ stakeholders in sentinel rrstnrtrd case files 
1 1 ’ TOCO) For example if ET C ommuoKrattaot b tin ted 
TiavelTT Activm field and thr^^^^^^Jts approved and senaiisrd 
Delta Sentuiel workflow will 
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• (U TOUO) S«i an actum lead to the lelevant FBIHQ oper iiunul division H(X‘ (to 
complete the FBIHQ rooidinatian autlmf i/ation <ind notific atian process) 

• (17) Set an information lead to the operational divisio n l ( ' with p io^am irsponsihilitv 
ovn the CHS operation (selertrd bv the dtaftet of thej^mj^^ 

• (U) Set an information lead to I rgat(s) (determined fioni miitinp table by country) 

• (U) Set an information lead to the appropriate lOD geogtaphic luut (determined fioni 
routing table bv country) 

• (U) Set an information lead to the HCC 


^Hnsuppoit of the abov r the * 

^^■will be routed to restricted files in Sentinel 


(U TOUO) As a general rule an employee based domestically is pioluhited from contacting a 
CHS while the CHS is in a fcweign country This rule applies to all communications between an 
employee and a CHS in a foreign country regardless of whether die employee is uutiating die 
contact fioni within the United States or a foreign country' However if communications with an 
ET CHS are a requirement for the success or safety of the operation, the method or type of 
communicati on must be explicits requested and then approved as part of die communication 
section 

(S "NT) In i mewing the ET operational communication request the FBIHQ operational division 
HOC should consult with OTD regarding suitable methodology and available tools for the 
communication See also s ubsection 10 _ Electronic Commumcatious wtdt a CHS 


(S' NF) If the ET CHS operation seeks to exempt notification to the Legat(s) the tequesting 
office must provide compelling justification and the exemption must be approved in accordance 
with tibseciton 19 1 Exemption to Providing Legal Notification 


19 4.1.4.1. (S NT) In-C ounti v Communications 
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(If) ( otifwirntiaJ Human Souirr Policy Crindr 



1 1 W « >i lli<- ( A oi ro ( A must communicate an wnwg"^ camnrocjtaon plan as drtukd 

■)<> if HS whether the C I fS.s 

S rr ubv n :■ ’ 

Electronic Communications with a CHS fat additional information on CHS foro m nration 
techniques 


19.4.1.5. (S//NF) Foreign Based < HS Operational IravH to the ( mted States 

(Operational Domestic lias el) 

(U/TOUO) Whenever a CHS travels &oni a foinrai country to the t inted Stales to conduct 
opetalional activity (ff a Ijfflat assigned CHS Havels to die United States to support an FO 
investigation oi an FO-assigned CHS who resides m a foreign country travels to the United 
States in support of an investigation) die C A must obtain prior concurrence from the SAC (or 
designee) of die receiving FO in which the operation will occur if practicable If not practicable 
the affected FO(i) rot be notified as s<>ouaspossihirbutnoIatatoofiwetaBB 2 *^j 2 fio» 
date of die opeiational activity 
US^Jshould lie used to doc ument the pnor con cur 

affected FO< s l Die use of die to document in the CHS s file the 
coordination efforts undertaken bv FOs and Legats 


U FOUO) For example when Operat ional Dome in ted as a category b to 

C HS Travel FT Activity field and die || ^|is approved and serialized m Driti dir 
automated Delta Sentinel workflow will set an uiforruation lead to the receiv ing FO CHSC i for 
situational awareness) 


(U FOUO) In support of die above the completed i d hr routed to restncird 

files in Sentinel 


(U FOUO) Tlus subsection does not apply to online operations For CHS online operational 
activity known to affect another FO s AOR cooi dilution between affected FOs is recommended 
fot deconfkction purposes ( oot dination efforts must be documented in the CHS mam file 

19.4.1.6. (V) FT C HS Business Professional Travel 

(U'l Whenever the CHS s CA or co-CA becomes aware that a CHS plans 10 travel, or ts traveling 
outside the Unite^ute^oH’muie^irotesstaiu^wpoge^h^^^^^^^jijrt document 
die selection 

within the CHS Actrvir 

selected cate gory Upon com phtoB die serialized in Delta and the infaruarm a 

uuported and re lev ant FBIHQ stakeholders m Sentinel icstncted case files 
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(U'/FOUO) For eumplr, if Business 1*i ofrssuinal is srln ird » i otcpotv in llie CMS 
TravelTT Artivity field and <p|novrd and sniali/nl hi IVlla thr automated 

Delta 'Sentinel uoikllow will 


(li TOl JO) S«i an information Irad In thr irlrvanl FBD IQ <*j H-i.ilion.il division IKK' (foi 
situational awareness! 

(1 i Set .in mlonnalion lr.nl to tin substantive desk 1 i (scloi trd liy thr di.illn ol lli« ^ 
situational awaimrss) 

(U) Sri an infoinution Irad to thr legal (drtnminrd fimn touting lablr by country) 


• (U) Sri an information Irad to thr appropriate IOD geogiaplm umt (drtriimnrd hum 

touting table by countty) 


• (U) Set an information Irad to thr HCC (for situational awaimrss) 


[TT In snppoft of thr above thr i iMnplrtnl^^^^ 
fl '^Buill lx- touted to irsturtrd files in Smtinrl 


lU' FOUO) Use of thrHBHfo. businrss profrssional FT tiavrl is trquurd rach tuur a 
CHS travels for businrss professional purposrs outside the Uiuted States See subset tion UM . 
Policy .Applicable to ET CHS Operations ui Support of All Types of Investigations for fiullirr 

details 


if TOCOl If a CHS fails to notify thr C A of FT busuiess professional travel in advance the 
CA must still document thr travel on the i tin the fact and have it serialized 
into the CHS file to ensure that the mformatioin^i^^hle to the required stakeholders Thr 
CA or co-CA should remind thr CHS that tire CHS should inform tlie FBI of his or her ET 
business, professional travel 

(U POUO) Business professional post travel CHS debriefs must not be used by CAs to 
circumvent the need for approval for CHS operational travel The business professional travel 
category is for business professional travel wherein the CHS is not tasked by the FBI to collect 
evidence or intelligence The CHS is not conductmg busuiess on behalf of the FBI. nor is the 
travel paid for bv the FBI Professional oi business travel may include routine travel related to 
the CHS s employment ot profession or be part of professional development, such as attenduig a 
conference, a s eminar or a trade show In fact for this category the CA or co-CA must descnlie 
ui detail on possible uutasked intelligence collection and or 

contacts of intelligence v .due the CHS may encounter during tlus ET travel oi activity hi a 
circumstance ui which a CHS s post-business professional travel debriefing results in 
dissenunable intelligence the uiformation must be vetted for deconfliction purposes with the 
appropnale Legalist pnoi to its dissemination via an intelligence product outside of the FBI (e g 
in an UR) 


(U'/FOUOnTi^^^>^o-C A must communicate an emergency communication plan as detailed 
m rheHHlo a CHS traveling for business or professional reasons 


19 4 1 ' (l')EIC HS Personal Travel 

(U) Wholes ei the CHS s CA or co-CA becomes aware that a CHS plans to travel or is traveluie 
outside the Uiuted States for perso nal purpose the C A oi t o ( A m ust document the travel ui 

e selection within the CHS 
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a < n Ity Octal li> M liirtls ihr tan In provide relevant information for thr v|r. 

I hi i . iiupli 1 1. m it, i miali/rd in Im-Iij At A thr inforinatmn » onporu-d m * f I 

relevant FRIHQ dilduldns in Srulirirl resulted <■ ase files 


(IJ//FOI JO) him-xamplr if Prtsmul is vie* irH as a < afegr »v m the C HS f ravrVET Artrvrfy 
11,111 11 ' W»oved and «rnali/*d ■ l*-lu t)r aitfnmatrd l>ha/SenluMl 

wotkllnw will 


(U//FOUO) Sr! an information Irad to tlir relevant FBDfQ oprralK^iaJ drvisioo HOC 'for 
situational awainirss) 

(IJ) Sr! an information Irad to thr mbstantrvr desk UC (srlrctod by fhr deafer of iv ^ 
M .<, situational awaieness) 

(U) Srt an information Irad to thr Irgat 1 determined from routing tablr hv country j 

(U) Srt an information Irad to thr appropria ir lOD pro^aphir unit 'drtenmnrd from 
routing table by country) 

(U) Srt an information Irad to thr HCC (for situational a 


1 1 ') III il|»J»)ft <i| the rllxi'.c till- I .,111} I'-tf-d^jT’" ''1„„ T~ _ ' . „ 

vs ill br loutrd to rrstnrtrd filrs in Smtinrl 

(U//FOUO) Usr of the -I "C - | personal ET t ravel ts requi red each &mr a ' 

travels for personal reasons outside thr l ruled States Thr 

nature of die personal travrl See subsection 1 9 4 Policy Applicable to ET C HS C 
Support of All Types of Investigations for further details 


(l FOUO)IfaCHS fads to notifv t he ( A of ET personal tr av el in advance the CA or co-CA 
must still document the travel on the^^J^^^^|^m[ after thr fart and have it smahzrd 
into tlir CHS file to ensure that the information is accessible to thr required stakeholders The 
CA or co-CA should remind tlie CHS of the FBIs personal and business professional travel 
notification tequuemeuts regarding ET Douoperational travrl 


(U TOUO) In a circumstance in which a CHS s post personal travrl debriefing results m 
intelligence that can be disseminated the information must be vetted, for drconfbrtiaa purposes 
with the appropriate Legat(s) pnor to its dissemination via an intelligence product outside of the 
FBI (e g in an BR) 

1 1 T ot < n llu- ( . scy commumcatian plan, as denied 

ui a CHS traveling for personal reasons 

19.4.1.8. <1 FOl O) ( HS ET Tiansit Tiavel 


(U) The purpose of this category is to track all legs of travrl or the CHS travel mnerarv as the 
( HS ii iv rls through foreign countries This mformanon is collecte d as pan of the completion of 

,T i i used tor oo e of the 

otheUia^^teeon^^ineIoi^n^ioniecessar^<^n5iS?» sepai i tlu 

category 

i ' T ( )t '( » > The C A or c o-CA must communicate an emergency commumcaDoo plan, as dreaded 
ui H to ^ 1C CHS for the countries through which br or she n mimtwg 
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(l f) ( nnhdrtrtial llmiuii Somt Nn y (luiilr 
l« 5. (V I OI O) Holes of (he I HIIIQ OfwrattMal I nlthes 

I* .5 I (I IOI O) Hole ol (hr Opeiatiwnal Division III MIM Opeiations ( entri 

(S//NF) I oi all I I (IIS opoations die Al) of dir 1 Dll IQ ofinaltniul division with pi op am 
irspomihilitv over thr operation ntusl ilrMputr a IKK to irtrrvr and faocew tlir lequisitr 
appi ovals and notifications fin FT opnahonal lequesis Ihr HOC ' oi oUm vprt died entity (r g 
CTD s Countntmonsni 1 11 TMINT Opeialions Unit [CHOU]) is a select groqp of FBI pn sonnet 
assigned by thr upriatiana) A vision to cmtiali/r Uir evaluation of nsk associated with dir CHS 
ET activity stanAndi/r dir approval ptorrss icjkcscnl dir decooflir tion of FT activity on lirlulf 
of dir operational division and snvr as dir smpJr l*CK loi conimtniications siuionndinp thr FT 
artivitv widrni thr operational division 
(S \M Uir IKX~ (o» its fimctional eqiuvalent) must irvirw 

rasuir tlut it is m suppott of an opm full invesUpation 
and is rrasonahlv necessaiv to <lct<s i investigate prosecute or prevent nimina] conduct in 
violation of U S laws to finther V 1 S national smintv interests or to support a PFI investigation 
To do so. the HOC must 

• (S’NF'i Initiate the CHS ET Activity Packapr and AD authoii/ation FjC within Sentinel 

to prepare thr requisite authorization and notification documents including but not 
luiuted i.' t IA conespondencr cables • u>st 

nation and ot U S LE partners and the operational division s authorization EC 

• (S NT) Ensure diat the affected Legats receiv e notification of the operational request and. 
if clunpes aie nude to die itinera ry tlt.it the affected Legats and odin stakeholders are 

provided a copy of the subnuncdB BBBBHBHHHWBBBMiBHEBffBffflBSBSsSiii 

and added to the document teview of the CHS ET Activity Package within 

Sentinel 

• (S' NF) Evaliute die tradecrafi communications plan and emergency safety plan in 
accordance with the operating environment uifomution and advisoiies managed bv the 
HCC in consultation with the Legal and FBIHQ operational divisions 

• S NF) Review tbe^^^^^^equest to ensure that it is in support of an open full 
inhutantive investigation and is reasonably necessary to delect inv estigate, prosecute or 
prev ent criminal conduct m violation of U S laws to further U S national security 
interests or to support a PFI investigation Examples of ET CHS operations can be found 
on the H CC Intranet page 

• (S NF) Ensure that all reasonable measures have been taken to reduce the risks of 
physical and monetary harm arising out of the investigation 

• (S NT ) Ensure that other U S or host country agencies involved in the operation of the 
CHS both in the United States and ui die foreign country have been identified and that 
then operational loiev if am ate clearly stated in the request Additionally ensure diat 
all logical steps have been taken to coordinate with other ET U S. LE agencies with 
which the C HS activities could conflict 

• S NT) Evaluate the justification for am request for exemption from Legal notification 
pursuant to subsection 19 15 Exemption to Piovrduig Legal Notification and if 
justification is deemed appropriate coordinate the notifications of CIA and the COM 
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With lol) llx rrriiqrtion irq * i »(1’ J 

• (S//NI ) Earn foal for I I apetMton rrqursl > Irj/ly Hirntifirs w hether or not for 
npnatinn ulobrdn laird In for hmt (aunty In iumHul matters if for operation « nn* 
In Ik- <!rt laird to for host rnurtfjy llir request mm! pi'rvidr for juUifir atv/Ci fr« r«t 
iiilndinrip llir host < odiiliy of for operation In national vr' ixity matlm !hr po-.ar^tK# 
is filial tlx- Ixwt < oiuiby will not br notified of for operation 

• "ii CIA approval* have ben ulUa ntd. a* approprialr 

• til)' Bw In provided a* approyi <»• 

• (8//NI i Coaure foaj dec laird or jomt operattoM are p r o p erl y coord— lad a— g affected 

III ' 

notification via a 

die offinal communication A rcrord of for requnt must br tenakzed m part of foe CHS 
ET Artivity Package and loutrd and retained in for appropriate intruded HOC fiirs for 
response fioni Uir C LA is touted and irtamrd in for appropriate rntrirted H<X C LA 'Mr 
sub fii -opr* 

for final ajipnnal must I*- forwarder 

^^Hfilr Thr CIA Headquarters or COS approval or rxXiftcMuxi is rrqutrrd for 
uni 1 at rial and joint hi CHS operation^ rr?aidJ^s of whethrr for operation » declared to 
tlir host counby or is an under laird operation 

• i s MF) Rnifw radwrm^sM^vturh ET OperaDooal Ccananahw » for caAepvy 

used to .iihtnii ilir^J authorization to ennne thte it Beet* for «teada*fo 

for submission < 1 r thr communications are operational m nat ure with a nfoject and air 
part of an FBI tasking) is not cov ered by an already submitted 

expands and accuiatelv describes foe operational communications 

• i S NF ) C oorduiate with and assist for FBIHQ operabonal division mB b obteBBf 
operational division .AD approval as needed if the FO Legal requests OLA that reqpurrs 
FBIHQ and DOJ approv at Additionally in national security operations consult with 
DOJ NSD on CHS activities that involve false representations to a third party about CHS 
qualifications that are subject to state or federal licensing requirements 

• i S NF) Seek AD (or designee) approval upon decmmung that thr operation request 
meets operational division approval and notification requirements as set out m this 
subsection and as appropriate for national security or cnmmal operations 

• (S f NF) Enron tlut the operational and c nmmnmraftn n plan achate* app*oprug 
tradeaaft to protect the CHS from subjects and or prartranoa by host country 
uitelligence services 

■s Mi once the .AD ioi his or her desigieel has a pproved or denied the | %} 

HOC rou>* oooh the 

on lusufkanon via foe aut xuated nedficatioa m 

die travel ET activity workflow in Sentinel Furthermore copies of the liithonzanoo and 
notification documents uicludmg but uot limited to 
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t< I tlir Al) authorization 1C must lw ItH w.iiilrtl In liir ( A Ini 
inclusion in llir l I iv, s I Vita file 

10.5.2. (1 I Ol O) Kolr of the I BU IQ Oper ational I nil 

(S'/NF) Foi all I T CHS opa alums the FBIHQ operational unit with pmp.uii trsprmsibility ovri 
the operation must upon ircoving mill In alum of dir ET o|Mnationa] request 

• (SVNF) Review the request to cnsiur that it is in siqspoit of an open lull investigation and 
is irascmahlv nrcrssaiv to drtni investigate ptosn ntr 01 prevent i iiiiniial conduct in 
violation of U S laws to hatha U S national security intarsts or to support a I’l l 
investigation 

• (S'-'NIT Work With the FBIHQ opeialioiul division HOC to provide knowledge of the 
case objectives and evaluate anv nsk to the FBI involved ui conducting ET opeialions in 
accordance with the opeiatmg emu oilmen! inhumation .uid advisottes managed by die 
HCC and in consultation with the legal and all FBIHQ operational divisions 

• (S NF) Ensure for anv OLA requested dial icqmres FBIHQ and DOJ approval diat 
relevant drtails of the OLA are summarized in wilting appioved by the opeiatioual 
division AD ui coordination with the FBIHQ operational unit and communicated to 
DOJ using a document suitable foi dissemination (e g an LHM) 0 In declared ET 
opeiatiotLs involving OLA the host country government may icquiie its relevant judicial 
body or court to authorize the activity diat will occur within its border if die activity 
contravenes host country law (e g the pm chase of narcotics from a subject) In such 
circumstances close cootdination among die HOC and affected Legat(s) is crucial to 
success Additionally FBIHQ opeiatiou.il divisions have the disci eti on to duect die HOC 
ot the FBIHQ operational unit to obtain required OLA approvals 

• (S NT) Monitor the completion of CHS ET travel activity authorization requests ui 
support of program managed investigations 

19.5.5. (I FOI Ot Role of the Directorate of Intelligence HI 'MINT C ooi dination C enter 

(U TOUO) The DI enteipitsc HCC serves as a HUMINT ET operations clearing house for 
coordination deconfliction standardization and analysis of ET CHS activity The HCC s 
purpose is to maximize the ET CHS data collection for executive decision makers and die 
transparency of ET CHS activ ities among operational divisions to manage operational usks and 
identify cross-programmatic intelligence opportunities 

(V NT) The enterprise HCC woiks widi each operational division HOC to centralize die 
evaluation of nsk associated with the CHS ET activity standardize the approval process and 
facilitate the deconfliction of ET activity on behalf of all FBIHQ opeiatioual divisions IOD and 
the Legats The HCC is the primary PCX few communications involving cross programmatic 
CHS trav el and ET activity within the FBI and across the USIC community Because of its cross 


* A sample ET 01A lequetr template ha; been crafted to artist both the field and FBIHQ with writing the OLA 
request for qtproval Although this template s use is not mandators it can assist with providing the approving 
official with the information nrcessan to make an informed finding quickly Moreover n war designed to address 
common theme: and issues DOJ raised m pnor opeiatioual setting: The template can be found in the Sentuiel 
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piof’iaiiiiiialM i ooidifialKMitapainlfty U*- enterprise Ilf ( ako serve* » tfa r r rntral < 

|K>tnl tin If! ir laird ( I IS i ssurs fru tJi r I JSK and '4hn governmental 4vn* and vrr . « r-. 
Additionally Ur enterprise IK C is Ur prinr ipal FBH IQ entity fur roller Imp analyzing anr i 
producing limit s 4i it I leports on OIS travel and ET artrvily arms* ail operational program* 

(IJ//FOUO) I of all CHS travel anti I I activity Uir IK ( mutt 

• dal aiaambm t o flat lad m Pdn <;«d n niiiniifd ■ haul t» 
touted via lestnrted Sentinel rase files to Ur relevant stakeholders a. deter waned n 
con) unction wiUi Ur H>s and 1711110 operational divisions 

• (I JffKH JO) C oordinate Ur drt onflM tion of CHS have) and ET activrfy now afl FBMQ 
opnaliunal divisions 

• (S//NF) Manapr Ur infotmatron and advivonrs for tradrrraft commonacatiom plana and 
run gency safety plans in consultation with lOD Ur Legpts and FBIHQ operational 
divisions as appropriate for each I epat s operating mvironmrnts 

• (S//NF) Woik wi tii IOD Ur Lepats and FBIHQ operational drvmoaa to our that 
appiopuale trader! aft is utilized within each country and romnasnrale operating 
environment chanpes to FBIHQ operational divisions and FO* 

19.6. (T //FOI O) Role of the Legat* 1 in ET ( HS Opeiations 
(U//FOUO) A Legal must upon receipt of a request for ET CHS operation 

• i s NT ) Provide guidance legaidwg current cooperation, treaties and agreements mil 
Uie host country which might be adversely afferted if the proposed CHS operation were 
pubhcallv exposed or which might otherwise affect the ability to operate the CHS m the 
host country 

• -I i Pi ovide niulanee regarding host country- laws rommumcahoo protocob such as 
Uie emergency comnunucation of threat information the stale of the operating 
environment including capabilities of the host country intelligence servicet v i runern 
local threats the avadabihtv of safe houses or CHS safe meeting locations if needed and 
other matters that may have an impart on the proposed travel and operation of the CHS 

• i s "NT i C ootduiaie wiUi the C OS on all C HS idiun as a ppropriate 

• i S "NT i Make a determination in coordination with the FO and the FBIHQ 'T*' — 1 
division HOC legarding the extent of C OM notification of operational activities 
consistent witii embassy protocols and in accordance with 22 U S C $ 3927(b) 

• i S 1ST l Prov ide die appropriate IOD geographic unit with input and guidance reganhng 
Uie feasibility and advisability of the proposed operation 

• i S 1ST i Notify tiie appropriate host country LE authority and coordinate the irqurremem 
of any CHS navel and ET activity operation including authorization to engage in 
activities that may be illegal in the host country ie g seek host country judicial aiuftccm 


:i If oo Legrt coven i foreign reorriphicil tier the IOD geographic 
avsumes the rote of the Legal under Urn tubsecboii 
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the FBIHQ operational fonsaoo 
fcr granting an 


PJTO3D) F« n—nl aaOm notrfv *rv relevant U S partner LE agency (e g the 
DtA if i Xoig b Ab the best cogtorv when appbcafcir. regatdmg thr CHS s operation 
and (aittt thr cncnVnfinn of jcByBv d appropriate tn coerdmaQon with thr FBIHQ 


• V FOU) i Pw cm and cowi Srncnr! information leads tor CHS personal business 

r md cans * Basel Consult thr FBIHQ operational dmwen HOC a thr HCC 
KX) nrpretnsatr.r of cone am ar to request that opaaOonal approval be ot xam rd 


• TOUO) Revvrw and cow Sotonrl n&xmatian leads for CHS Basel and ET arnvitv 
odvdtof operational Basel ET render* ET communications and thud counCv drbn.rt 
Condon a Sraonrl document review of thr CHS ET Activity Package and inform thr 
apnanonal ckvowoc HOC of acrv issues with thr operational rrqurst such as m country 
roordratmo ptobinm c l e i an d nsk scenarios or a significant foreseeable reason to 
ddav ir activxv 


• S TOCO- Mnartcx Sentxnrl CHS eras el and ET activity tasks to rrcene HOC approved 
text vrnihir for Assemmation to m countrv ISO and or foreign partners Thr HOC will 
obtam lorntD <hMersmanoo request (FDR) approval for host nation notification 

• If TOUO i Prorrss CHS travel and ET actnitv T asks bv rrr atme LHMs conducting 
nipuirtr atounr notification* and providing the statin of requested notifications 

• v: TOCO C oordmatr Basel requests with thr HCC a* needed 

19 ~ (l TOtO) Role of the IvtervatioaaJ Operations Divtsiov ra ET < HS Operations 
V M ' Once (hr appropriate iOD geogiapiac mat teenies noBfica&on from the FBIHQ 
tprramui dmuan HOC of thr FT operation request thr IOD grograptnc unit must rmurr that 
for ET operation of for CHS dors not ronflari with or potoxiallv impair or ha FBI operations 
endow av a for CHS AOR TV IOD grograptnc int tnutf also 

• V NT) C oordmaar with thr afirrtrd la* gads) on thr opnatiorul rrqurst a* appropriate 

• t V NT t Pvovidr for FBIHQ operational drvtuon MCX and thr requesting FO with insight 
s*e p o soddr grograpts'' aJ rssurs foal nm affirrr thr proposed operation if aov 

• <T Gw* for rrqumtme atones a fulla inksstanduig of global i nielli gar r 
dl k r t w i prior toe s and guoianrr on threat trialed activity tn ihr AOR dial mas he 

rek-.w* to fonr operation 


H, TOtJO) Renew and r«« Sa*mrl mfortnatioa leads for C HS pavrial 
huto’vt.yirfniwwl and Banui travel Consult foe I BD1Q opaatiotul division HOC at 
fog W C KX) representative irgardmg cancans or to request opa jtmnaJ jpprov al 

(\ KXXJ) ftmrw and cover Vnunrl oiformaboo leads Int C HS LT Basel and activity 
i Basel ET resadent El commune ations and third country delwiefs 
g renew of foe C HS FT Arfrvitv Package and inform U»e 
g HOC of any naves mfo the opaatwnal lecfiest sur h as in < rxintrv 
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ccxxdmaDon problems elevated nsk scenario* a a significant fairsrrahlr reason to 
debv the artmt> 

• (U TOUCH Monitor the Sentinel CHS IT activity tasks fix countries without cwrst 
legal covriapr to receive IKX approved text suitable fix dissemination to m country 
USG and ex foreign paitnns The HOC will obtain FDR approv ai for host nation 

notification 

• (U FOUO) Process OtS FT activity tasks few countries without ontal l real coverage, 
bv aratmg LHMs conducting irquisitr in country notifications aud piovHlmg the status 
of requested notifications 

(S NF) For requests that include a inquest for an exemption of notification to the I rgal dir IOD 
erect aphic imii nust assist the FBIHQ operational division HOC with facilitating AD IOD 
approval of the request m acvoidance with subsection 19 exemption to Ptosxhng l eg* 
Notification 

19 ". 1 (1*) International Operations Division Vppioval and Management Role Over 

Li; (.AT or VIAT Assigned Y T ( IlN 

(U TOUO) Whenever a LEGAT cx an AI AT seeks to open and opetate an FT CHS puisuant to 
ilus section IOD management assumes the role authorities, and responsibilities of FO 
nuiu)’nnnii as detailed in dus PC, Moreover all standards requirement* notifications and 
approvals for opening and operating a (UN ajiplv to a I egal or an ALAT unless 'proificallv 
rxenpled in this PG These polices include Inil air not limited to irquurmmtx for oprmnf a 
(US operating a CIK in an I T emmxmirnt. admonishing a CHS paving a (IK documenting 
CHS conlail anti > ondur ting CHS file reviews among othet activities 
(l’ FOUO) Accordingly the follow mg equivalent roles are established foi IOD management 

• i POUO) Whoever the CHS policy mandates SSA approval the W 
responsible fix dial legal is the amoving official 

• (1 mi m Wherever the CHS policy mxdxw \s \t authority ihr ion sc « ihr 
apposing official 

• (i POUO) Wherovn CHS policy mandates SA( authority 
approving official 

• (| FOUO) Wherever CIX authority i* required IODimMMtltwthontyl«ttieOO( 
il TOl/U) IOD must designate a CHSC who will assiuue the same tole authorities, and 
irspomibililies as ( list s in I Os tser subsection .'I V ' Confidential lliuuan Ntxirre 

( txxduiaHx ) 

I •» H (III 1 < IlN Operation* bv a I LGAT <>i an VI AT 

(N Nil I A irqursi foi dir I J GAT or AI AI to open a (IIS in a lixripn rouonv must be nwile ur 
vuppoit of an open full «ub«tantivr national set mils I’l I tx , tuiunal investigation A legal mas 
not lx* die (X) tor a lull substantive investigation A hill 161 cUastfttfttMXi is not ct*wnlrred a 
substantive investigation and tlieirfixe is not |x*imitte«f as the Ivasis hx opening a ( IlN overseas 
( l FOI O) Tlie opening irqurst must lx* maile m act or daw r with the |xvx r»hurs drs, irhed m 
NevtjiA) l t tpriung and Rro|*emiig a ( nnfiilntti.il Hiunan Source and ‘ 'ten t orifideiHid 
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Human Sornre Admonishments and approved by thr appropriate l()l) UC Ibr npruinp 
cotnmurmabon must also document tlut the I J-X1AT or ALAT has coordinated with thr 1C) 
squad Usk four 01 other FBI mtitv assigned to die full investigation This infomiatiori must 
include thr Ft) pnsonnrl contacted thru tolc in tlir lull investigation and tiirii sufi|Mi(t of die 
CHS opening and subsrqurnt operation to support thr l'O investigation Additionally based 
t^on the natuir of the fiill invrstiganon thr I .EGAT or A1AT should pi ovule the FO agent ot 
TTt) assipnrd to thr FO invesdgation with adminivbabvr arress to the CHS Delta file to ensuir 
that the FO and LEG AT' ALAT ate closely rooidmaltnp on tasking/. to tlie CHS and all 
actionable intrlhpence leceivrd Bom the CHS 

(U TOUO) Concunrntlv with thr above approval to open thr CHS dir IOD unit with oversight 
tesponsihlitv tomli^-fMUims^ihniKMisiiii'sHoMlu^^^^U.^^^to opeialr the I I 
CHS using die 

peopraphu uni^^^f^3uo^nuuHiius^wPiJ^iTo^!n?oiiniit^HTuii>iul division AD with 
piogiam lesponsibilitv fen thr full investigation dial thr CHS is supporting Thr request to 
conduct operational activity must be documented in accordance with approval and notifications 
tequuen tents detailed in subsection 19 1 . Docunirntabon Rrquuemnits foi All CHS ET 
Operanonal and Communioatiot^rquestsand other relevant subsrebons of this PC The 
apptoval is obtained using dirU^^^^^^voiktlow in the circumstance of a legal 
operating a foreign CHS die category is most likely Fotetpn Resident 

(S, "NFI Pnoi to a LEGAT s ot an ALAT s external dissemination of infomution dial was 
obtained from a CHS assigned to the LEGAT or ALAT and is related to a pending FBI criminal 
ot national security investigation, the information must be reviewed bv the appropnate IOD unit 
and the affected FO squad task force or other FBI entity to ensure that the mfoniubon is 
deconflirted with other blown information and is of value to intended recipients Tlir IOD 
geographic unit and affected FO(s) must respond to die LEGAT request to review die proposed 
dissemination no more than five business days from the tune notification is sent by the LEGAT 
otherwise the information is dissemmahlr through an apptoved FBI dissemination process 

19 8.1 (V FOCO) LEGAT or ALAT Access to a Field Office C HS File 
(U FOLK)) Whenever an FBI CHS resides or is located ui a foreign country for 60 or more 
consecutive days the FO assigned to the CHS should coordinate widi the country's LEGAT to 
determine wliether the LEGAT or ALAT should be prov ided adnunisti aliv e access to the CHS 
file This designation is discretionary and is deteimuied bv the FO based upon die type of CHS 
reporting the liost country tlireat level and other relevant operational factors related to the CHS 

19.9. (I ) Employee Travel Related to a CHS Operation 

< S TsT) If an employee navels to a foreign country in connection widi the operation of a CBS 
the employee must send the following information with action leads to die appiopnate 
operational division HOCIODgeogMh^mi^n^^gatfsDnanVVj^ri^rji 
irfnence to the separate 


- If the travel involve* a non agent emplovee the apptoving official must consider not onlv security inks related to 
the m<ounm envu eminent but alto operational nskv associated with interacting with a CHS in a controlled oi 

public venue 
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• (U//FOUO) Official Bureau rune or AfD ) 11 

• (U//FOUO) Purpose of travel (e g meeting* ( HS drbrirfmgs) 

• (S//NF) Cover status if applicable 

• (U//FOUO) Probable itinnary (i e travel schedule fli^it numbers botekj 

• (U//FOUO) Passport type number and expiration dale 

• (l J/TOUO) Pipvious travel to county h nr hiding permanent assignments TDYs and 
pnsnrul travel) 

• I QUO) City ot location whrre the employee may be operationally active 

• (U//FOUO) Tune period of operational activity 

• (U//FOUO) Hotels used operationally 

• M>l 0)< rllulai telephone to be used and anticipated use of any technical equqmoeaa 

• KM JO) Whether the employer will nerd ar < ess to Of —MUrr from the Station. JB 
embassy, or a consulate 

(L7/FOUO) As soon as known flight and lodging itinerary must be provided to the operational 
division HOC and the Legal 

(LV/FOUO) The EC must request country clearance from the Legal and provide drtads oo the 
purpose of the official travel (see Bullet 2 above) Separately the employee must submit a DOS 
electiomc countiv clearance (eCC) via the Internet through the DOS s Web page Specific 
lequuements foi obtaxmng countiv clearance are provided on the 1QD Intranet me 

(S| | >iF)Tliecmploveeshouldonlvlist^ ^^S^^Ef^i^i^BPWff!!E > fy^ e ^^ , '^t | 

: : iic r t ■ n 1 : i national; often pro! ” ti** rerp^st form 

(U TOUO) The employee must also complete the internal 

(V TOUO) Tlie above employee travel request and approval communication content must be 
classified as appropriate for the investigative activity to be undertaken and it must be serialized 
into the substantive investigative file the employee is traveling to support 
19.9.1. (S' NT) Special Agent l ndeclaied Tiasel 

(S'NF) The purpose of this subsection is to establish a means to meet with and debnef an open 
CHS ui a foreign countiv while protecting both the CHS s and and tbr SA s USG affiliations In 
this regard the below described activity is not undercover activity since tf is not designed to 
collect uitelligence oi obtain evidence fiom a subject of an inv estigation or to engage in anv 
operational activity including CHS task mgs Rather it is conducted in furtherance of an open 
C HS file supporting a domestic investigation and the activities are solely related to debnefing 
and admmistianve support of the foreign-based CHS .Agents must be cognizant that activity 
under this subsection is authorized pursuant to ET CHS authorities and is not governed bv other 


:l As noted eaibei in the section all provisions of the PG apply uniev. staled otherwise Nevertheless n n unper 
to emphasize that subset ti 'ti Non-Ages! Inve-.nratr ? Suit applies to FBI non aeeal operational ;uJT 

extratemtorullv Moreover ^dui.! only be used in rapport of a CHS related raeeoni or Jebnefiaj acirntv 
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ruminal m national seiunty M operational guidelines tin rtiployrrs Ihnrloir no operational 
activity including tuxirt< over artivity 11 pniutltrd wlim Havrling puisuaul In tins subset lion 


(S//NF) In snppmi of an FBI or l fSK tibtet hvr tl*c n« rsstly nuy ausr foi an SA to travel 
ovnsras in an inxle* laird nuiinn to deboef tram 1*1 assess an alirady opm C US in a Intrign 



(S 'NF) At thr initiation of anv plan foi an SA to liavrl undeclared foi a C HS irlatrd debriefing 
the SA must contact die appiopnate operational division IKK lo icceivr instructions and 
guidance on tradectafi used for undeclaird Havel ami for assistance hi plaiuung llus travel No 
Havel related activity is permitted bv the SA foi thr nndrrlaird travel without pnoi consultation 
widi the appiopnatr oprt atiotul division HOC winch will evaliute the proposal and conduct 
predeplovmrat coordination witli IOD counterparts .uni tlir relevant I rfMtisi to identify md 
resolve possible issues All undeclared travel (i e offici al ope i atiotul travel 
vvidrout disclosing mi iffibatuo) must lx* approved via^^with the infomution listed in 
subsection 1 9 10 . ET Admomslinimts bv the FO SAC the AD of die operational division 
(nondelepable't with jwoiu ( ' . and die appro priate IOD S< 

(nondelegable 1 Ptl I anplovr. must il mplci. t | 


(S 'NF) Due to the nature of undeclared travel it nuv not always be feasible foi the SA to obtain 
receipts for expenses incurred during the travel Therefore whenever a receipt is not obtained 
Federal Travel Regulation (FTR) procedures oi the lemibursemrnt certification steps described 
m Section 1 7 will suffice as die means to seek reimbursement for purchases nude or expenses 
incurred in support the undeclared travel All funding associated widi undeclared travel must be 
paid through FO case hinds or a travel authorization number provided bv FBIHQ Questions 
from the FO tegarduig wliethei an expense should be reimbursed must be In ought to die 
attention) of the SSA assigned to the operational division HOC for review and resolution 


19 10. (S M » t f Admonishments 

(S ‘NF) Pnot to the CHS s ET operation an FBI SA and an additional FBI SA or other 
government official present as a witness must review with the CHS the admonishments listed 
below These admcnnslunents must be teiterated at least annually but mav be provided more 
frequently as deemed appropriate bv the SA The admonishments listed below are separate and 
in addition to the required opening and annual LOG CHS admonishments described m die 
Secyouj Confidential Human Source Admonishments The ET admoiushments are as 
follows 


• s NT 1 1 i dess authorized bv die FBI the CHS must not engage ui illegal conduct in 
v iolation of the laws of the L ulled States or of the host country 
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• ( V M | III. M I 

• (S//NI) Thr ( IIS if subjri I U> I ! S law nuy be arrested mA \*<r.n /led ft n <dl v i/datiorw 
of U S laws unless thr violation of these tim iv AiOium/rei by (hr Ml 

• (S//NI ) llw < IIS nuy take irspomiblr naafa of wlf defense m order la pr'Arrt i tr, at 
Im own lifr in il»r live* of others Ihrse iiwsuir fiowevo nuy be undertaken mdy 

vs Inn it is not povsiblr to obtain protection 6 not I J. authorities The CHS name mike 
rvrty irasorublr effort to contact and inform thr Ml of (hr self drfrme maun taken 
as soon as possible 

. (S//NF ) II it fierutnes or* rssarv in an rmrrprT* y situation for d* ' 

an arlivitv that is illegal or lequues AG approval and far which (hr CHS dors oat have 
thr proper aiitlton/ation (r g a sensitive circumstance,) thr CHS mum make every 
reasonable effort to contai t thr MI in advanrr of thr activity m accordance with dir 
emergent y plan drvnbed in tlir CHS travel or operations request 

• IS Nl ) If the CHS is arrrstrd or detained as a result of activities undertaken on brduftf or 
at die request of die FBI inriuding OIA nrcumstanres nuv be surh that oeither dir Mi 
not die IX)J ran providr any assistance in resolving the situation 

(U//FOUO) If the ET admonishments rarmoi lie petforaied m prrsoti secure c draaiaratioa 
protocols must be utilized in accordance with . J'V'ctioc 19. ’ Electronic ( omnuacataon 

widi a CHS After the admomslnunits are prov ided the SA and witness must docineat that dir 
admonishments were given and die CHS acknowledged and understood them Thr 
admomstunents must be plac ed into the CHS s validation sub- file The admormhmKO* mu* br 
placed into die C HS file 

19.11. (I t Pie Operational CHS El Briefs and Planning 

(S' r NF) A C HS sliould also he thoroughly bnefed on (askings the roranumranoo plan while » 
country and upon return to die United Stales the emergency comraumcatioo plan tbe rx£hnt>cm 
plan and the cover stoev for the operational travel as needed Other travel related issues and anv 
safetv considerations sliould be covered with the CHS to ensure that the CHS t» ufuabonalK 
aware of the threat environment 

10.12. (1 FOl'O) CHS Pavmeots 

(U TOUO) Payments to a CHS engaged m ET operations must be in accordance with ■^v ecaaa 
17 7 . Payment Requests subsection 1 7 8 Payment Approvals and tubrecnoa 1 7 9 , 

Paving a CHS 

19.13. (I FOI O) Finergemv FT OIA Authorization 

IS NF) If it becomes necessary for a C HS to participate in OIA that was nor foreseen or 
anticipated he or slie must nuke even reasonable effort to contact the FBI n advance of the 
activity The appiopnate operational division in turn must m a ke evrrv reasonable effort to 
contact the AG or AG s designee if die OIA in which the CHS needs to parttequrr would require 
die approval of dial entitv If die adv ance contacl with the FBI and or DOJ u not feasible m the 
fare of an imminent due at to life or physical saletv or the imminent compromise of a CHS or an 
operation where national secuntv would be senouslv endangrred the CHS nuv parrupaie m the 
OLA so long as fir or she does not Like part in and nukes every effort to prevent am act of 
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nohur An *1 of violrinr k an> u tiMtt that imphi i mw stimhis Uh(iI> iiquiy In jnnllirt 
prison ITinc pmiMtvn do imm pr\Ti« 4 (IIS from taking ii mmouIiIi wll itrfrmr nrMHo 111 
an rmnpm \ m min lo |Hotn I his m hn mm lilr cm thr Itvrs of ntlms I 'lion Iraunii'. nl this 
activity Ihc IMI nn<k>>rr mini ir|Ml llir ulmly lo llir SA( n 10m n |«isnlilr lhr SAC in 
Hun must vuhtntl thr irpnrt tn thr apptnpnalr npnatumal division IKK 1 C > 1 ) grogtapliM mill 
and I rpat lhr opnattnnal ihuiMi IKK nanl then |imi|ill> mlnini llir A(» «n A(i s ilnipirr 
if Mi aifioul would have lirm icqiuird 

19 14. (V) IHnalion of I I Ol \ Viilfcoit/alion and Krqnrsl lot Krnrnal 

(1 TOl *0) Approv al fin any (US * participation in I T OlA (hump a mnmul investigation 01 a 
national so iuii\ investigation is valid hn a period of 141 lo onr vrai A irqurst toi irnrwal of 
OtA authmisation nu\ hr vohnuttrd pntl lo thr rxpnattou of thr }inio«i and their is no hunt on 
lhr tnmthn of irnrwals If thr nrrd .uisrs foi CHS participation ut OlA of a diffnml type 
niapninklr 01 kvalloo hum what was apptovrd a nos irqurst must hr approved al lhr piopn 
ant tmiits lorl as set forth in Mihsn turn (9 7 I "ET OIA by a (US ni Siqiport of a National 
Srwaitv ImTstipatxMi and subsection 1 ,J ( • ET OIA by a CHS in Suppoit of a Cunnnal 
hNabptun 

|( 14 I (l 1 ) Suspension and Kes ex a lion of II OIA Vuthon/ation 

(U TOIXD) See • Tso non I » Suspension of OIA Authorization and subset Uon I < 8 

Revocation of OIA Authon/ation 

16.15. (11 I \<-mpti»n to Providing l egat Notification 

(S NF> The Legal is the FBI s irpresratative m the host countiv establishing and maiiitauuiip 
relationships with both thr host country atidioiities and U S LE and intelligence conmiiunties tn 
that rormtrv It is essential therefore that the Legal be notified and made hilly aware of all C HS 
ET operations and travel m the host country operation 

(S NT > An exemption to providing this notification requires compelling justification and internal 
FBI apptov al as drsaihed below The FO must request an exemption lo Legal notification via 
an EC using the tespective operational division HOC s rrstneted Legal exemption case file m 
Sentinel I'pcui ircript of the request the HOC must c 001 dilute the tequest among the field and 
FBIHQ entities It is atTOOgty re. ommended that the icquest mg SA seek gmdance tiom the 
a ppr o priate FBIHQ unit leptesentauve pttoi to prepanng 

**??*-. , 001 be used to lequest FT ty rnfl B M l .vrr ir, 

. exemption The EC must uiclude specific facts show mg that the 

circumstances of the navel 01 operation are so exnaotduunlv sensitive that tire Legal s 
knowledge of the investigation or operation would likelv jeopardize die opnation Additional!', 
die EC must pro vide all relevant det ails about the C HS operation that would uornulv be 
addressed tn 

(S NT) If approved the CHS travel must be coordinated duectlv with CIA Headquarters through 
the opeianorul division HOC and die COM must be notified of the activity if the COM 

notification is appropnate for the operational circumstances 

(S NF ) The required approvals to be issued via EC fbt eiantuig an exemption to the Legal 

notification requirement air as follows 

• S NT 1 SAC approv al 
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• ( V/NI ) ( Jprt jlxvuJ <fcvi««i All approval 

• (V/NI)IOI> ADwaiI 
19 IA (I )SpMi«l( Hiaanlnm 

I V^NI ) A spr« i al • at miiUu r h a iar ntrmum m whaii a < A or ro f.A auri oprr. 'frrjr 
4 iwl pay 4ii individual Urn «tv»f» rKprme*. at both lot 4 biruird n nr prior «r< a rl m wg lo dr 
irqiuinurrits sri fcwtli m this Wi w»rh * thov set ka npmmfi a MfS m Urka k* - d at 
I I operations and (<* arinwanshifip Ihr CHS Sor b rinmilarn '/wdd *w Inr «-* ample m » 
vv4i /nr (it other IxrUilr mvttonmerit 

(V/TSF) In these rurumstanrrs thr t A or ro ( A «taJJ mud make a (e-avooablr effort to 
tlw ti usl wot tlimrss of tlx- individual 'Alton verbal approval lo opera* aid pay dr tndr-vfetai 
and provide 4 j ipi ' n x i air admoruslinirats lo (hr tndiv idual 

(S//NF) Within )0 day* of taskmp (hr mdr.idual (hr C A or co~CA a tryiwMr lor eat u rwr 
dial dir lixlr.nhuJ is opened 4% a ( HS in I>ha and (ha all irquntr arMrn apprcr. ah 
notifications aid admonishments have brrn otrtatnrd and dcrtamlrd torturing a t a an r r of da 
issurtl tlx- infix inau on termed and (hr vahritra canducaed m art Id b ■ fco PG 

19 |~ (I IOt Oil ( 

(U'TOUO) In FT operations (hr FBI v uvr of an FT ai> vowcr n primmed Srr gdb« >*- 
10 12 Lse of a Sub Source fot thr drfmition of a «d> tourer 

19 18. ft i ( ommuDKationv About a ( HS 

(U TOUO) ( omniumc aliens between FBI personnel and others m (hr LE a mrihpnre 
community irpadinp CHSs must br coodurird using a venae method (t g vrewr far oonar 
telephone sector e mail | Note that thr FBI unclassified network fCNel) a not venae 

I S WF) If anv personally identifiable mfoniabtm (PH) brienjonp id dir CHS » rlruwl 
uk hiding anv selectors a ■Ktnn twat br cornpirrd and aawomrd ■ ffr 

CHS file and the CA ot CHS s caanarearr pner to rekanaf (far CHS « 

identity to a non FBI agency ot foreign gmemment 

(S‘ NF > An FDR mav also need to be sought fiom the operational dr. two HOC <or m funrac nal 
equivalent) 

19 19 ft*) ET l nautbonzed Illegal Actnits 

(S NT ) Whenever anv employee learns of CHS pamapatxn m ans act of wiener dr 
employer must unmediateh notifs the CHSC the employer > umiui and dr SAC Thr 
SAC tn turn must notify the operational division .AD and tbe|^SC of dr facts and 
anrumstances using dr bst provided below as a ftadr Ary deKmaasbco to caadnr to wr te 
CHS must he approsed bv the Director tor designee- in cansuhatxn wrh DOJ s C neural 
Division ot NSD as appioprute 

I S NT l As soon as possible the SA must notifs m writing the operational dmsaon appeopnale 
IOD geogtapluc unit and Legal of anv ET L1A bv a CHS The «nttrn notification must br 
retained in the CHS validation sub file and must address dr fbflowuig factors 

• t S NF ) WVtiiei the actism is ongoing oi rongrier 
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• ( S NF> Whether specific charges were brought against the CHS including ihe typr(s) of 
violation. if am' 

• < S NT) Details sunoundmg the CHS s partictpation in the U1A. including the depee and 
nature of the CHS s participation and the seriousness of the activity in terms of damage 
to life and to property 

• i S "NT 'i Whether the LTA was i Haled to the CHS s tasking by the FBI and if so in what 


• S NT) Whether the CHS s relationship with the FBI lias been irvealed 01 con! timed to 
am outside agency as a result of the CHS s participation in U1A and if so details of the 
dtsclosuie 

• t S "NT) Whethei any attempt has been made or will be made to intercede on behalf of the 
CHS or whether any request or recommendation has been nude to any foreign LE 
authorities 

• (S/^NF) The SAC s decision regarding whethei to continue operating the CHS a 
justification supporting the decision and if applicable the opinion of the AUSA 

(U TOUO) For the purposes of ET criminal CHS operations U1A refers to activity illegal under 
U S federal state or local law and die laws of a host country LTA during ET national security 
CHS operations does not include violations of host country law LTA also does not include CHS 
activity tasked by the FBI for which the FBI w as required to obtain but failed to obtain proper 
OLA authorization 

<S NF) Since the LTA is fries ant to validation factors the activity must be documented in the 
FOASR Tlie CA mav have the option of submitting the FOASR in support of a 
salidatron r t if tl«te are concerns regarding the C HS s continued use I see 




a; TOUO) If a CHS self reports LTA the CA must immediately notify the Legat IOD 
geographic unit and the opaatiotial division HOC vu an EC If the activity described would 
base required AG approval the operational disision must notify DOJ 

19 19.1 fl ) l naulbou/ed Illegal Activity Notification to DOJ 
(S 'NF ) For criminal operations the operational division must promptly notify the AG (or 
designee • through contact with the AAG for the C nrmnal Division of any serious violation of 
law or violations of law which in ciinunal opeiaticms would constitute sensitive circumstances 
as defined in - ub- er tion 19 3 3 ET CHS Operations in Support of Criminal Investigations 
hr. olung Sensitive Circumstances bv a cnminal CHS Tlus inchuies serious cliaiges oi .ui 
arresi cm such activity bv anvuitrmational or foreign LE agency After consultation with all 
.It'- Vjt SGnititirs Mill dr. |. It uit ti .• 1 1 1 *i i it in. .Iionlil l*r liken with irsjw*. t 

to the violation! si short of piosecution Hus uidudes the decision of whethei ot n>-i t<> i oatmue 
the source relationship with tlie C HS Any decision as to a potential prosecution will lie nude by 
DOJ on a case bv case basis 

<S "NT l For tutiorul security nutters whenever an FBI employee receives ciedible iiifoinution 
concerning l.TA by a national security C HS whether or not the activity occurred ui connection 
witli the FBI authorized operation oi taskine ihe employee must notify lus or her supervisor and 
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dir SAC Ihr SAC in < onsultation with the operational division AD (or drsignre » mav 
drtmiunr to authon/r c unturned participation in that m tivity by the CHS in arrordanrr with thr 
national serially OIA procedures detailed in this solum Thr irquirrmrut to report thr 1 1A to 
thr AG (or designer) through contact with thr AA(« for NSD applies only if the SAt afln 
consultation with llic^^SC drcidrs not to approve the CHS s paitK ipatior m thr artr.tr. If 
thr determination is made not to appiovr thr arUvity thr CIA must lie ' ommumratrd to DQJ 
using a document suitable for dissemination 

19.20. (S//NF) lnli i natiun.il Incidents 

(S/ZNF) An uitemational incident is defined as any incident that may potentially damage L' S 
foreign telatioiis International incidents tin hide circumstances that could havr a significant 
adverse impact on foreign relations or LT. activities and affect U S interests anvwhrre including 
matters such as treaty negotiations extiaditions drug interdiction efforts and litigation m 
foreign domestic oi international courts An international incident does not generally mrludr 
thr arrest of a CHS Howev er a icportrd anrst must be reviewed to drtemime the extent of CIA 
involved See subsection 19 19 . FT Unauthorised Illegal Activity 
(S//NF) If a CHS notifies an FBI employee that the CHS was involved m an international 
incident the FBI employee to whom tlie notice is given must immediately notify thr appropriate 
Legal. IOD geographic unit operational division HOC . and if applicable the AU&A involved m 
die operation of the CHS Tlie opciational division HOC is responsible for notifying the AG of 
AG s designee of the incident as soon as possible as well as the CIA and the DOS if apprupnar 
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lO l ntil upciitrxl riutUiu < on < 1 Is \ ilnLihon st 4ii.Ui>K |toln \ is issirtl plrasc iHn to iIh 
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AAG 

assistant attorney genual 

AAR 

after action report 

ACS 

Automated Case Si^ipoit 

AD 

assistant director 

ADIC 

assistant director in cliaipr 

AHD 

alias, false identification 

AFOSI 

An Force Office of Special Invest! paUorn 

AG 

Attorney General 

AGG 

.Attorney Geneial s guidelines 

AGG CHS 

The Attorney General 5 Guidelines Regarding the Use of FBI Confidential 
Human Sources 

AGG- Dora 

The Attorney General's Guidelines for Domestic FBI Operations 

AGGUCO 

The Attorney General s Guidelines for Federal Bureau of lines tigatlon 
Undercover Operations 

AHOC 

Advanced HUMINT Operation Course 

ALAT 

assistant legal attache 

AMU 

Asset Management Unit 

AOR 

area of responsibility 

ASAC 

assistant special agent in charge 

AUSA 

assistant United States attorney 

BAT 

Behavioral Assessment Team 

BCC 

border crossing card 

BOP 

Bureau of Prisons 

CA 

case agent 

CBP 

Customs and Border Patrol 

CD 

Counterintelligence Division 

CDC 

chief division counsel 

CF 

case expeiidinires 
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(TP 

— . 

chief IrdrraJ prosecute* 

CFPG 

Confidential Funding Poliry Outfit 

CFR 

confidential lilr room 

CHOU 

( otuilntnioiivn HUMINT OpnaOnm Unit 

CHS 

confidential human source 

CHSC 

rijcifidentiaJ human soun r c oordmator 

Cl 

countenntellipenre 

CIA 

Central Intelligence Agmcy 

CoIIMC 

collection management rooidinatof 

COM 

chief of mission 

COS 

chief of station 

CPI 

crunr pioblrm indicator 

CPS 

CHS Prioritization System 

CRIM 

cnniuul 

CTD 

C ountert error ism Dmsion 

CTS 

Counterterrorism Section 

CYB 

O'bei 

C'vD 

C vber Division 

DA 

double agent 

DAD 

deputy assistant director 

DAG 

deputy attorney general 

DC ID 

Director of C entral Intelligence Directive 

DD 

Deputy Director 

DEA 

Drug Enforcement Adnuiusoation 

DHCC 

Domestic HUMINT C ollection C ourse 

DHS 

Department of Homeland Security 

DI 

Directorate of Intelligence 

DIOG 

Domestic Imesnganons and Operations Guide 

DIVS 

Data Integration and Visualization System 
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ONI 

Duvctm of National lntrlliprurr 

DoD 

Drpaitnmt of Drfrnse 

DOF 

Department of Energy 

IX)J 

IVpartment of Justice 

DOS 

Depaitnietil of State 

DT 

domestic tenonsm 

EAD 

executive assistant director 

EC 

elecd omc communication 

ECC 

electronic country- clearance 

ECPA 

The Fleet! oiuc ComnnimcatioiLs Pnvacv Act 

ELSUR 

electronic surveillance 

EO 

executive older 

ERISA 

Employee Retirement and Income Security Act 

ERO 

Enforcement and Removal Operations 

FAMS 

FBI Automated Messaging System 

FBI 

Federal Bureau of Investigation 

FD 

Finance Division 

FDR 

foreign dissemination tequest 

RG 

Field Intelligence Group 

FinCEN 

Financial C ranes Enforcement Network 

nsA 

Foreign Intelligence Surveillance Act 


field office 

FOASR 

Field Office Annual Source Report 

FOUO 

For Official Use Only 

FPO 

Federal Prosecuting Office 

FSO 

foreign service officer 

■■ 


FTC 

Field Tradectaft Course 

FTR 

Federal Travel Regulation 
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IICC 

HUMINT C onrdiiution < niter 

HEAT 

HUMINT I valiulHjri and Aswitnrrt Traoi 

■ 


HOC 

HUMINT Operations ( rriln 





HQ 

headquarters 

HSI 

Homeland Sccurrty Investigations 

HSRC 

Human Sourer Review ( ommrtter 



HSVR 

Human Sourer Validation Report 

HUMINT 

human intelligence 

LA 

uitr 111 pence analyst 

IAO 

International Albas Office 

IC 

Intelligence Community 

ICE 

Immigration and Customs Enforcement 

HR 

■ ■ ' 

intelli pence information report 

IMF 

International Monetary Fund 

INR 

Bureau of Intellrgence and Research 

10 

intelligence officer 

IOB 

Intelligence Oversight Board 

IOD 

International Operations Division 

IRSU 

Intelligence Research Support Unit 

IT 

uitematioual terrorism 

JTTF 

Joint Tenonsni Task Force 

LE 

law enforcement 

LEGAT 

legal anacbe (position) 

Leeat 

legal attache (office) 

LEO 

law enforcement officer 
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IJWJ 

1 aw 1 nliNi rttrtil Pamir 1 'ml 

I HM 

Irtlnlirnl llimiiwaikttiin 

1 1 PK 

Irpal pnmaimit trwirnt 

MAII 

unis ami im tilniUl raprwrs 

MAIA 

MaiU|i >l \lfi iIhiIimii Inlniirl A< irw 

MU 

Urn t»* nl Mr\(n tin 

MIX O 

Militan IVpattmrirt ( otmtnintrllipnu r Oipani/atuai 

Ml 1 

Mobile 1 v altulhK) 1 rani 

MIH 

nniittiaiiiiiiiii o( umlriMandnif 

MIR 

Mandaton 1 1 * kuie Review 

NARA 

National Airtmrs and Rereads AdnatUffrabon 



NCR 

National ( nmr Infra mat ion C rtitn 

\l iv 

Nasal ( nnnnal Imrxtipatnr Service 

NFPO 

No Fotrum Polio Objection 

NMMD 

National HUMINT Manapet Dnrctive 

NOFORN 

Not Releasable to Foreign Nationals 

NOR 

ncrtxe of request 

NSD 

National Security Dmuoo 

NSICG 

f 

National S erunn Information Classification Guide 

hsr 

National Security Lettn 

1 OCA 

Office of C ongrexuonal Affairs 

p“~ 1 

Office of Enforcement Operations 

OGA 

other posrmment aeency 

OGC 

Office of the General C ounsel 

JOU 

otherwise iUee.il activity 

oo 

office of origin 

OPR 

Office of Professional Responxibihrs 

■ OTD 

Operational Technology Diumou 
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Pl> 

PfJ) 

m 

PCi 

WH 

PH 

PINS 

fir)t tmMnkJ Mi mum %mm* 

| i durrfcyr 

( 0*1jJ4r rkl/trn 'irwr 

piMilivr futnjpi Htrihfnw' 

pr 4 »>v rutdr 

pr»)rM pnirtin) M <m 

I*uMk Iftfrfjiiv SrriMB 

PM 

program nutu«n 

WX 

potol of rortari 

POI. 

pjnrrn of blr 

PR 

pampas 

QAN 

quo v aim nod fir atom 

QSSR 

(Aurtntv Suprrviwrv Sour r Krpnr 

RFF 

irqur* for Sin 

RF! rrqurvl for infomutK*. 

RIP 

irrfuitmriU m plarr 

ROU 

— • ■ * 

Rrmrtr Oprutum UM 

SA 

*>ma]afn* 

SAC 

vpcriaJ iprztt « c hMtr 

SC 

trtlrcn rJurf 

SecD 

Srrunr, DrvrMon 

SES 

Souoc Exerumr Sovre 

SIA 

vuppr.ivjf. tatf liiprarr xahv 

SIM 

*mitr.r m\rni*a*r.r nueo 

SIP 

Sourer IdmuSrJtioti Patkapr 

SPBP 

S rnnfxxx Public Brnrfr Pamir 

SSA 

wperv rsor> *poul am* 

SSI 

«wrrr rniMtnr mJoR&aboe 

ssu 

«nuo( vuprr.iwrv ntfr&arorr aoahm 
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1 SSN 

snnal animtv muiUw-i 

n» 

trnqiot » v duly 

TOCS 

llrasim 1 nfon nnrtil t mnmnnn alums Syslrm 


task finer oft* n 

1NA 

lianspotutinti Sennits Admtmsb alum 

rr 

bap and bare 

us 

L ... . 

l 'mini Sutr» 

use 

l 'nitrd Suies C ode 

|uc 

unit chief 

uor 

undncmet coonhnaUu 

UCE 

undrrcovet employee 

uoo 

undnrova opnatKW 

UESU 

l 'ndrrcovn Employer Safeguard Uml 

ITMS 

Unified l uuihi.il Management Svstmi 

UIA 

unauthon/rd i llr gal activity 

UN 

United Nations 

UNrt 

Unclassified Network 

UNI 

Lniyrrsal Index 

USAO 

l uitcd Stairs Attorney s Office 

uscis 

United Suits C itizrnship and Inara nation Services 

I'SG 

United Sutrs government 

USK 

1'iutrd Suits bite U i pence C ommumtv 

ISMS 

United Suits Mats hah Service 

tSPLR 

United Suits person 

USSG 

United States Sentencing Guidelines 



VOIP 

Voice Over Inlemei Protocol 

VOTl' 

Vabdauon Opeiatioual Testing Unit 

\*S 

Validation Section 
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WM> 

J irU f jffi/r 

who 

Wf»W 1 ir^Mi < Xrjtn/MUMt 

WMI) 

wrqum of dim dmiivtwm 

WMlJl) 

Wrjpim fit Mjm OMtturlt>«i J)mrrtniMr 

WSP 

WibiTM Sro*ity Piufj*ii 


IW 

'•ECRTT M»TORN 


SK HI I NOIOKN 

(IA ( otilitlmlial Human Sonne y (hndr 


Appendix E: (I ) TS//SCI ( IIS Reporting 

(I 1 ) (Kmi« nf 

(U> 1 die HU reran! management system established to nuiuUin infouiulioti 

irpmtedlw a( K8tenm br catrpmzrd is lop Secret ( l'S)«M Sensitive! ompaiiiiimlrd 
Infra maUm |SU)Hus,~,l in i nninnrtinn with Delta jnmnk-s all Mil mqiloyres wImi 
receive IN and SCI mfomution fioni a ( IIS willi thr < apalnlity In dot iinmit haiKUr store and 
arms the information 


(11 Krquiit'inrnlv and Pi ocrdui w for I he I 'w 

0 ' T0l'0)^^(miisl be utilized lo documml and sto ic TS and SCI inhumation obtained horn 
a CHS Hie procedures for requectmg access to^Hjanti maintaining ('IIS icpoituip. in tlir^m 
system aie provided on tlu 

(l l Requnemrnts Tor ( losing a (IIS File l older 


tl ‘ TOl ’O) When a soiuce is closed his oi hn^Htoldn will he niaiked as closed and details 
about ilir . losute -'» the souicr will lx- mined e foldn will lie marked 

with an electi orot (br inland moved to anothei location within use a 

ShaiePoint based computing service to store closed sources Any source folder for a closed 
source must lie moved to the ||^| Share Point RCS within one sear of deactivation The CA is 
responsible foi ensuring that deactivated source folders are moved to the Share Point RCS 
HPMU will conduct a biannual review 
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(I I) < dnfldmluf Human Sourrr Poll* * ' ttutir 

ApiH'iidix F: (I ') S«*rvl<t* Agi wment 

\ I auguagi 

SERVICE AGREEMENT 

Whrtras dir Irdnal Bureau of Investigation hrrrnu/trT refrtird to m thr IBJ is - a 

Lawful investigation regarding *1i vrtirs on thr pari of mdr.idials rng;*grd in thr yvAM**\ of 
vanous United Stales (insert typr e g < nnarulj statute-. 

Whereas (CHS's payment turnr) is m a position to mmA is willing to hamsh av,j >ur» r to tfv f BI 
in its investigation and 

Whereas thr paitirs hnrto drsiir to record thru respective interests and obiigabcm 
Now thncfotr die paitirs hnrto agjrr as follows 
RESPONSIBILITIES OF PARTIES 

In furtherance of thr goals of thr afornnrntionrd investigation fCHS s payment oarnr i will 
provide information on thr (insert program typr -r g < nmmal ) actmtirs of vanous imer t r.pe 
of rase c g while supirmarv and or domestic terrorism subjects) 

(CHS's initials) will not participate m any unlawful artr. mrs rxerpt insofar as thr FBI 
drtrrniinrs that such participation is nrrrssarv to this investigation and thr FBI exprevtly 
authorized tlirsr acts It is undo stood dial anv such violations of thr Law not express!* 
autlionzrd by thr FBI may result in thr prosecution of (CHS s pavmrnl namr ,i Thr FBI dors no* 
have authority to make anv promise or commitment that would prevent (hr government from 
prosecuting for illegal acts which have not been specifically and express]', authorized by thr FBI 
(CHS's initials) will not initiate any plans to commit criminal arts nor will hr or she partvipjre 
in any acts of violence If be or she is asked to participate m any act of violence or learns of such 
plans he or she will attempt to discourage those plans or acts and will prompt]' rjotifv the FBI 

(CHS's initials) is not an employee partner member of a |omt venture associate or special 
agent of the FBL nor will he or she identify him or herself or hold him or her veil' out to Hr such 
Notwithstanding this provision (CHS s initials) mav be considered an employee of the Tinted 
States government as defined in 2 8 United States C ode HSC 'Section IbT for the limited 
purpose of defending civil claims arising out of allegations of wrongful or negligent acts or 
omissions related to anv activity conducted by (CHS s payment name) in furtherance of the 
aforementioned inv estigation 

(CHS’s payment name) shall hav e no authority actual or implied to obligate and or bind the FBI 
to any contractual duty and or obligation and any obligations so made are the v.-ie obligations of 
(CHS's payment name) and not of the FBI 

It is understood that die FBI at its sole discretion will control all ones treatise activities 
uicluduig anv decision to terminate this investigation 

LIABILITY OF P. ARTIES 

It is expressly understood that the FBI assumes no responsibility or liability to iCHS s pavmeja 
name) few anv income loss harm to professional reputation or personal reputation or am other 
personal damages property damage or losses which mas anse as direct or indirect consequence 
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(U)C onluWnttal llmiun Sotme Policy Ciuulr 

of (CHS s payment name) jnovtdmp voluntary roopoation in fiuthriaiKr of tlx- afoirmnihnnrd 
investigation (CT 1 S s payment mmrl 4 pi its to hold luimlrss the IH 1 its agents employers 
and conn actus for am and all liability foi ilanuprs irsulbnp dim tl\ in indim tly ihnr Horn 
except as scl forth 111 this aptrminit Hus pm vision shall siuvive the rxpuation 01 Inmmalion of 
this agreement i«i of Uic imr stir at ton 

The liability fu an\ nrplipcnl arts of the III I and its apnits employees and contractors will be 
home bv thr FBI The liability for any negligent in willful arts 01 onussions of (CHS s payment 
name) is thr sole irsponsibility of (CHS s payment iianir) llowevrt (CHS s uulials) does not 
waive lltr light 01 claim to which (CHS s payment itanr) may be nilitled midn thr Fednal l oit 
Claims Act Hus provision sliall survive the rxpuation at temuiution of this agreement 01 of the 
investigation 

CONFIDENTIAIJTV 

(CHS s payment name) will in no wav try cal the confidential and sensitive natiur of this 
investigation 01 identify any FBI agents to any luiautlion/rd prison ot prisons and fiuthei will 
not undertake any public ation 01 dissemuution of any uifoiniation ot nutnial that results &0111 
this uivestigation w ithout the pnoi express written author uation of the FBI This provision shall 
survive the expuatiou ot tennuution of this apt cement ot of the investigation 
DURATION OF AGREEMENT 

Hus agreement shall commence on the dale of acceptance by (CHS s payment name) as 
signified bv subscription of his or hei signature hereto and shall continue as long as the FBI 
deems that the services of (CHS s payment name) are requurd. however the apremrat shall not 
exceed twelve months from the date of acceptance (A time period such as 90 days or 6 mouths 
from thr date of (CHS s payment name) signature may be added if a shorter termination date is 
desurd 1 This agirrnirtit is subject to a six month review and determination for contuiued 
services This agieemrnt may be terminated at any tune by eitlin party and for any reason by 
delivery of a written notice to terminate If eitlin party is unable to provide written notice of 
temuiution oral notice of termination may be given to the other party' provided tliat after orally 
temuiuiinp the agieemrnt the terminating party creates a written document detailing (1) the date 
tune and recipient of the oral termination hi) the method by which temuuation was conveyed, 
and < ui) a summary of what was said to terminate thr agreement 

Hus document constitutes the full and complete agreement between (CHS s payment name) and 
thr FBI Any and all prior agreements whether written or oial express or unphed are hereby 
rendered null and void Modifications to this agreement will have no force or effect unless and 
until such modification is reduced to wilting and signed by all parties thereto 

The representative for the FBI contracting officer in this agreement is Special Agent (insert CA's 

name (insert division) 

"If .Applicable" L anguage 

(If CHS is supporting a UCO add language detailing the role the CHS will have in the UCO ] 
The FBI will imnburse (CHS s payment name I for expoises inclined by him or her which axe 
deemed by the FBI to be reasonable and in furtherance of this ui\ estigation ( CHS s payment 
name 1 aoees that pilot to inclining such expenses he or slie will consult with the FBI s 
drsisaiated represoitative as to the natiur and justification for inclining such expenses (CHS s 
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(If) ( 'mfidrriiial I Inman Source Pobr y ( *utlr 

initials) 4|9rn to piovidr vrndm irrnpts fo» Urse inmJimsrnmfs rr/ryt where Ur FBI ha 
drtnmiird dial nlrUiiiiiip a irrrtfrt would rndangn << IIS t payuml rumr; <* tint kiv « IIS ■ 
imtulsfs irlalionsliip wiUi t)r FBI fir FBI lias tlr ugh* to font (OfS \ payment name ) not to 
itM in expenses winch Ur FBI deems not to hr tn furUrrari'r of its investigative goafs If Urr* 
should Ir a dis|iiitr 4* to wlrtlirr 40 rnjjrnv was iravmablr thr f HI • onfrartmp offv n of 
m old will Ir Ur fuul ailntei of Uial dispute 

Set monthly piww nl amount 

Hr FBI agrees to pay (CHS s payment name) (insert dolLai arnwrrt/ prj month for hn or her 
sn virrs I elated to this investigation Hr FBI ha determined that < tnm dollar auunl ) per 
month is ( unimmsurale wiUi Ur valur of Ur information nr asrJanrr <( HS (m .merit ramri 
sliall providp to Ur FBI If at any time Ur FBI determines in ihrw ^ If dnnrtvm that Ur sal r 
of information or assistant* providrd by (CHS t payment namr; to Ur FBI is not < rmturr rum Xr 
with (insert dollar amount) pel month Ur FBI shall terminate or modify this agrrrnrn f Kr ei pi 
of Urse hinds is contingent upon compliance with Ur obligation of ronfadratufatv and all 
aspects of this aptrement (CHS s payment name i acknowledges that these pavmtriM ar*- 1 acral > 
inconr and dial Ir or shr is responsible for payment of all applicable local star and fedrral 
taxes and/or wiUiholdmgs 

Payment inouthh ainount tip to designated limit 

Hie FBI agrees to pay (CHS s payment nanr ) up to 'insert dollar ainount) per month for has or 
her services trialed to this investigation Hr amount of these monthly payments will be 
determined at Ur sole discretion of Ur FBI and must be comnmsmr with Ur value of Ur 
information or assistance (CHS s payment nanr) provides to Ur FBI Receipt of these funds is 
contingent upon compliance with Ur obligation of < onfidratialitv and ail aspects of Um 
agreement (CHS s payment name) acknowledges that these payments are taxable mamr and 
that Ir or sir is responsible for payment of all applicable local state and federal taxes and or 
wdfaholtkngB 

(CHS s payment nanr) aeires at the direction and under Ur supervision of Ur FBI to meet 
wtdi designated individuals and agrees to make or hate made bs Ur FBI < «n sensual m sual oral 
and wue recordings of such meetings and related trlepliooe calls if drtenmnrd to be safe to do 
so bv Ixith parties Fnrtliej (CHS s payment name ) will provide written authorization to Ur FBI 
to monitor and lecord such meetings and conversations prior to such monitoring or retordug 
(CHS s payment name) agrees when directed bv Ur FBI to testify and furnish all information m 
his or her possession custody or control which be or shr has received during Ur course of or 
related to Uus investigation (CHS s pavmeut name ) understands that if he or Jr testifies in anv 
court proceeduig his or lin identitv niav be fulls revealed and his or her cooperation with Ur 
FBI disclosed to the public and the subjects of the investigation 

The FBI does not have Ur authority to i educe (CHS s payment nanr • sentence arid the FBI 
nukes no guarantees or (nonuses to (CHS s initial' i regarding a sentence reduction However at 
the sole discretion of the FBI die FBI niav advise Ur proper authorities regarding Ur extent of 
(CHS s payment name i assistance and cooperation 

Bv signing below the parties herewith ackncvvledee that Urv have read understand and will 
abide bv Uie foregoing statements 


F 3 

SECRET \OFORN 


SKRFT *OFOR> 

(V C wfrdrntvil linuo Vu r Pobcv Gtadr 


Wrtmt^ : 


Tidr 
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